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BBEJEHHE

Hosste texuonorum, MEKTPOHHbIE YCNYTH CTalM HEOTHLEMAEMOH
4acThio  Halied noscenHesHoi  aH3HH. [lockonexy obwectso
CTaHOBMTCA BCce Oonee 3aBHCHMBIM OT HH(OPMALMOHHLIX H
KOMMYHHKAUMOHHBIX TEXHOMOTHH, 3AUIMTA W HCHOML30BAHHE 3THX
TEXHONOTHH MMEIOT pellaloliee 3HAYEHWE [NK  HAUKHOHANBHBIX
HHTEPECOB. - -

[o aTo# npuuuHe, ana obecneuenns xubeplesonacHocTy Kaxaas
OpraHH3salisl 3aHHMaerca ponpocaMH xubepbesomacHocTH, M AnA
O3HAKOMIIEHHSA COTDYAHHKOB €O 3HaHHAMH © KHOGepbesonacHOCTH
OPraHH3YIOTCH CEPHH CEMHHApPOB U TPEHHHTOB. JIPKHM NPUMEPOM 3TOrO
ABASETCA TO, uTO KHOepbe3omacHOCTE KaK MpPEAMET NPENONACTCA B
BBICHUMX YueOHBIX 3aBEqEHHAX.

Hapsany c passuTHeM HHPOPMALHOHHLIX TEXHONOTHH B pecnydnnke
ocoboe BHUMaHHE yaendeTcs HHOOPMAUMOHHONW O6e30MACHOCTH, B
YaCcTHOCTH, YCTpPaHeHHIO npoﬁnelu, CBA3ZaHHBIX C KOMIOBHOTEDOM B
OpraHax Xo3AHCTBEHHOTO ¢ rocylRapcTBEHHOrQ ynpaeneans. B
CTpaTterns JeHCTBUH no pansHefiwemy passuTuio  PecnyGauku
VYabexuctan Ha 2017-2021 roap! noctasneHsl 3aJayd, B TOM 4HCIE
ocofoe  BHMMaHMe  yReNAeTCcs  BOMpOCaM «...obecneyenue
HHGOPMaRHOHHO! G€30MacHOCTH H MOZEPHH3AUMA CHCTEMBI 3AllUTHS
uH(OPMALHH, CBOSBPEMEHHOE H ANIEKBATHOE PEArHPOBAHME HA YIPO3BI B
cdepe uH@opMauku» ¥ BeIsBIeHUe xubepnpectynunocte. Kpome Toro,
Ykasom [Ipesnnenta V3ibekucrana «O rocynapersentoii nporpamme no
peanuzaluy  CTpaTerHnm nedcteuii B  «lon  paseuts  Hayxm,
npoceewieHUss ¥  UUPPOBOH  SKOHOMHKH»  ONpPEAENeHBl  337a4H
«pa3pabOTKM HALMOHANLHOW cTpaTerMd H OpoekTa 3akoHa o©
xuGepbesonacHocTy A0 | ceHTabps 2020 roxa». [Ipn peanusaumu 3THX
3afa4 OJHHM H3 BDKHLIX ACNEKTOB, HA KOTOpPHIK cheAyeT oOpaTHTb
BHEMaHue, #ABAAeTcA pa3zpabGoTka yueGHbIx nocobuit B cdepe
KHbepbe3onacHoCTH.

B nepeodi rnase nocoGus paccMOTpeHsl 3a0add H OCHOBHEIE
MOHATHA HPEAMETa OCHOBM kubepfesonackocrd, ofmacte ero
npUMEHEHHA H BONPOCK 4e0BEYECKOro ¢akropa B
knGepbe3onacHoCTH. Taloke satponyThl BONPoCH KHGEPIPECTYTHOCTH,
xubep3akonsl M KUOEPITHKM, npuseseHa undopMauus o0 BuAax
Haka3zaHWH, HAIATAEMBIX 38 KubepNpecTYIHOCT.



Bropas rnaBa noceAlleHa  ¢yHAAMEHTANBHBIM  BOMPOCAM
kubepbesonacHocTy, a Takxke HHGOPMAaUHH 06 APXKTEKTYpE, CTPATETHH
H NOpAJKE peann3aluu noauTHKY kubepbesonacHocTy.

B tpeteelf rnaBe paccMOTPEHB! OCHOBHbIE MOHATHA B oOnactw
Kpunrorpabuyeckofi 3ALMTBI uidopmaruy, CHMMETPHYHbLIE
KPHOTOCHCTEMBL, KPUMNTOCHCTEMBl C OTKPBITBIM KOYOM, METOZbI
obecneyeHHs UENOCTHOCTH JaHHBIX, WH(PoBaHus auckos U (afinos, a
Taroke MeTob! 6e30MaCHOro yaaneHHs AaHHbIX.

Yersepraa rnasa nocofus nocesLieHa KOHTPONID [OCTYNa, rhe
MPEACTABNCHEl METOAbI ayTeHTU(HKAUHH, MeTons! (M3HYecKoro |
JIOTHYECKOro ypaBAcHHsA JaHHBIMH. Onucanbl WHPOKO
OPHMEHSAIOIMECH MOAENH YNPasieHUS NOTHYECKHM JOCTYMOM o
pPeKOMEHAAUHH [0 WX HCMOABIOBAHUIO.

IIaTas rnasa mnoceauicHa ceTeBol GezonacHOCTH, B KOTOpOii
paccmaTpHBaloTcs npobnemel 6e30MacHOCTH B CeTH U HMCMONL3OBAHME
MEXCETeBbIX JKPAHOB, BHPTYANBHBIX 3ALMINEHHBIX cerell H APYTHX
CpPeACTB, ANA HX yctpaHeHHA. Kpome Toro, paccmoTpeHbl BOTpPOCHI
6€30MacHOCTH H YIIPaBIEHHUS PHCKaMu B GecnpoBOAHbIX CETAX.

B wiecToii rnase npeacTaBneHsl AaHHBIE O CBOICTBE ROCTYMHOCTY H
€¢ BAXHOCTH ANS CHCTEMBl, METOdbl PE3ePBHOTO KONHMPOBAHHA W
BOCCTaHOBJICHHS JaHHbIX. [lockonsky npomeaypa aymwra CHHTACTCs
BXHOH ANA AOCTYMHOCTH CHCTEMBI, BAXKHO 03HAKOMUTECA C NMOPAAKOM
perncrpaunr cobbITHi ana OC Windows.

Cenpmas rnasa noceAuieHa 6e30MACHOCTH MPOFPAMMHBIX CPEACTB M
OMHUCHIBAOTCA npobnemel Ge30nacHOCTH B nporpaMMHoM ofecneueHuy
¥ ¢yHaameHTanbHble NPUHUMMLL WX NpenoTspamenns. IlpuBenexa
noApo6Has HHGOOPMALUA O BPENOHOCHBIX NPOrpaMMHBIX CPENCTBAx,
NpeHa3HAYEHHBIX [NA TOBPEXOEHHUS CHCTEMbI, MX aHaidle o
COBPEMEHHBIX AHTHBUPYCHBIX NMPOTPAMMHBIX CPeACTRAX.



T'JABA 1. KHBEPBE3OITACHOCTL. OBUIHE CBEJAEHUA
1.1. OcnoBHbIe MOHATHR KuGepOe30MacHOCTH

PaiButie coBpeMeHHLIX MeToaoB 0bpaboTku, nepegaun B cbopa
KWHOOPMALMM NPUBOAHT K YBENHHEHHIO Yrpo3, CBS3aHHBIX C MOTEPEH,
noBpexJeHHeM M pasrialleHHeM MONb30BATENECKOR HH(POPMALHH.
[Moatromy  ofecneyenue  uHpopmauroHHO#H  GeszonacHocTW B
KOMIBIOTEPHBIX CHCTEMaxX M CeTaX SABRAETCA OAHHMM H3 BEAYUIHX
Hanpab/eHHH Pa3BUTHA HHPOPMALHOHHBIX TEXHOJOTHIA,

Hudopmaunonuas Ge3oracHOCT OCHOBAHA Ha peanbiblXx obpasax.
Ectb moad, KOTOpble OCYWECTBAAIOT JETalbHYH JESTENbHOCTE B
KM3HH, KaK [oKa3aHo Ha puc. 1.1 B obpa3ze Aruce: u boba. Ofuako, ecTh
H T€, KTO 3aHHTEPecOBaH NEATENLHOCTRIO ITHX MIOAEH, MEWAKX HX
pabote, H oHHM wu3zolOpaxeHst B obpaze Tpuou.  Obpas Tpugu
ONHUETBOPAET MoAsi, Npecnenytomwix BCe KOPHICTHBIE NOGYKAECHHSL.

Tprau
Puc. 1.1 Husuennpie o6pazel uugopmanunonnoii 6ezonacuocTn

PaccMOTPHM XKH3HEHHBIH cLeHapuil I8 OCBEILEHHA CIeAyoWHX
paszenos y4eGHOro nocobus. DTor KU3HEHHBIH CueHapuil Ha3bIBASTCH
onnaitn 6anx Anucet (OBA). Cornacsio memy, AJNMCAa OCYLUECTBASET
NpeANpHHAMATENLCKYI0 nedarensHocTe B cdepe oHnalin-Gankunra. B
yeM 3aKMOYAETCA npobiiema Ge20nacHOCTH AJMCE B JAHHOM
cuenapuu? A npobnema Boba, koTopbiii ABIAETCA KIHEHTOM ANHCHI?
MpoGnemesl Oe3omacHocTH Anucet u Boba onnHakoes? Kakue
cywiecTByIOT npobnemsl GezonacHocty ¢ Touxy 3penus Tpuau? OrseTsl
Ha TH BOMNPOCH! MPHBOAATCA B CNEAYIOWHX pasjienax.



[To3sHAaKOMHMCA €  HEKOTOPbIMH  TOHATHAMH,  HMEIOWIHMH
OTHOIIEHHE K 3aUHTe HHGOpMauHUH ¥ nH(popMauKsoHHo# GesonacHocTH
B KOMINBLIOTEPHBIX CHCTEMAX H CETAX.

Kubepbeszonacrocme — B HacToAlee BpeMsS ABNAETCA OAHHM W3
HOBBIX BBEAEHHBLIX NOHATHH, H CYLIECTBYIOT Pa3fHyHbIC ONPEACNeHus,
nanxsle eii. B gactHocTH, B HcTouHuke CSEC2017 Joint Task Force
HaHO cneaylouiee onpeaeneHHe kuGepGe30nacHOCTH:
Kubepbesonacnocms — obaacme 3HanUU, OCHOBAHHAR HA GLINUCTEHUAX,
BRMIOUQIOWAR MEXHOROZUY, MOOEH, UNPOPMAYUIO U NPOYECCH ORR MO2O.
umobol 2apanmupoeames Haonexcawee GoinoaHenue Oelcmeuil @
YCAOBURX, 8 KOMOPHIX HAXCOAMCs 3noymetutiennuxu. Ona grnovaem 8
ceba cozdanue, pearuzayul, AHAAUZ Y MeECmupoganue De30nacHulx
KoMmAvlomepruix cucmem. KubepbezonacHocms — KoMnaekcHas obaacme
snanuit 8 o6pazosanuu, xomopas gxiotaem € cebs npasossie acNeXmol.
ROAUMUKY, HeROGEYeCKUll (DaKmMOop, IMUKY U YNPABAEHUE PHCKAMU.

Opranusauns Cisco, OCYILIeCTBASIOWAA CBOIO JAEATENLHOCTL B
o6nacTH  ceTeBbIX  TexHosoruii, onHcana kupGepbHesonacHOCTH
cnepywuwum obpazom: Kubepbesonacsocmb — Rpakmuxa 3aujumel
cucmem, cemeti u npozpamm om yupposbix amax. Imu xubepamaxu
OBbiYHO  HayeneHWol HA  YNpasRenue, 3GMEHy  wiu  yoaaewue
KoHdudenyuansnol ungopMayuu, 83uUManue ¢ noavsoeameneli dewez;
Hapyuienue HopmancHott pabomel. B nacmofwee SpemMa pearu3ayui
sppexmusnslx mep xubepbezonacrocmu ¢ NPAKMUMECKOLl CMOPOXLL
Cmanosumcs ece bGonee caoxcHou u3-ia Gonbuo020  KORUtECMEBQ
ycmpoiicme ¥ Koruuecmea ux munoé, Hem RiOO0ed, a maxice
HOMEHYUARA RNOYMBILUACHHUKOAR,

[otpebHocte B8 ofnacTn smauuii o kuGepbesomacHocTw crana
BOSHHKATe ¢ paspaboTkoi nepsoro MoiihdpeliM KoMmmsiotepa, rae
peanrH30oBaHbEl MHROI'OYDOBHEBBIE MEpBH! 0e30mMacHOCTH A8  3aliHTsI
AaHHBIX YCTPOHCTE U ux d¢ynkuuii. Pactymasn notpebHoCcTE B
HAMOHANBHOH 5e30NacHOCTH NPUBOAKT K MOABNEHHIO KOMIUIEKCHEIX 1
TEXHONOTHUECKH CHOXHBIX HafeXHbIX Mep D€30MaCHOCTH,

B nacroswee spems, kaxnpii cneunanuct, paboTaowuit B chepe
UHPOPMALMOHHBIX TEXHONOMHH, NomKen 061anaTs GpyHAaMEHTANbHBIMK
3HAHHAMH B o00nacTH kubepGesonacuocti. CTpyKTYPY NPEAMETHOH
E)ﬁnac*]m2 kubepBe3onacHocTH MOKHO ONMCATh CNEAYIOUIHM o0pazom

puc. 1.2),



Ynpasnaeune
PHCKaMH
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KUBEPBE3OIIACHOCTD

OO6nacTh 3HAHKH KOMILTEKCHO OCHOBAHHBIX HA BLMUCIEHHH
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BLMHCITCHHA HHKHHHPHHT TCXHOTOU MK CHCTCME HHKHHHPHHT

Puc.1.2. CTpykTypa upeameTHoi#t o6racT kKnGepbezonacHocTH

CyIEeCTBYIOT pasHbte MNOAXOABI K ONPEACNCHHIO OCHOBHBIX
Tepmutos xubepbesonacuoctu. B yacthoct, 8 uctounuke CSEC2017
JTF nepeuucrens! cnefylowue 6 TepMuros kubepbezonacHocTy:

Kongudenyuanoiocms — CBOHCTBO uHbOpMauuu, cocroswee p
TOM, YTO OHA HE MOXET ObiTh 06HApYKeHa HNU CAeNaHa JOCTYMHOM Ges
paspeiieHds  OTENbHBIM  JHUAM, MOZYJAM HIW  npoueccam.
Kon(QUASHUHANBHOCTE  3aHMMACTCA  3AIMKTOH  MHbopMauddH  oT
HecaHKIHOHMPOBAHHOrO «CYMTHIBaHUA». B cuenapun OBA ana boba
oyeHbh BaxXHa koHOHAeHUManbHOCTE. To ecth Bob He xoder, 4TOOBI
Tpunu 3HAN, CKOABKO AcHer y Hero Ha Ganawce. [lo 370l mpu4dHe xna
Bofa BaXHO OOSCHEYHTE KOHOMACHUMANLHOCTE HHQPOPMAUHK ©
GanaHce.

Llenocmuocms — CBOKCTBO HHQpOpMalMH, 3AKIIIOHAIOUIEECT B ef
CyU1leCTBOBAHHH B HCHCKAMEHHOM BuAe (HEH3IMEHHOM M0 OTHOLICHHIO K
HekOTOpOMY (H3MYECKOMY eE cocrosnnio). LlenoCcTHOCTL 3aHUMAETCH
3aMTOi HHGOPMAUMHN OT HECaHKIMOHMPOBAHHOH «sanucH» (T.e.
u3MeHEHHA HHQOPMalKMKu) HAM, No kpaliHell Mepe, oNpeneneHus Toro,
6bina I OHAa U3MeHeHa. B cuenapum OBA HeoGXoAMMO 3aUIMTHTL
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LeNoCTHOCTs GaHKoBCkoro cuetra Asmucel oT Tpuan. Hanpumep, bob
ROMKeH 3aMKUTHTh cebA OT M3MEHEHHS 6anaHca Ha ero c4eTe HJH
yBenHyeHna 6anaHca Ha CHeTe ATMChI.

3pece HeofixomuMo  OOpaTMTh  BHHMaHWE Ha 7O, H4TO
KOH(UIEHUHANBHOCTS H UENOCTHOCTb — 3TO HE OIHO M TO e NOHATHE,
Hanpumep, Aaxe ecnu Tpuan HE MOXET NPOUHTATH KaKy1o-nnbo
UHPOPMALHIO, OH MOKET HEIAMETHO €€ HIMEHHTD. -

Hocmynnocme — CBOHCTBO 06BEKTA HAXONHTLCA B COCTOAHMM
FOTOBHOCTH M HCHOABL3YEMOCTH N0 3anpocy aBTOPHU3OBAHHOIO
norHyeckoro  obwexra.  JocTynmHoCcTe  3aHHMaeTCs 3aLHTOH
uHdopmauuu (naH CHCTEMBI) OT HECAHKUHOHUPOBAHHOTO «COOA». B
cuenapun OBA wecnocobHocTs BoBa BocnonezoBaThca BeD-calTOM
OBA ssaserca npobnemoff AOCTYNHOCTH ANA bauxa Anmcsl U boba.
[pyuu#a B TOM, YTO B 3TOM chydae ANlUca He MOXET MMOoAYy4YaTh
npHOBIIL OT AEHEXKHEIX NEPEBOAOS, 2 Bo6 He MOXKET peanu30BaTh CBOI
6uanec. HauBonee pacpoCTpaHEHHOW W3 aTak, HanpaBfeHHBIX Ha
HapytleHre AOCTYNHOCTH, ABNAETCA aTaka, NPHHYKAAOIAT HA OTKA3 B
o6cmyxuBanuH (Denial of Service, DoS).

Puck — OTEHUHANbHAS BEINOJA KM y6bITOK, B 0Bliem cmydae puck
BO3HMKAET, KOLOA BEPOSATHOCTH HacTymieHHA coOuiTHA noGaBnsercs k
kakoii-nnb6o cutyauuu. [SO onpeaenreT PHCK KaK  (BIMAHHE
HeomnpeaeNeHHOCTH Ha HEMH».

Hanpumep, paccMOTPUM MPOLECC NOCTYNNEHAS B yHHBEPCUTET. B
L{EJIOM 3TOT npouecc cam mo cebe ne cuuraercs puckoM. Tonkko nocne
nojaud aGHTYpPUEHTOM AOKYMEHTOB W BCTYMHTENBHBIX IK3AMEHOB OH
MOSKET MOCTYMUTh WM He MOCTYAUTSH HA y4eby. JT0, B CBOK Ouepens,
MPHBOAUT K PUCKY OBITH NPHHATEIM HIH HE OBITH MPHHATRIM.

B ku6epbesonacHocT WM HHGOPMAKHOHHOH OE30MacHOCTH pHCKH
paccMaTpHBaKITCA KPHTHHHO.

Mucaume, Kxax — 3ROYMBIULTEHRHUK  —  TIPOLECC  MBIULICHHA
HOB30BATENS 3aKOHHOIO KAK 3JI0YMBILITEHHKKA, YTOOL! ApeAOTBPaTHTS
BO3MOXHOID pPHCKA.

Cucmemnoe mutinenue — MbICIUTENRHBIH NPOUECC, YUHTHIBRIOUIHIH
B3ayMOJeliCTBHE COUHANBHEIX M TEXHHYECKHX OTPaHHuYEHHl C UENbio
oGecredeH s rapaHTUPOBAHHALIX REHCTBHIL

Kpome TOro, cneaylolye NOHATHA TaKke BAXKHBL MPH H3YUCHMM
cgeps! kubepde30MacHOCTH.

Eezonackocme ungpopmayuu — COCTOSHHE HHGOPMauum, mpu
KOTOPOM  MCKIOYalOTCs  CHydyaHHble  HAW  [PeRHaMepeHHbIE
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HECAaHKUHOHHPOBAHHBIE  BO3ACHCTEHA HAa  HMHOOpMALMIO  HIH
HECAHKUHOHKUPOBAHHOE ee nosyyende. Mnum coctosune yposusa
3a8WNILEHROCTH HMHGbOpMauHM npH ee o0paboTke TeXHMYECKMMEK
cpencreamu, obecrneynBaloUIHe COXPAHEHHE TAKHX €€ KAYEeCTBeHHBIX
XapaKTepUCTHUK (CBOWCTB) KaK CEKPETHOCTh (KOHGMAEHUHANLHOCTS),
UENOCTHOCTE U AOCTYNHOCTS.

3myuma ungopmayuu ~ BKIMoOUaET B Ce6A KOMIIEKC MEPOTIPHATHI,
Hanpasjiendsix Ha obecneveHHe HHGopmauuoHHON GezonacHoctn. Ha
MpakTHKe NOA OSTHM NOHAMACTCA MOJJACPKAHHE UENOCTHOCTH,
AOCTYMHOCTH H, €CMH HYXHO, KOHQHUAEHUHANBHOCTH MHGOPMAIMH K
pecypcoB, HCMONL3YEMBIX JUIR BBOJA, XpaHeHUA, 06paboTki u nepegaun
AaHHBIX.

Axmug — vadopMala Y pecypcsl, MopNexkawue 3amurte. Hn,
BCe, YTO HMEET UEHHOCTD JJI% OPraHH3aiHH.

Y2posa - uexenarenbuoe coGLITHE, KOTOPOE MOXET HaHEeCTH
ymept cuctemMe HAM opraHHsallin. Hnu, yrposa — coBokynHocts
YCROBMH U (aKTOpOB, CO3NAIOWNX MOTEHUHANBHYIO MM pEATbHO
CYWECTBYIOLYIO OMACHOCTL HapywieHds Ge30nacHOCTH MHGOPMALUH.
Yrposa HaueneHa Ha aKTHBBI opranuszauun. Hanpumep, ecnu aKTus —
XpaHHMbIH OKYMEHT, TPHHAIneKaui MpeanpHATHIO, TO YIpo3a
MOxeT ObITh HANpaBNCHA MPOTHB NOMENIEHHS, [A€ XPAHUTCA 3TOT
OOKYMEHT.

Vaseumocme — HEOOCTaTOK B AKTHBAX HIH CUCTEME yNpaBjeHHs
OpraHu3aluy, DO3BONAIOIHHE PEaNnu308aTh OLHY MM HECKONBKO YIpo3.

Cpedcmeo ynpaerexun — NEHCTBHE, HIMEHSIOMICE PUCK, pe3yNbTaT
KOTOPOro BAMAET Ha M3IMEHEHUE YI3BHMOCTH UNH yrposul. Kpome Toro,
€aMO CpPENCTBO YNPABACHNA MOXET HMETh YS3BHMOCTh, KOTOpas MOXeET
ObITH HCIONb30BAHA PA3AHYHEIMH yrposamu. Hanpumep, orHetymutenn
MOXHO pacCMATPHBATG KaK CcPencTso YNpaBleHHA AN 3alUTh
uHdopMaluu 8 OymaxxHoH dopme, xpausinelics B OpraHu3auHM, OT
noxapa. B chiy4ae TNOXKapa, neHcTBUA COTPYAHUKOB K Mepbl,
NpuHHMacMele AN [PEAOTBpAaWIEHUs noXapa, TaKKe MOTYT
paccMaTpupaTecs  KAK  CDEACTBO  ynpaBieHHs. A COCTOSHHE
HCHCNIPABHOCTH CHCTEMbBl  MOXApPOTYILICHHA paccMaTpHBaeTCa Kak
HEJI0CTaTOK B CpecTBe YNPaBICHUA.

Paznuuue mMenc0y Unopmayuonnoii  Gesonacnocmeio U
Kubepbesonacrocmolo. Tepmuupi «kubepbezonacHOCTb? H
«undopmannonsas  6€onmacHocTe»  yacTo  WCmOMB3yIOTCH KAk
cMHOHMMB. B TO BpeMs Kak HEKOTOphE pacCMaTpHBAIOT
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kubepGe3onacHocTh  KaK CHHOHMM  MOHATHM HHpopMaLHOHHO#H
GesomacHocTH, GezomacHocTH HMHGOOPMALMOHHBIX  TEXHOJNOTHH H
(MHPpopMaUHOHHOro} ynpasneHHs pHCKaMy, HEKOTOpbIE
paccmarpueatoT KubepGe3onacHOCTh Kak TEXHUMECKYI0 KOHUESHUNIO,
CBS3aHHYIO € HalMOHaAbHOH §e30MacHOCTBIO, KOTOpad BKAKOHACT
3QLMATY OT  KOMIMBIOTEPHBIX  MPECTYMICHHA M KPHTHYECKHX
uHPpacTPYKTYp, -0COBEHHO B rOCyJapCTBEHHOM  CeKTOpe. Xors
W3BECTHBI CNyvad afanTalHH COTPYAHWKOB B PasNH4HLIX OTPaciiax K
CBOMM LIEJAM, CYIMECTBYIOT HEKOTOPbIE BaXHBIC Ppa3iH4dHA MEXKAY
MOHATHAMH KHpOpMaLHOHHOH GesonacHOCTH H KHOepHe30nacHOCTH.

Ceepa ungpopmayuonnoii Gezonaciocmu 3aHUMAETCA  3aUIMTOMH
HHTENAEKTYANbHBIX TPaB  HE3aBHCHMO OT  GOpMbl  BbIPAXKEHHA
uupopmaury (ByMaKHOH, MEKTPOHHOH U 4eNOBEKO-MLICTHTEIBHOM,
Bep6anbHOM M Bu3yansHoit). KubepbezonacHocmy 3aHUMAETCS 3aILHMTON
uHopMaUMK B DINEKTPOHHOM BHAe (BO BCEX chAy4asx, OT CETH A0
ycTpoiicTsa, XpaHALIEHCH, nepenapaeMoit M obpabatbiBaemoit BO
B3aMMOCBSI3aHHBIX  cuctemax). Kpome Toro, ¢ueadcupyembie
rocynapcTBOM aTakd M NMPOABHHYTHIE MOCTOAHHEIE yrposel (Advanced
persistent threats, APT) Taloke OTHOCATCA X kubepOe3anacHOCTH.
[Mpoule rosopsA, NOHUMAH,HE knbepbe30macHOCTH Kax OAHOTO M3
HanpaeneHH# HHPopMaLMOHHOH O0€30M1aCHOCTH NOMOraeT MOHAThH ¢e
fIpaBUALHO.

Obnacmu 3uanuii kubepbezonacrnocmu. COTNACHO HCTOYHHKY
CSEC2017 JTF, xubepbesonacHocts aenntcs Ha 8 obnacteil 3HaHM,
Kak[an M3 KOTOPbIX NOApa3znensercs Ha noacektopst {puc. 1.3).

BezonacHoCTs

CounatbHas HAHHESX BesonacHocTs
Ge30nmacHoCTE ApOIpaMMHOro
2 obecneyeHns
BeaomacHoCTL (ZCHOCTE
KH Besol
OpraHH3ALHH BEEPBE3OINACHOCTD ———
¥
Be30nacHOCTE
Ye ToBEKaA Gezonackocts BezonacHocTs CBA3H
CHCTEMAL

Puc.1.3. O0nacTH 3HaHHA KHOepOezonacHoCTH
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Uensto obnactd 3naumnii  «bezonacuocme  QanHulxy SBIACTCA
obecnevenne 3amuTes npu xpaHennu, o6paboTke U nepelaye AaHHbIX.
Hns  nonuoli peanvzaunn 3awuTel B AanHOW obnacth  3HaHMi
HCMOMb3YI0TCA MATEMATHHECKHE H AHANTHTUYECKHE ANMOPHTMBL.

Obnacte 3uaunii «Beszonacnocms npozpammnozo obecnevenus»
obpawaer BHuMaHHMe Ha npouece paspaGOTKH W  HCHOJL3OBAHHA

TIPOrpaMMHBIX CpencTs, ofecneuusalomux GesonacHOCTD
HCHONb3yeMOH CHCTEMB! HTH HHpOpMaLKK.
Obnacts 3HaHHU# «Opzanuzayuonnan Gezonacuocmob»

dokycupyeTcsa Ha NPOSKTUPOBAHUH, 3aKyNKe, TECTHPOBAHMHM, AHANU3E H
0BCnyKUBaHUY MHTErPUPOBAHHLIX KOMIOHEHTOB B GOMBIIMX CHCTEMAX.
Cucremnas 6e30macHOCTh MHOTA2 OTAHYAETCA OT OPFraHM3AUMOHHON
6ezonachocT. Oprannzauuosias 6€30MacHOCTb 3aBHCHT OT TOTO, Kak
CHCTEMA cnpoekTupoBaKa, NOCTpoeHa, NpuolpereHa, MOAKMOYEHa K
ApYTHM KOMNOHEHTaM, a TAKKE Kak oHa paboTaeT H MOAAEPKHUBAETCH.

O6nacre 3Hauuit «Bezonackocme cgf3u» OpPUCHTUpOBaHa Ha
KOMMYHUKal K0 MeXpy OpFaHH3aTOpaMmM, Bofmowas B cebe
busuyeckyto u NOTHYECKYIO CBA3D.

Obnacte 3uaumii «Besonackocms cucmembty dokycupyercd Ha
aclIeKTaX CHCTEMHON 6e30MacHOCTH, COCTOAIUMX M3 OPTAHH33TOPOB,
COCIMHERHH y nporpammaoro obecneyenua. YroObl NOHATEH
GesonacHocTs CHCTEMB], HEOOXOAUMO HEe TOABKO NOHHMATh €€
KOMITOHEHTE] K ux CBH3W, HO M YUYHTHIBATh LENOCTHOCTb. TO €CTh, 3TO
TpeByer TiiaTensHoro nepecmoTpa chcrembt. aHHnast obnacTe 3HaHui,
RapaAny ¢ obnactamm suauuit «OpraHH3aUKOHHAA GE30MacHOCTLY H
«BesonacHocTs cBzU», peulaeT BONpoc O 6€30NacCHOCTH COEAKHEHUH
OPraHU3aTopoB M HX HCNONB30BaHUY B Honee BHICOKHX CHCTEMAX.

O6nacte 3nauuil «Bezonacrocme rcusnedesmenoHoCmu» OMHMO
M3YHeHHS noBefeHHs YENOBEKA, CRA3AHHOTO C Kn6epbe30nacHoCTHIO,
$oxycupyerca ua 3allMTe AAHHBLIX H JWYHOCTH B OpraHH3aldsIX
(Hanpumep, COTPYAHHMKOB) H B IHUHBIX XKHIHEHHBIX CHTYAUUAX.
ynpac;g::gb 3HanHil «BejonacHocme opzanuzayuw» QOKyCHpyeTcd Ha

PMCKamu A  3alMHTBI  OpraHu3alKMH O©OT Yrpo3
xuﬁepﬁeaonacﬂocm H  [MOAREPKKH  YCHEWHOH  HAEeATENbHOCTH
OpraHu3alHK,

Obnacte 3naui «Coyuanenan 6ezonacrocmby» (OKYCHPYETCa Ha
bakropax kubepbesonachoctu, koropsle B TOil MIH HHOW CTENEHH
BIMAOT Ha OOILECTRO. KuGepmpecTyHOCTs, 3aKOHb, MOPANbHBIE
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OTHOIUEHHUS, MOMAHTHKA, THYHAA KU3Hb H HX B3aHMOOTHOLLEHHS APYT C
LPYTOM SBNAIOTCS OCHOBHBIMY MOHATHAMH B 3TOW obnacT 3HaHun.

TakumM 00pa3zoM, MOXHO CKasarb, 4TO chepa kubepbesonacHocTH
asngerca HeobOxomumoii cdepoli mna chnegHanucToB B obBnacTH
HHPOPMaUMOHHBIX TEXHOROIHH.

-1.2. Yenosedecknii paxkrop B kuGepbezonacHocTn

[lone3oBatenn cuurtaloTcs camoif ya3sMMoil TOUKOH B CHCTEME
knGepbezonacHocTn. Co  CTOpPOHBI nonMb3oBaTenell MoXeT GhITh
HapyueHa mobad creneHb 6e30MacROCTH, Aaxe Bbicokas. Hanpumep,
ApeaAnonoXuM, ute bo0 Xouer 4TO-TO KyNUTh B OHNaliH-Marazube
amazon.com. Ina storo Bo6 moxer ucnonbzoBath se6-Gpayzep ans
HAIC)KHOTO TMORKNIOYEHHA K Amazon ¢ MNOMOIIBIO NPoTokoda SSL
(Secure Sockets  Layer), onupaiollerocs Ha  paiHuHbie
kpuntorpadgudeckue meToAsl. ITOT NPOTOKOA  obecneunBaeT
rapaHTUPOBAHHYIO 6E30MacHOCTs Npd NPAaBHABLHOM BBINONHEHHH BCex
HeobXoAuMBIX AeHcTeuil. OnHaKo, CYLUECTBYIOT HECKOBKO THIIOB arax,
HanpaBJICHHBIX HA 3TOT MPOTOKON (aTaka «4enoBeK NMocepeanHe» Man-
in-the-middle attack), kotopsie TpeByror «yuactus» nonp3osatens ans
ux peannsauuu (puc. 1.4). Ecan nonp3osaTensb Bbibeper He3onacHmIi
pexum (Bepnymocs x 6ezonacroi cmpanuye), TO araka He COCTOHTCH.
OpHako, ecu co CTopoHst Nosp3oBaTeNs ocyllecTeUTCs Hebe3onacHsli
Be1GOp (llepeiimu na caiim ... (nebesonacno)), To ataka 3aBepiaeTcs
ycnewHo. pyrumu cnosamu, aaxe koraa HCNONBL3yeTcs NPOTOKON ¢
BBICOKHM  ypOBHEM GezomacHOCTH, 6e30MacHOCTD MOXKET BTk
HapyLI€Ha W3-32 HEMPABMUJIBHBIX AeHiCTBUIl HONB30OBATENA.

O6biuH0  nonb3osarenn CTapalOTCA  KCOONB30BATh  JIerko
3allOMHHAKOIKECH nNaponu. OAHAKO, TAKOE MOBENEHHE NOBBILIAeT
BCPOATHOCTE YraaAbiBaHus naponeil s 3n0yMellLieHHMKa. C Opyroij
CTOPOHEI, (IDY HCMOAL30BAHUK CAOKHBIX Maponell u XPaHEHHH HX B
PasTHTHLIX HOCHTENsX (Hanpumep, samucH Ha Oymare), AaHHag
npobneMa ete Gonpue ycyrybnserca.

OTé (pHmepl IOKA3LIBAIOT, YTO M3-32 Yenopeyeckoro hakropa
npobnemb! GezonmackocTy MOIYT BO3HHMKAaTh B pa3HbIX MECTaX
CHTYalusX. MOXHO npuBeCTH  MHOIO npuMepoB  Npobaey
fesonacHocTy, BO3HHKAIOWMX U3-32 yenoseveckoro gakTopa. Ofnako
Haubonee BaKHBIM acmekToM B NPEACTABNECHHbIX CYHasX SBAReTCH
HEOOXOAMMOCTL MCKOYYTE 4eNnoBeUeCKHiH thakTop H3 «ypaBHEeHHay» ¢
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TOYKH 3penus OezonacHocTH. JIpyruMH CIOBaMH, CHCTEMBI, B KOTOPBIX
HE yyacTByeT 4enopeuecknit dakrop, Honee GezonacHsbl, YeM CHCTEMBI,
B KOTOPBIX OH MPUCYTCTBYET.

NoaknaroueHne He 3alumLLeHo

3ﬂ0yv,lb|m SAHMP KR MITYT NbiTATeIR NOASTETe BAWY SaHHne CANTA

fHANPw¥Mmep, AaRoAL. COoBWEHMA viv namepa BankoBckkx Kap?) MNoapnodhee..

MET ERA_JEAT AUTSHORTYNYALD

] Crrpaenats & Google WEL;

s ST TTRINE L D TARNE DTT I Qe R

ABTOORIRUE P TSNS 10 MR . . L1077 F e - S Reeme TR oot

LSl Do WhE-TUINTLF Bl Salo e

rCKpblTb noApOBHOTTA

He ya370Ce NOATBERAVTL, U1Q 310 Cepae NEPALMOHHAA CiCTEM

KOMMBIOTEPA HE ROBEDAET e70 CAPTADAKATY DE30NACHOCTA. BOSMOXHO, CEPERP HACTPOEH
HENPAagy ALHC BAW KT0-TO N {20703 NepPeaBatv T BALIW AdHHSE.

DeReTe A Cav | (HPOEIQMACHD!

Puc. 1. 4. Tipenynpexpenune 0 6e30nacHOCTH B npoTokose SSL

K Haubonee BaxHptM yenoseueckHM GakTopam OTHOCATCA:

- Hedocmamox smwanuit ¢ obracmu xubepbezonacnocmu NPUBOANT
K TOABNCHHIO  GONbuioro KONUHMECTBA OTKPBITHIX  YA3BHMOCTEH.
Mockonbky obnacts kuGepBe3onacHOCTH CBS3aHA € TPaAULHOHHOH
6e30naCHOCTLI, ObICTPOTa Heo6X0AKMON TEXHONOrHYECKOH aAZanTaLKu
yacTo YBENMYHBACT Yncno yg3pumoCTeH, KOTOpBIE MOTYT BO3HHUKHYTH
BO MHOTHX CiyHadxX. C ppyroit cTOpOHBI, 4eNOBEKY HE BCEraa
JOCTATOYHO BHIAJET: HoBeHWWMH TEXHONOrHMECKHMH 3HAHHAMH,
cBA3aHHBIMH C OTPACIBIO;
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- HedocmamoyHoCms YCMpaHeHus PUCKO8 U coobufenuil 0 Hux
MOIYT [MpWBECTH K MOBTOPHBIM H HEOXHAAHHLIM HapyLIEeHUAM
xuBepGezonacHOCTH. XOTs JICAH 0oOBLIYHO OCO3HAIOT, YTO CYLECTBYET
Cepbe3Hpl PUCK AAA MX OPraHuzalliH, OHH HE packpsiBaioT ero. B
Ka4ecTBe OCHOBHO NPUUHHBI IPHBOAAT TO, YTO PUCK HENOCPEACTBEHHO
BAMSET HA CAMOTO HeN0BEKa, ero GUHAHCOBOE MOMOKEHNE, UMK NAACHHE
pEMyTaLMH 4€OBEKa IIPH €ro-PACKPbITHH,

- npobnembi & KYAbMype U G3QUMOOMHOULEHUAX MOZYM butme
go138aKb! IOABIEHHEM HEAO0BONBHOrO H HEBHUMATENBHOrO COTPYAHHKA,
KOTOpbI/i 3HAaeT CaMy OPraHU3aUMIO WK  BHYTpeHHue O2HHbIE
BonblHHCTBO NpobneM kubepbesonacHOCTH ABNAKOTCA
BHYTPEHHHUMH, BOIHUKAIOUMMH B PE3YALTATE PATHIHBIX pasHornacuii
MexIy COTpYAHHKamM# H HeGnaronpuaATHOM  cpeaoidi  BHYTPH
oprauuzaiuy. DTH MpHHUHb B GOMBLIMHCTBE Cly4aes NPMBOAAT K
cepbestibiM mpoGiemaM, Tak Kak COTPYAHHK XOPOUIO OCBEROMAEH O
BHYTpeHHel CTPYKTYpe OpraHn3allui;

- nedocmamouroe QuHancuposanue sausmuu no 6esonackocmu
SBAAETCA NPHUUMHOM HH3KOH OCBEJOMMEHHOCTH 0O ympasisembiX
puckax GesomaciocTd. Kak mpaBHiio, COTPYAHHKH NPEANPUATHH
namHoii  cdepbl  HE  M3y4aloT  NpaBuna KuOepOe3onacHoCTH
camocToaTensHo. [losTomy  HeoOxoaumo  OyAeT  OOHECTH 10
COTPYARMKOB MpaBuia KkuGepGe3onacHocTH B GopMe cneuuanbHOro
obyueHus. ITO TpebyeT co CTOpOHBI OpraHH3auMH GHHAHCHPOBAHHA
JIOCTATOUHEIX CPEACTR Ha obyuenne Ge30nacHocTH;

- B pesynbTaTe  HeCOHOpOOHOCMY — MOYKU  pecucmpayuu
gabniofaeTcs HEMONHOueHHoe ofecneveHHe OesonacHocTH. Ha
paKTHKe SBACTCA BAKHEIM OCYLUCCTBAATE KOHTPONb B EAHHOH TOUKE
ana rapauTHposaHnoro obecneuenus GesomacHocti. Epmnas Touka
xoHTpoNA GesonacHocTH Bonee HANE®KHA, YEM pacnpenenennad gopma.
OfHake H3-33 CJIOHOCTH KOMTPO/iA $€30MacHOCTH B OpraHu3auusx
ynpasficHHe OGBIMHO OCYLIECTBIASTCA PACIPEACAEHHBIM 06pasoM;

- mpu ofxone KOHTpONs GE30MACHOCTH HA OCHOBE COHUANLHOL
unncerepuy NAaHHbIE NOSYYAIOTCH OT MONB30OBATENS C MCIIOJB3OBAHUEM
TPAAHUMOHHBIX METONOB (UMHOHaKA. Jlaxe oOpraHusauus c yHueid
cucTemoii  kHOepOE3OMacCHOCTH MOXET CTONKHYTBCA ¢  yrpo3oi
coLMansHOll HHKeHepHH. B 4acTHOCTH, npeHeGpexeHue JHYHO
uopMaLKeil MONb30BaTENcH B PaSAUMHBIX COUMANBHBIX  CETAX

MPHBOAHT K PE3KOMY YBENHHEHHIO ITOTO PUCKA.

OopraHusauuH.
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L.3. KubGepupectynnocts, kuGep3akonsl ¥ knbepiTaxa

Kubepnpecmynnocms — neiictsus oTAeNbHBIX NHU WM Tpynm,
HaNpaB/eHHBIE HA B3NIOM CHCTEM KOMIIBIOTEPHON 3alliHTH], HAa XHILEHHE
WK paspyllieHHe HHGOPMALIMH B KOPBICTHIX HITH XyTHTAHCKHUX LEensX.

Ans  _opranusauum, CTONKHYBUWelica _ ¢ kHOepaTako#H,
KHGepnpecTynuocTs MOXET GbITh BHYTPEHHEH MM BHEILHEH:

Buympennns xubepnpecmynnocmb. OCyWIECTBASETCS B CETH WM
KOMOBIOTEPHOH CHCTEME JHLIOM, KOTOPOE 3HAKOMO C HHMH H HMeeT
3aKOHHOE MpaBO MCNOABL30BATh UX. JaHHblH sud xubepnpecTynHOCTH
06bIYHO  ocyluecTBnseTcs  OOMMEHHLIMH M HEAOBONLHEIME
COTPYAHHKAMH opraHn3aukHd. M uensio 3THX COTPYAHHKOB MOXET ObITh
MECTb OpPraHW3aliK MAH €€ PYKOBORNTEMO, HIIH XKafKROCTh, [ToCKONBKY
O6MKEHHBIH cOTpyAHHK xopolo 3uaxom ¢ HT-uHOpacTpykTypoH,
ApXHUTEKTYPOR U cucteMoil Ge30nacHOCTH, NaHHBIH BHA pPeCTYNIEHHUS
MOXCT HaHecTH ceppesnbtit ywepd oprauusanmi. Kpome Toro,
KHOEPTPECTY UK nomyuMT AOCTYR K cetd opranusauuu. [lostomy s
pe3yAbTaTe BHYyTpeRHeldi KMOEPNPECTYIHOCTH BBICOKA BEPOATHOCTD
YTEUKH XOHPHICHUHARLHOT] nedopMatHy.

Buewnns Kubepnpecmynnocms.  OOBIMHO  OCYIIECTBIRETCH
3MOYMBIINICHHUKOM, HaHATBIM HK3BHE HWAH BHYTPH OpTaHH3ALMH.
JlaHHBA BHR Kuﬁepnpecwnuocm NPHBORHT HE TOJBKO K ¢dbHHAHCORBIM
noTePAM OpraHu3aluM, HO W k nmotepe pemyTaulu. [locxoneky ataka
OCYWECTBIACTCA WM3BHE, 3NOYMEBIIUIEHHHK HadMHaeT JAelicTBHE co
ckaHupoBaHud UT-undpactpykrypsl opranu3auuy v cbopa ceazanHON
¢ Hell  uHdopmaumn. B 4acTHOCTH,  xBanuguUUpOBaHHEIMR
3NOYMBILIIEHHNK CHAYafla HAYWHAET ¢ aHanu3a fior ¢afina HHCTpyMeHTa
MEXCETEROr¢ JKpaHa, HCMONblyeMore B opraHusauuu. [losTomy
CETEBOH  aAMHHHCTPATOP HEe JOMKEH IIPeJIOCTABIATH  TaKylo
BO3MOXKHOCTS 3/0YMEILLIEHHUKY.

Ilpe ocymectenenun KuGeprnpecTyNHOCTH B KaueCTBE OCHOBHOM
Henu pachanHBalOTCSi:

- HE3AKOHHOe npucBoeHue ACHEXHBIX CPEACTB, LEHHBIX OyMar,
KPCIUTOB, MaTepuannHpix UEHHOCTEH, TOBapoOB, YCIOYT, JBCOT,
HEABHKHMOCTH, TOMAHBHO-YHEPTETHUECKHX pecypcoB H
CTPATETHYECKOTO ChIph;

- OTKa3 OT ymiaThl HANIOTOB H APYTHX c6opos;

- JICrafli3auysa NpecTyYNHBIX JOXOA0B;
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- mogAaenka AOKYMEHTOB, LITAMIOE, neyatei, 6AaHKOB, JNHYHBIX

BBIMTPBILIHBIX OHAETOSB;
_ nonyueHHe KOHPUIEHUNATbHOH uH(opMaLHH B MHUHBIX HIH

AOJUTHYECKHX LENAX,
- MECTb 3a NpeaB3AToe OTHOLIEHHE ANMHHHCTPAIHH WK KONNer no

paboTe;
- HapyuleHue MEHEXHOH CHUCTEMBI CTpaHbl B JIHYHBIX WITH

MOMHTHYECKUX LEMIX;
- jgectabunu3zauus 06CTaHOBKH, TEPPUTOPHANIBHO-

agMHHUCTPAaTHBHOTIO ycTpo#cTBa B CTPaHE,
- rpabex, yHHYTOXXEHWE NPOTHBHUKA Hin HapylleHu#e NpaBUN
JEATENBHOCTH  YHPEXAEHHA,  MPEANPHATHA  MIH  CHCTEMbI B

NOJIMTHHECKHX LUENAX;
- HeMOHCTpALHs JMIHOH MHTEIIEKTYabHOMH crnocoGHocTH UnK

npeBoCcXOACTBO.

- Hepo3MOXHO cTporo Knaccudunuposarts BHAEI
kubepnpecTyneHH . Huxe npHBeLeHB BHAB KHOEPNpecTyRHOCTH MO
OTHOILEHHIO K 06MaCTH KPUMHHOJIOTHH:

- aKOHOMMYECKas KOMILIOTEPHEA NPECTYNHOCTh;

- KOMObLIOTEpHAA NpecTYNHOCTD, HanpaeJicHHas NIPOTHUB
KOHCTHTYLIMOHHBIX TIPaB U CBOGOJ HeNoBeka U TPaXIaHHHA,

- KOMNBIOTEpHAA TNPECTYMHOCTE MPOTHE  OOWIECTBEHRON H
rocyAapcTBeHHO# 6€30MaCHOCTH.

Ha npaKTHKe ¥aCTO BCTPEHAOTCH SKOHOMMYECKHE KOMMBIOTEPHbIC
fpecTyIeHHA, OdH NPHHOCAT NPEeCTYmMHHKaM MHUJIHOHB! OONNapoB
CLLUA Heneranshoro aoxona. HawuGonee pacnpoctpaneHHoe u3 uux
MOLUEHHHYECTBO B OCHOBHOM PEQNM3YETCA C MOMOLbO 6aHKOBCKHX
cuetos M DaHKOBCKMX KapT. B mexnyuapomHoil  mpakruke
npecTymieHus, COBEPLICHHLIE C HCIONB30BAHHEM MNACTHKOBLIX KapT,
CBA3AHB C YTEPTHHBIMH HIM YKDaJCHHEIMH KapTamH, CO3NAaHHEM HnH
HCTIONB30BAHMEM TOMMCIBHBIX IJATEXHBIX KapT, NOSYYCHHEM M
He3aKOHHBIM MCNOAE30BAHHEM uHdopMaun o GaHkoBCKOM cuere Ges
npeAbSBNeHUS KapTel, a TalKE NpPECTYMNEHHAMH, COBEpLUSHHLIMH
AepXxareneM KapThl

Hpyro# BHA KHOEpPIIPECTYMHOCTH — (KOMITBIOTEPHOE MHPATCTBOR,
NPEeCTYNNEHHA, HANPABNEHHBIC NPOTHE Mpas u ceobol denoseka #
rpakaHHHa. DTH  NPECTYIUVIEHHA TNPOSBASIOTCA B HE3aKOHHOM
KOMAPOBAHAH, WMCMONb30BaHMA H PACIPOCTPAHCHHH MPOTPaMMHOIO
obecreyeHns. OTo Cepbe3H0 HAHOCHT ylepd npaBoBBIM OTHOIIEHHSM
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(aBropckum npaBaM), CBA3aHHBIM C NpOrpaMMHbIM ofecnedeHuem K
co3fanuem Daspl aaHHbIX. Kpome TOro, 3TO MpUBOAMT K OrpoMHbIM
buHAHCOBLIM MOTEPAM MNA KOMMAHHI, 3aHUMAIOLIMXCS NporpaMMHLIM
obecneuenuem.

Kak yrteepacnaer aupekrop xomnaxun «Maiikpocodr ApPMEHHA»
I'purop Bapceran, ywepb, HAHECEHHbIH pazpaboTiuKkam
«KOMMBIOTEPHLIM -IHPATCTBOM?, COCTABNAET 66 MHNMUADNOB AONAPOB
B roa. [lo ero cnosam, Nofb30BaTeNM ApPMEHMM B LENAX SKOHOMHH
CBOHX ACHEeXHBIX CPEACTB, CO3HATENBHO MONB30BANYCH NPOFPAMMAMH,
CTCNEHb pHcka 3apakeHHs BHPYCOB KOTOPBIX SBASETCA BLICOKOI.

Mocreannii sua koMNbLIOTEPHOH npecTynHOCTH — KOMMBIOTEPHBIE
NpecTynnenus npoTHB  OOWIECTBEHHOH WA  rocyaapcTBeHHON
bezonacHocTH, K HHUM OTHOCATCH DeHCTBUA, HAMpaBNEHHBIE Ha
rOCYAapCTBEHHYIO HIM OBIecTseHHyto Ge3onacHocTs. OHM  4acTo
CBA3AHDI C HAPYUICHHEM MPABHA NEPEAAYH AAHHBIX, CHCTEMB] 06opoHsI
CTpaHbI MK € KOMITOHEHTOB.

Kubepzaxonst. 3akon (npaeo) — cpeacteo YKPENNeHHs, Pa3sBUTHA
perynupoBaHusa OOIIECTBEHHBIX OTHOLIERMI, KOTOphIE  SBNAIOTCA
BaxxHeH IMMM B KHTEPECAX YenoBeka, obiecTas y rocyaapcrsa. MoxHo
OnpeaenuTs, Ha YTO HANPABNCH 3aKOH, B 33BHCUMOCTY oT OTHOLIEHUA,
Ha KOTOpoe ou ganpasiieH. CNeNOBATENbHO, 3aKoHE] MOrYT UMEThL LeNnH
B PA3NH4HBIX ofnacTsix. B o6ilem HazBanuy 33KOHLI, HAMpPaBNeHHBIE HA
PETYTHPOBaHKe KMGepnpecTy THOCTH, HA3LIBAIOTCS Kubep3akonamu.

3akoHopatenn u MPaBO3ALIMTHUKA  NO  BceMy  mupy
UPCAYOpexnatoT o©  HeoOXOAMMOCTH  NPHHATHS  3aKOHOB O
KHBEpNpecTynHOCTH, KOTOPBIE YETKO OMpeaensior KUGepopecTynHOCTS
H NOAHOCTBIO MORJEPXKHBAIOT IPHHATHE KHOep-N0Ka3aTENLCT.
YyacTie CTpaHbl B MEXAYHAPOIHOM AAOTOBOPE BCTYNAET B CHITY TONbKO
B TOM cnyqae, €ClH pa3paboTaHel U yTBEPKACHD] BHYTPEHHHE 3aKOHbI,
Aeranyzyiommue 3ToT aoroeop. B Espore, Hanpumep, 8 2004 rogy Coset
Espongi npunsn npoekT Horosopa o Kﬂﬁepﬂpecwnuocm (Taioke
H3BECTHOrO Kak Bynanewitckas KOHBReHUug), KOTOPBIH 65t Apenoken
CTpaHam meerp mupa. X0T2 GONblUIMHCTRO FOCYNAPCTR MOAMUCATH 3TOT
Horosop, JKIE HeMHOTHE H3 HUX wuMelpr HauKOHanbHbie 3aKOHBI,
COOTBETCTBY I01Me 3TOMY AOTOBODY.

K despamo 2020 roma 106 (umm 55%) FOCY RaPCTB-4JICHOB
Opranusanny O6neaunennsix Hauuit COOTBETCTBUN ¢ Byaanemrckoii
KOHBeHIIH el pa3pabotanu HauHOHANbHEE 3K OHEL

kubepnpectynnocTu. Kpome Toro, B HacToSMES AHAGD L. %0, . 2y, NOMID?
i P b ACTORHEHEREAR disbimaronyta
TENNILGLIYALARY JNWERSITET




CTpaHsbl NpPHHAITH onpeaeneHHbIC noNHOMO4YKA MO paccnenosaﬂmo

KuBepnpecTynHEKoB U cGopy HeoOXOoAUMBIX ANd 3TOr0 AaHHBIX.

B 4acTHoCTH, B [poexTe YKasa [lpesunenTa Pecnybauxy
Yabekuctad  «O rOCyAapCTBEHHOH mporpamme no peamH3audn
cTpaTerny nelicTsuil 10 NATH NPHOPHTETHBIM HanpasNeHHAM pasBHTHA
PecnyGnukn Y306ekucTaH B 2017-2021 ropax B «[ox pa3BuTHA HayKH,
MpOCBEWICHHA H UHGPOBOH OIKOHOMHKHANY  TalOKE 3an/I2HHPOBaHA
paspaboTka MpoeKTa HauHoHaNpHOH CcTpaTerHu no knbepbe3onacHocTy
Ha 2020-2023 roas! u 3akona «O xkubGepbesonacHoCTHY.

CornacHo JIOKYMEHTY, obecnedeHuEe 6e300aCHOCTH,

MEXHALHOHAIEHOrO COrnacHsa H pennruosuoﬁ TONEpaHTHOCTY, a TAKKS

B cpepe BHEIHEN OJUTHKH:
Jlo 1 cenrsbps 2020 roza 6ynyT OpPHHATEL Mepbl MO

topMHpOBaAHHIO npapoBoil  Gasbl  kuGepbesomacHocTd, BKMOYAA
paspaboTKy HauyoHaNbHOH crparerdd kubepbesonacHocTH Ha 2020-
2023 roapt # npoekT 3akoHa «O knGepGesonacHoCTH.

B npoekTe npeqycMOTpeHO:

- zamuTa  CHCTeMBl  MH(OPMALHOHHO-KOMMYHYKAHNHOHHBIX
TeXHONOFHil OT COBPEMEHHBIX KHOEpYrpos, BHEIPEHHUE COBPEMEHHBLIX
MexaHH3MOB KHOepBe30acHOCTH /A PasAHIHbIX yPOBHEH CHCTEM,

- omnpeneneHue Mpap U 06A3aHHOCTEH rocy/apCTBEHHBIX OpraHos,
npeanpusTHi M opramusauuii B obnactu  kuGepGesonacHOCTH,
KOOPAMHALUHSA HX ACATENLHOCTH;

- yHH(HKAUHS HOPMATHBHO-NPABOBEIX AOKYMEHTOB B 3TOH chepe.

Kubep3akoubl GOPMHPYIOTCS HA OCHOBE HAUMOHANTLHBIX HPABOBBIX
HOPM KaXZOTO TOCYNAPCTBA HIH SABJISIOTCA HX HACTEIO. Huxe

nepeducieHsl MyHKTE, KACAOLHECH  MpejOTBpAICHHA M
perynupoBaHus knOepnpecTYMHOCTH B  3aKOHOJATENsCTBE  Hallel
pecmySIUKH.

Hayuonanvreie 3axonsl. 12 nexabpsa 2002 rona ApHHAT 3axod
Pecry6muxu Ysbexuctan Ne 439-I1 «O npueuunax ¥ rapantisx
c80GOoBI KHPOPMALHHY. DTOT 3akKOH COCTOHT H3 16 cTaTeH, B KOTOpPBIX
onpefieeHO Cleaylee:

Cmamesa 1. Ocrognvie 3a0a4u nacmoawezo 3axona

OCHOBHBIMH 33[la4aMH HACTOAIEro 3akoHa ABNAOTC obecHeyeHHE
cobioNcHM TPAHLMIOB W rapanTu#t  ceoGoanl  MHGOpMauHH,
peanH3alyH MpaBa KaXROro cBoBOAHO M GecnpenarTcTBEHHO MCKAT,
NoAy4aTh, HCCASLOBATH, PACIPOCTPAHATE, MCMONEIOBATE H XPAHUTH

18



urdopMalHio, a Take ofecnedyeHHe 3alMTHL HHPOPMALHM M
uHpOPMALKOHHON 6e30NaCHOCTH THYHOCTH, 061LECTRa U rocyaapeTea.

Cmames 4. Ceoboda undropmayuu

B coorsercTBHM ¢ KoHctutyumedi Pecnybnukn ~ Vabekucran
Kaxnei obnanaer npasoM OGecnpensTCTBEHHO WCKaTh, ROMY4aTh,
HCCRENOBATh, PACNPOCTPAHATL, HCNORB30BATh ¥ XPAHHTD HHOOPMALHIO.

JocTyn -k nHGOPMAUMH MOXET 6bITh OrPaHUYeH TOABKO B
COOTBETCTBHH € 3AKOHOM H B LENAX 3aLUUTH! IPAB W cBOOOA YeNoBeKa,
OCHOB KOHCTHTYUHWOHHOFO CTPOS, HPABCTBEHHBIX LIEHHOCTEH 0DIUecTBa,
AYXOBHOr0, KYABTYPHOTO W HAyuyHOro [OTEHNMARa, ObecneueHus
bezonacHocTH cTpaHb!.

Cmames 6. Omkpoimocms u 2rnacuocme ungpopmayuu

HndopMauns nomxna GbITe OTKPHITOL It MIACHOM, 33 HCKIIIOYEHHEM
KoHPUACHUHANBHOI,

K kotduneHuHansHol undopMauui He OTHOCATCA:

- AKThbl 3aKOHOAATENBCTBA O NpaBax ¥ cBOOORAX rpaxaH, MOPAAKE
HX pea/lH3allii, a TAIOKE YCTAHABAHUBAIGILUE PABOBOH CTATYC OPraHoOR
TOCYJApCTBEHHOH BJACTH W yNpasieHHs, OPraHOB CaMOyNpaBICHHA
FPaKJaH, OGLIECTBEHHEIX OGBEANHEHUH H APYTHX HErOCYAapCTBEHHBIX
HEKOMMEPYECKMX OpraHH3aLHi;

- CBeOeHHA 06 3KOJIOTHYECKO#, METCOPONOTrHYECKOIL,
AeMOrpadH1eCKOR, CaHUTAPHO-IITMAEMHOJOIHYECKOTH, Ype3BblvYalHO
CHTyauuW, H Apyras uHQopmauus, HeoGxoawmas Ans obecreucHHs
6e3011aCHOCTH HACENCHUs, HACEACHHBIX MYHKTOB, MPOU3BOACTBEHHBIX
0BBEKTOB B KOMMYHHKALMH;

- CBENCHUA, UMCIOUIMECA B OTKPHITHIX dIOHAAX HHGOPMALHOHHO-
GHOAMOTEHHBIX YIPEXKAEHUH, APXUBOB, BENOMCTBEHHBIX apXHBOB M
MHPOPMALUOHHBIX CHCTEM IOPHAMYECKHX NKU, GYHKUMOHUPYIOWHX HA
TeppuTopuH Pecoybnmnkn Yabexuctan.

Opraael rOCYyAapCTBEHHOH BRacTM “  YNABJEHMS, OpTaHbl
CaMOyNpaBlCHHS IPaNAaH, OOWECTBEHHple OOLEAMHEHHA H APYrHe
HErocylapCTBCHHEIE  HEKOMMEpYeCcKHe  OpPraHM3alliH  OOA3aHEI
NEpefaBaTh  CPEACTBAM  MaccoBoii  undopMautd  cooGLIEHHA O
cobbITHsAX, QaKTaX, ABACHHAX M Npoueccax, NpeAcTABAAIOWEX HHTEPEC
2ot oOUIECTBA, B MOPANKE, YCTAHOBNEHHOM 3aKOHOAATENBCTBOM.

Cmamos 10. Omxas e npedocmasnenuu ungopmayuu

Ortkas B [NpPEAOCTaBICHHM  3anpaluMBaeMoi  uHGoOpMaLHH
BO3MOXEH, €CNIH OHA ABJMETCA KOHGUACHIHANBHON UK B Pe3yNbTaTe ee
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PACKpPHITHA MOXET OblTh IPUYHHEH yulep6 mnpaBam H 3aKOHHBIM
MHTEpECaM IMYHOCTH, MHTEpecam ofLIeCTBa 4 roCy1apCTBa.

VeenomsieHHe 0O oOTkase B MpPeNOCTaBACHHH 3anpamivBacMOf
uHdopMauuK HampasaseTcs OOpaTHBLIEMYCR € 3aMpocoM JHUY =B
NATKAHEBHEIA CPOK C AATh] €MQ MONYHEHNS.

B ysegomaenuu 06 OTKasze A0/KHA OBITh yKa3aHa MpUYHHE, Mo
KOTOpoOit 3anpalMBaeMas HHPOPMALHs HE MOXKET GbITh MpeAoCTaBlicHa,

CoBeTBeHuNK, Braaenel KoHpUAeHUHANbHOH HHpopMauHH, 0683an
yBeNOMATb JHLU, 3anpaltHBalolUIMX KHQOpMauuio, O AEHCTBYIOUMX
OTPaHHYEHHAX JOCTYNA K ITO HHPOPMAUHH.

Huua, KOTOPbIM Henpanouepuo OTKa3aHO B ﬂpC,IIOCTaBJ'leHHH
pHdopManuk, a Taloke JHU@, [ONyuMBumAE€ Ha CBOH 3anpoc
HEAOCTOBEpHYIO WHGDOPMALMIO, HMEIOT NpaBo Ha BO3MellCHhe
nNpuHHHEHHOro HM MATEPHANBHOTO yLuepﬁa HIH KOMIIEHCAUHIO
MOpaNbHOrO Bpena e yCTaHOBHeHHOM 3aKOHOM nopaaxe.

Cmames 11. 3awyuma unopmayuu

Jamure nomanexur fobas  uHbopMaums, nporusonpasHOe
obpamenne ¢ xOTOPOH MOXKET MPU{HHHTDH yuepb ee coGcTBeHHHKY,
BAANENBILY, TONLIOBATENIO B UHOMY JIHAILLY.

3auiuTa HHPOPMALHH OCYIIECTBISETCA B LENSX:

- npegoTBpauieHds Yrpo3 Ge30nacHOCTH NMHHOCTH, OOMIECTBA M
rocygapcTea B uH¢opMaLOHHON chepe;

- COXpaHeHuS KOHOHACHUMANEHOCTH HHGOPMALHH,
ApeAOTBPAILEHHA €€ YTCHKH, XNIICKHA, YTPaThl;

- RpeNCTBpALEHHA HCKDKEHUSA U dalibcHDHKALHY HHPOPMALIHH.

Cmamos 13. Hupopmayuonnas 6ezonachocme aunnocmu

HndopmauuorHas 6e300aCHOCTD AKYHOCTH obecnieunBaerca NYTEM
co3aHus HeobXoauMBIX YCnoBu# M rapaHTuit csoGoanoro moctyna kK
uHGOpMatiiK, 3alUHTH  TaHHBI vacTHOff  KW3HM, 3auWWTBl OT
APOTHBOMPABHEIX UH(OPMALMOHHO-NICHXONOTHYECKHX BO3AEHCTBHIH.

Undopmanus © TMEPCOHANBHBIX  JAaHHBIX (UIHUSCKHX JHIL
OTHOCUTCA K KaTeropiH KoHbHAEHUHANEHON HHdOpMaLKN.

He nonyckaercsa c6op, XpaHeHue, o6pafoTka, pacnpocTpaHesHC H
ycnons30BaHie HHQOPMALHMK O YaCTHOMN Xku3Hu, a paBHO HHPOPMAUBH,
Hapyliuaioleii TaiHy 4aCTHOH KHM3HY, TaliHy BepernucKH, Tene(OHHBIX
MeperoBopoB,  [MOYTOBbLIX, TenerpabubIX M HHBIX cooBIeHHH
Ju3uueckoro nuua Ge3 €ro COTNACHA, KpoMe Ciy4aes, ycTaHoB/eHHBIX
3aKOHOOATENLCTBOM.
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3anpewaerca HCIIONBb30OBaHKEe MHpOPMaUHH O PHIHUECKHX NHUAX B
HenX NpMYHMHEHHUA HM MaTepuansHoro yuuepba u MopajbHOro Bpeaa, a
TAIOKE BOCMHPENATCTEOBAaHWA B peanusaldd HX npas, cBoboa H
3aKOHHBIX HHTEpPECOB.

HOpuauueckne n PpusHUeckue nHua, NoAydarumue, BAAACIOLIHE H
HCnoAR3yIoLHEe HHGOpMaLMIO O rpakAaHax, HECYT NpeAyCMOTPEHHYIO
3aKOHOM OTBETCTBEHHOCTD 32 HapYLIEHHE MOPSAAKa HCIIOMB30BAHHA STOH
wH{pOpPMALIHH,

Cpeactsa MaccoBoii uHdopmalHd He Blpase pacKpbiBaTh
HUCTOUYHHK MHGOPMALMH MM aBTOpa, MOAMHCABIIErOCA NCEBIOHHMOM,
6e2 ux cornacun. HcTounuk MRdOpMalHy M MM aBTOPa MOTYT GbITh
PACKPBITH! TOJIBKO N0 PELIECHHUIC CYAA.

Cmamus 14. Hudpopmayuonnuan tezonackocmes obwjecmaea

HudopmaunoHHas 6e3onacHocTy 001IECTBA AOCTHIAETCA NYTEM:

- obecnevdeHusn PA3BHTHA GCHOB ACMOKPATHYCCKOrO IrPaXXAaHCKOrQ
obuecTsa, cBo00AB MACCOBO#H HHbOpMaLHu;

- HEJOMYIUEHHS OpOTHBONPABIIOTO uHpOpMaNUOHHO-
MCHXOQNOTHUECKOTO  Bo3neiicTeud Ha  OOLIECTBEHHOE  CO3HAHME,
MAaHHMYTHPOBAHUS HM;

- COXpaHeHHsT WM  pa3BHTHA  AYXOBHBIX, KYJABTYPHBIX H
HCTOpHYECKHUX  MEHHOCTER  OOLIECTBA, HAyyHOro #  HaydyHoO-
TeXHHUYECKOro NOTEHLHANA CTPaHbL,

- co3paHmMs  CHCTEMBI  MPOTHBOAEHCTBMA  MHGOPMALHOHHOHN
SKCMAHCHH, HanpaBleHHOH Ha  nedoOpMalUI®O  HAUHOHANBHOrO
camMOCO3HaHHs, OTPLIE OOWIECTBA OT MCTOPUYECKMX H HAUUOHANBHEIX
Tpasmuuii U OBEIMAEB, NECTaBUNN3ALMIO OGUIECTBEHHO-TIOMUTHYECKOH
OGCTaHOBKH, HapyunieHue MEKHAUHOHANBHOTO H
MEXKOH(ECCHOHANBHOTO COTNIACHA.

Cmamos 15. Hugopmayuonnas 6ezonacrnocme zocydapemsa

VindpopmaupoHHas Oe3omacHOCTb rocyaapctsa ofiecne4HBacTCa
nyrem:

- peanH3alnnH Mep 3KOHOMHYECKOro, MONHTHYECKOTrO,
OpPraHH3aUOHHOTO H HHOIO XapakTepa mo MPOTMBOAESHCTBHIO Yrpo3aM
He3zonacHOCTH B HHPOPMaLHOHH O cepe;

- 3aWMTBl FOCYNAPCTBEHHBIX CEKPETOBR M rocyJapCTBEHHBIX
HHPOPMALIHOHHBIX PECYPCOB OT HECAHKUHOHHMPOBAHHOTO JAOCTYHa K
HUM;
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- HHTErpalHH Peciybnuxu  Vsbexucrar B Muposoe HHpOD-
MAUMOHHOE NPOCTPAHCTBO M COBPEMEHHBIC TEACKOMMYHHKAUKOHHbIC
CHCTEMBI,;

- samMMTHl OT PAacnpocTpaHeHus Hubopmauny,

coaepxatlei
myGnuIHbIe NpH3bIBLI K HACHIIECTBEHHOMY N3MEHEHHIO
KOHCTHTYLIHOHHOTO CTpOs, HapywieHHIO TEPPUTOPHANLHOH

1ENOCTHOCTH, CYBEPEHHTETA Pecmybnuku YaGekucTaH, 3aXBaTy BJIACTRA
@AM OTCTPAHEHWIO OT BAACTU 33KOHHO M3OPAaHHBIX WM HAa3HAYEHHBIX
npeAcTaBHTeNie BIACTH M COBEPUIEHMIO MHBIX MOCATATENBCTB HA
rocyAapCTBEHHREIH CTPOH;

- NpPOTHBOAEHCTBUA PACTIPOCTPAHEHHIO HHPOPMALMH, Conep alleH
nponaraHfy BOWHS! K HACH/Hs, MHECTOKOCTH, uaell TeppopusMa M
PEMrUO3HOrO  JKCTPEMH3MA,  HAMpaBNCHHOAW  HA  paskuranue
COLHANLHOH, HAUMOHANBHOM, PACOBOH M PENNTHO3ZHOH BPAXIbL.

Cmamva 16. Omsemcmeennocme 3a Hapywenue
3aKOHOOAMENLCMNEA O NPUHYUNAX U 2apanmusix 80600 ungopmayuu

JIMua, BHHOBHLIE B HApYIIEHHH 3aKOHOAATENLCTBA O NPUHUMMAX H
rapaHTHaX CBOOOAL! HWHOQOpMALHH, HeCyT OTBETCTBEHHOCTH B
YCTAHOBIEHHOM MOPALKE.

OTBercTBEHHOCT no Goppbe ¢ KHOEPNPECTYNHOCTBIC B
PeciyGnuke Y3bexHcTaH nepeuucneHa HHxe.

Kogekc Pecnybnuku  Y3Gexuctaw 00  aAMHHMCTPAaTHBHOMH
OTBETCTBCHHOCTH:

Cmamon 155. Hapywerue npasun nonb306asus urgpopmayuet

-HapyumieHne  mpaBul  NOAB30BAHHA undopMauueH 4
HHGOPMAUAOHHSIMH CHCTeMaMH, Bolpazusileecs B
HECaHKIMOHHPOBAHHOM JOCTYME B HHGOPMaLHOHHYIO CUCTEMY C Uesbio
e HCTIOJIB30BaHUA —

BIeYeT HANOXEHHE WTPaa Ha rpaxiaH OT OQHOH TpeTsed Ko
OAHOH, a8 HA ACKHOCTHBIX MM — OT opHoM IO TPEX 6a30BbIX
pacyeTHEIX BEAHUUH.

-To e mpasoHapylleHuwe, noenekmee 3a cofok HapylueHHe
(yHKUMORKPOBAHUS HHPOPMALMOHHBIX CUCTEM, 4 PaBHO HenpHHATHE
COOTBETCTBYIOWIMX MEp 3AMMTH NPH BKOYeHUH uH(OPMAUHOHHBIX
CHCTEM C  OTpaHMYCHHBIM  JOCTYIIOM B undpopMalHOHHO-
BHIYMCITATENBHEIE CETH —

BAEYET HaNOXeHue WTpada Ka TPaXIaH OT ofHol Ao TPEX. & Ha
JO/DKHOCTHBIX L[ — OT TPEX A0 NSTH Ga30BBIX pacueTHbIX BEAHTHH.
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-Hezakonnoe pkaiovucHie HHPOPMARHOHHBIX CHCTEM IOPHAHYCCKHX
M HiMueckux nuu B MeXAYRapoiHsle HHPOpPMaUHOHHLIE CETH,
BIJTIOYEHHe B yux Ge3 MPHHATUA HEOOXONHMBIX MEp 3ALHUTHl, @ PaBHO
HE3aKOHHOE nonyueHue OT HHUX uHpopmaLuu —

BleveT yapoxenue Wrpada Ha rpaxaad oT ABYX O NATH, a HA
AOSKHOCTHBIX iuiy — OT NATH A0 CeMH Ga30BBIX PACYETHBIX BEIH'HH.

~ -Beinyck mop cBOMM HMEHEM yyx0il ApOorpaMMel A8 IAEKTPOHHO-
BBIUMCANTENbHEIx MALIHH MAM  Gasbl RaHHEIX JHOO HE3AKOHHOE
BOCTIpOH3BegeHpe MU PACTIPOCTPAHCHAE Taknx NpoH3BEACHHH —

Bliever panoceHue Wrpada Ha rpaxaad oT OAHOH AO TpeX, a Ha
RO/DKHOCTHLIX JIUL — OT TPEX AC NATH GA30BEIX PACUETHBIX BEAHIHH.

Cmames 218 HeszaxouHue U3cOMOGAEHUE U pACHPOCMPAHERUE
npodyxyuu cpedcme Maccosoi ungopsmauu

-HesaxoHnoe M3roToBeHHEe § PacnpOCTpaHeHHe [MPOLYKUHH
CPEeACTB Maccopoil uudopmanui 6e3 HX perdcTpaunt B yCTaHOBICHHOM
NOpAAKE NHGO MOCHe peUIeHHA O HpPEKPalleHHu HX BBITYCKA HIIH
M3JAHUA —

BREYET HanoeHHe WiTpada oT Tpex Ao nATH Ha30BBIX PaCYETHBIX
BE/IUHMH ¢ KoH(uckauued meyaTHOH HAH HHOH NPOAYKUWH.

Yronoeuebiit kogexc Pecny6nuky Y30eKHCTaH:

Cmamesn  143. Hapywenue maiinel Nepenucki, mene@orRuX
nepezoeopos, meneapaghHotx Wi UHBIX COOOUIERUN

- ¥YMullunenHoe HapyileHHe TailHbl IEpPElUCKH, TenedoHHBIX
NEPEroBopoB, TenerpadHblX HAM HHBIX co0bLIcHHI, COBEpINEHHOE
NOCNE MpUMeHeHHA AXMHHHCTPATHBHOrO B3bICKAHHA 33 Takde XKeE
NelCTBHA, — nakazpiBaercs WITpapoM 10 ABAOUATH TATH Ga30BBIX
PacHETHBIX BenuuUMH MIH JIHILICHHEM ONPERESACHHOro Mpasa AC TPEX
NET, WM O6s3aTencHeIMH OOMECTBeHHBIMH paboraMH RO TPeXCOT
[IECTHAECATH YacoB Aub0 HCNPABUTENBHBIMH paboTaMH A0 TPEX NeT.

Kubepamuxa - »>ro ¢unocodckas obnacts, CBA3aHHA® C
KOMIBIOTEpaMH, KOTOPas H3y4aeT [OBEACHHE MNONb3OBaTeNeH, TO AfA
qero KDMT[I:!OTCPBI Sanpol‘paMMHPOBaHbl, H KaK OHH BAHAKOT Ha monel‘»i
u obwectso B uenom. Bonpocam KHUGEPITHKM MOXKHO NPUBECTH
CleYIOUIHE NPUMEDEI:

- AOMYCTHMO JIH nepegarsars JH4YHYIO HHGOPMAOHIO O APYTHX
MOOSAX B HHTCPHETE (Hanmpumep, OHNAHH-CTATYC HIH TeKylltee
Mectononoxenue no GPS)?

- HY)XHO JIM  3amuuuaTes fonszoBareneil  oT  delikoBoi
nudopmanun?

23



- KTO BriajgeeT UU(POBHIME JAHHBIMU (My3bika, QuIbMBL, KHHTH,
Be(-CTpaHHLbl ¥ T.JI.) ¥ KakHe MpaBa N0 OTHOWeEHWI0 K HHM HMEOT
noas3eBarenn?

- B Kakolf cremeH AOMKHBl GBITh OHmaiiH azapTHHIE HIPbI H
nopHorpadus p ceru?

~ Aoyoxel nd MHTepHET OBITH AOCTYNHBIM KOKAOMY?

Cobcmeenngemes. Cnopet 06 3THke HCMONB3OBAHHS HH(POPMMWJ
LONToe BpeMdA BHI3EIBANH 03a604€HHOCTL B cBas¥ C KOHLETIUHCH
cobcTBeHHOCTH o NPUBEH K MHOXECTBY KOH(IHKTOB B obnacty
kubepbesonachocTn. Crope! 0 cOBCTBEHHOCTH BO3HMKAIOT, KOPAA 1PaBo
COGCTBEHHOCTH HApYUIEHO HIH HE ONPENENneHo. .

Ilpasa unmennexmyanvuoii coficmeennocmu. [locTOSHHBIM POCT
Hutepuera M nosBaenue pasnudHbIX TexHomorui CKaTHA HMAHHEIX
(wanpumep, dopmara daiinos mp3) nponoxunu orpomHsil AYTh A
ofbmeHa ¢alinamu «peer-ro-peer». 3Ta BOIMOKHOCT H3HAYANBHO Geina
PeM30BaNA ¢ MOMOWBIO TAKHX MPUAOKEHUH, kak Napster, HO TENEpb
OHZ HCTIOMB3YeTCR B MNPOTOKONAX fepefayd AAHHBIX, TAKHX KaK
BitTorrent. Xora Gonbiwas uacTh nepepasaemofi My3slki 33pUHLICHA
ABTOPCKMM MPaBOM, 3TOT (aiiiooGMeH AB/IsETCH HE3AKOHHBIM. _

B Hacrosiiee Bpema GOMBIIMHCTBO 3MeKTPOHHBIX meauatannos
(Mysblka, ayaMo u  KHHOGHABMbI) pacmpoCTpaHAIOTCA  CpEnH
ofmecrserinocty  Ges  cobmonenus npas  MHTE/UICKTYANbHOM
COGCTBEHHOCTH. Hanpumep, HabmopatoTCa ciy4aH, Korjga
GONBIIMHCTBO GIOMKETHBIX BHABMOB He MOTYT MOKpHITH COOCTBEHHEIS
PacxoAp! H3-3a BEIXOAA «MMPATCKONY» BEPCHH (PUIbMA.

Takyio e CHTYalMiO MOXHO yBugerh B NPOrPaMMHOM
obecnevennn, Hanpumep, X0T8 GONLWIMHCTBO nmporpaMm CHHTAIOTCA
NHUEH3MOHHBIMH, HX «TpecHyTsle (crack)» Bepcuy € TOMOWBIO
PA3THYHEIX METOOB WIHPOKO MCMONB3YIOTCA Ha mpakTHke. Hanmpumep,
Henuuensnonas OC Windows 10, anTiupycHbie MPOTPaMMHBIE
CPeACTBa, OHCHEIE NPOrPAMMHBIE CPEACTBA U Ap.

Texnuuecxue cpedemea 3aujumst agmopciux npas. Hcnonbp3yoTCa
pasHble MeTOJIE! 3aLUHTE! Mpu ofecnedesny aBTopckHX npas. OHH MOTYT
BK/IOYATH B ceisl TAKME MPOLECCHl, Kak 3aumra nauHbix Ha CD/DVD
IHCK2X OT HECAHKIMOHHPOBAHHOrO  KOMMpoBaHHA, &  TaKOKE
OTpaHMYCHHE BO3IMOXKHOCTH peaKTHpoBasus npocthix PDF-dhafinos.
Bmecte ¢ Tem, OONBIIMHCTBO JIOZeH gymaloT, 4TO, KYJHB
nuuneH3noHusl CD aMck, OHH Takke UpHOOpeTaroT BO3MOXHOCTE €r0
KOMUPOBAHUS.
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bezonacrocme. BesomacHoe uHcnonb3oBaHWe WHGOPMAUWA B
HHTepHeTe CTaHOBMTCS MNpeiMETOM I3THYeCKMX CHopoB. B nepsyio
ouepesib  3TO  MOOAHMMAeT BOMNPOC  3auguThl  OOLIECTBEHHOTO
OnarocOCTOSHHA MK 3aIUMTEI Mpas NU4HOCTH. [lo Mepe yBenwueHus
4yucaa nonk3oBaTened MHTepHeTa pacTeT H KOAHYECTBO NEPCOHANBHLIX
JaHHBIX, B PE3YALTATE YBENHYHBACTCA YHCIO KHOEPNPECTYTHHKOB.

llocmoseprocms: H3-3a Hannuns HHTepHera W XapakTepa
HEKOTOPBIX MOACH WAK rpynn pa6oTa ¢ AOCTOBEPHOCTBIO JAAHHBIX
CTAHOBUTCA  npoGnemoi.  [Jlpyrmmu  CnoBaMM,  KTO  Hecer
OTBETCTBEHHOCTH 3a JocTosepHocTs nHdopmaiun B Muteprete? Kpome
TOFO, CYUIECTBYET MHOMO CNOPOB O TOM, KTO 3aNOARAET KHOOPMALHIO B
HuTepHeTe, kTO pmomken HecTH OTBETCTBEHHOCTh 3a OUWHOKHM M
HEAOCTATKH B Heii.

Hocemynuocms, yensypa u urempayus. Tembl ACCTYNHROCTH,
HeH3YPHl H GUALTpaUuK HHPOPMALUHH OXBATHIBAIOT MHOTHE MOPanbHbIE
BOMPOCH!, CBA3aHHBIE ¢ KitbepatHko#i. Hamnuuwe 3Tux mpobnem craBHT
NOJA COMHEHHE Halle NOHUMAHHE KOHGMHAECHLUHAIBHOCTH M YacTHOH
WH3HH, 3 TaKKe Haile y4acTHe B Xu3HH obluectea. [IpeaoTapalueHue
pacnpocipaHeHus 3ToH HH(OPMALHE HAa OCHOBE OTrpPaHHYEHHUS HIH
$unpTpauyK wucnose3oBaHHA HHGOpDMALMM  MOXET MOBMHUATL HA
noctynHocTe, llensypa Taoke MOXeT OBITb Ha HU3IKOM YPOBHE
(Hanpumep, koMnaHHA ANA CBOHX COTPYAHWKOB) HJIH Ha BBICOKOM
YpoBHE  (Ocylu(eCTBisieMas TNPEBUTEABCTBOM  ANA  OfecneweHHs
GesonmacHoctn). OOHEM H3 NYYWUKX [PHMEPOB  YNpPaBleHHA,
NOCTYNAIGIAMM B CTPaHy JaHHBIMH, SBAACTCA NPOEKT «Benukui
Kuraiickuii ®aiipsom.

Ceobooa ungopmayuu. Ceoboga nHpopMauuy, To €cth cBofona
CRoBa, a Takke cBofoaa NONCKa, NOMYYEHHA U nepeaadin HHPOpMaLHH
NOAHUMAIOT BOMPOC O TOM, KOMY H 9eMy momoraeT mpu knGeparaxe.
[paBo Ha ceoGoxy MHQpopMaUHH OGBIYHO 3ABHCHT OT OrpaHHUUeHHH,
BITMAIOMWMX Ha 0OLECTBO KK €ro KyALTYpY. OrpaHiueHHs MOTYT HMETE
paznuuueifi sua. HanpuMep, B HEKOTOPHIX cCTpaHax HutepHer
CYMTaeTCs hopMOil HCMONL3OBAHHA CPEACTB MaccoBod WH(opMauum,
KOTOpOii monb3yloTCA BCE  pe3snients! cTpaHel. Kpome TOro,
OrpaHWYEHHA HAa HCIHOJb30BaHHE FIHTepHeTa MOryT PasfAHYaThes B
pasHBIX IWTaTaX HEKOTOPhIX CTPaH.

Lugposwie Gapvepor. KpoMe STHHECKHX NPOGASM, CBA3AHHBIX CO
ceobonoii  HudopMaliMn, CYWIECTBYeT npobiema, HaseBacMas
Yughposeim 6Gapoepom, KOTOpas RpeAcTapnseT colfoll couManbHbIH
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MofsM# € OrpaHHtieHHBIM JOCTYNIOM K

paspsiB  MEXAY
¥ HAH perHOHamu

kuGepnpoCTpaHCTBY. 10T pa3pbiB MEXAy CTpaHaM
MHpa Ha3bIBaETCH roGabHbIM LHHPPOBEIM 6apLEPOM.

3anpeweniviii  KoHmeHM (noprocpagus). Wcnonb30BaHie
HecoBepIIEHHONETHUMH  3aNPEIUCHHOrO KOHTeHTa, ROCTYHHOro B
Hurepuere, Bceraa GhL10 MPEAMETOM IJTHUECKHX auckyccuit.  Xors
HCMONb30BaHHE TAKOTO KOHTEHTa CTpOTo sanpeleHo B HEKOTOPRIX
CTPaHaX, a B HEKOTOPBIX CTPaHaX OHO paspelIeHo.

Asapmuwe uzp. 373 npobnema Taioke ABAACTCA omHOH u3
Auckyccuif 1o BOMPOCY ITHKH, TAC OLHH MO CYUTAiOT ITO BPEAHLIM, a
ZpyrHM He HpaBUTCH BMEIIATENECTBO B HHX sakoHa. Mexay
cTopoHaMH, B CBOIO 04epellb, BOMPOCHL — «KCaxue suap! UTp CREAyeT
pa3pettTh? [me OHM AOJDKHBI NPOXCAHTE? BLI3LIBAIOT  IIHPOKY:O
auckyccuio. B Hacrosiee BpeMs B GonplIMHCTBE CTpaH 2TOT BHA HUIpsl
JIeraipHO paspelieH, B TO BpeMs Kak B OCTaibHbIX CywuecTBY 0T CTpOrue

OrpaHH4eHHA.
Omuxa  UCHORL30BAHUA  KOMRbIOMEPA. HucTUTYT  3THKH

HCMOMB30BAHMA KOMIBIOTEPOB —  HeKoMMepHecKad OpraHu3auus,
3agayeil KOTOpOH SABNACTCA MPOABHKEHHE rexHonmoruii ¢ ITHHECKOH
Touks 3penus. Co CTOpOHEI 3TOH opranuzaund  MEPEHHCIEHD]

cnenyrowde 10 >THYECKHX MPaBUIL:

- He Hcnone3yiTe CBOM nepcoHanbHbIA KOMMBIOTEP B Yluep6

OpYTHM;
- He melaiiTe paboTe KOMIBIOTEPA ADYTHX fonp3oBaTENEH,
[ONL30BATENEIH;

He CMOTPHTE HA KOMIBIOTEPHBIE dafisiel APYTHX
He UCTIONb3YHTE KOMIBIOTEP B LE/AX KPaXH,
He HCMoNb3YyiiTe KOMIBIOTED B KOPBICTHBIX LETSIX,

- He Mcnob3yliTe W He komupyiiTe nporpamMHoe obecuetene,
KOTOpOE BSI HE KYTUJH 32 CBOW COOCTBEHHBIC EHBIH;

- He Heronb3yiite uykol KoMneloTep Ge3 pazpellleHH,

- He HaBpeLHTE 1YXHM II0AaM HHTENEKTyalbHoro TPYAa;

- mogymaiiTe © COLUMIBHBIX MOCNENCTRHAX cO3[aHHOA BaMHK

TPOTPaMMBI;
- HCnonb3yiiTe CBOH KOMNBIOTEP CO3HATENBHO W YBAKHTENBHO 0O

OTHOLLEHHIO K APYTHM.

Kodexc payuonanerozo ucnomvsosanun ungpopmayuu. Konekc

PAUMOHANLHOTO KMCNONB30BAHHA HH(pOpMauMH OCHOBAH Ha MATH

NPUHIMNAX, KOTOpBIE [MOAYEPKUBAKOT TpeboBaHKA K CHCTEME

Gyxrantepckoro  ydera. ITM  Tpebosamns  ObAM  BBEACHBI
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MyHUCTEPCTBOM 3ApaBOOXPaHEHHA U couranbEbIX ciyx6 CLIA 8 1973
rogy:

- He J0JuKHO BbITe cHeTeM cOopa mepcoHaNbHBIX QAHHBIX;

- KaXAblf JOMKEH YMeTh YNpaBNATE TeM, Kakas HHGopmauus o
HEM XPaHHTCA B CHCTEME U KaK ero UCMoAbL30BaTh,

- KOKABIH  IOMKEH HMEThb BO3MOXKHOCTD  KOHTPOAMPOBATh
MCMOIB30BaHAE COGpannoi 0 HeM MHPOPMALIHH MO HASHAYEHHIO;

- KaOXABIH A0DKEH KOPPEKTHPOBATh HHDOPMALHIO O cebe;

- KKAas OPTaHH3aLMA, IAHKMAIOUIAACA CO30aHUEM, XPaHEHHEM,
MCITORBE3OBAHHEM UM pacnipocTpaHeHHeM Habopa RepCOHaNbHBIX
AdaHHBIX, NOMKHA TApaHTUPOBaTh, YTO 3Ta HHPOpMAaUUs HCNOMb3YETCH
TOABKO MO NpAMOMY  Ha3HAYEHWI0, W TMPHHATL MeEpbl AnA
NpeJOTBPaLICHUS €€ HCNORB3OBAHHSA B APYTHX USJAX.

1.4. BezonacHocTs YenoBedecKkoil JEATENBHOCTH

Coquansnaa unsicunepun — 53T0 COBOKYMHOCTh pPa3sNUUHBIX
NCHXOJIOTHYECKKX METOAOB H TNPAKTHK MOLICHHHYECTBA, UEABK)
KOTOPBIX SABJAETCH mMoNy4eHHe koHpUACHUHaRBHON HHPpOpPMALKH O
4eNnoBeKke  MOCPEACTBOM  MOIUEHHH9ecTsa.  KoHbpuneHuuansHas
uHpopMauua — HMA nNoAb3oBaTensy nNApond, NMuHas HHQopmaund,
OOBHHHTENBHBIE AOKA3ATENBCTBA, HOMEpa GaHKOBCKHX KapT W mobast
HH(pOpMaUKA, KOTOpPas  MOXET  HaHecTH  (HHAHMCOBBIA  HIH
penyTauMoHHBIH yutepb.

JlaHupiit TepMHH NPOHCXOOWT H3 oOONacTH XxaKkepcTsa, Xxakep -
yenoBeK, KOTOpBIi HIUET YAIBHMOCTS B KOMIBIOTEPHOH CHCTEMe,
ApYrdME CIIOBaMH, «Hapywmurens». Ha paHHBH MOMEHT XaKepbl
NPEKPacHO NOHUMAIOT, YTO IN1aBHLIM c1albbliM MecToM B MOGOR cucTeMe
AB/SETCH UE0BeK, a He MauIuHa. YenoBek, kak H kOMIbIOTEp, paboTaeT
Mo onpeleneHHBIM 3akoHaM. Hcnoawsysn onmir, HaKOMIeHHbLH
YenopeyecTBROM B OOJacTH MCHXONOTHH, YNOBOK H MEXaHH3MOB
BO3AeliCTBHA, XaKepbl HAYHHAIOT «aTAKOBATh Nofein». HHoraa ux TaKke
Ha3bIBalOT «XaKepaMH pasyman.

HanpuMep, NPeANONOKMUM, HYTO XAKEP XOWET B3ATh y BAaC ACHLIH.
JonyctumM, y HEro ecTb uHbopManus o pamieM HOMepe Tenedona u
BalleM aKKayHTe B couHansHOM cerH. Kpome Toro, B pesynbTare
NpoBeAEHHbIX HCCNEA0BAHMIA OH TaKKe BRISCHUNA, YTO y BaC eCcThb Opar, H
Tatoke cobpan joctatouHo HHGopmanuu o pamem Gpare. Or Talke
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3qaer Homep Tenedona Bawero Gpara. Tlocne 3Toro OH Hawan CTPOHTD
CBOi{ Nn1ad Ha OCHOBE 3TOH HHPOPMaLHH.

fIran: Xakep 3BOHUT BaMm Be4epOM M MPEACTABNAETCA BalUiM
OpaToM (BO3MOMWHO, BMECTO BALIEr0 HMMEHH NPOH3HOCHT «KIIHYKY»,
KOTOPBIM B4C Ha3b1BaeT TONLKO Bawl 6par) ¥ roBOPKT, YTO HATKHYNCA Ha
XyAKraHOB Ha YNMLUE M 4YTO OHH OTHAMM Bee (TenedoH, NeHsry,
NAACTUKOBYO KAPTY M T.4.). KpoMe Toro, oH roBopHT, YTO €My NoMoria
JAEeBYLLUKA, U Y4TO ¥ Hero ¢ coboil Hetr gerer. [Ipn 3TOM OH yTBEpXKHACT,
4TO y 3TOM AeByiikH ¢ coBoil eCTs naacTukopas kaprta, H TpebyeT Bac
nepeBecTH Ha 3TY MIIacTHKOBYlo kxapry 20 000 cym, HeobxonWmoh
CYMMB1, 4ToOmt mobpatbea Ao OonenHubl. B 80% ZOaHHBIX cnyqaes
xakepsl AoOHBarOTCH ycnexa, H ¥ OMBITHOrD Xakepa BBUIOAHEHHE 3THX
paboT He BI3LIBAET TPYAHOCTER.

B sTOoM cny4ae MOXHO FOBOPHTb O BO3MOXHOCTH PpAaclo3HaHHA
rosioca sawero 6pata. OHAKO YENOBEK MOXET HAXOAWTLCH B CpeAe C
pazHsiM Bo30yxAEHHEM W WyMoM. KpoMe Toro, ecnu TenedoH 3a3BOHUN
BO BpEMS CHa, BaM CTAHOBHMTCA BCE TPYAHEE ONpeaeaHTh rofoc.

PaccMOTpHM MBILUIEHHE, KOTOPOE HCMONB3YET XaKep B ITOM
clyyae:

1. Xopowo 3aMacKHpOBaNCs H OCHOBAH HAa peaibHbIX NpUMEpax
(Hanpumep, sauin ororpaduu, MecTa, 0 KOTOPBIX 3HAOT TOMLKO BaILM
Gnu3kKe K T.0.) ¥ NPUAYMAN XOPOLUIHH M.

2. Bee 310 cKa3aHO AOCTATOHO BBICTPO H AOCTOBEPHO.

3. bbla ucnons3oBaH OUeHb yOeqHTeNbHbBIH MeXaHH3M BO3REHCTBHA
— NPHHYXAEHNE K jKanocTH (obpamenune k 3IMOUUAM).

Yrpossl, CBA3AHHBLIE C COUHANLHOM  HHKEHEPHEH, MOXHO
KnacCHPUUUpPOBaTHL CIEAYIOINM 00pazom:

Veposwi, ceazannvie ¢ meneonom. Tenedon no-npexuemy
ABJIAETCA ONHMM M3 HanboNee pacnpocTpaHeHHBIX CrOco6oB cBAM
BHYTDH ¥ Mexily opraHusauHaMu. [loatomy on ocraerca dbdekTHBHEIM
WHCTPYMEHTOM COLHaNbHOH HHXkeHepuH. [pu pasrosope 10 TeaeoHy
HEBO3MOXHO MOATBEPAHUTE NUYHOCTL cobecemHuKa. JTO MO3BONAET
3MOYMBIUIIEHHHKAM 32HUMATh MONOXEHWE COTPYAHMKA, HAYANBHHUKA
WM I060ro, KTO MOXKET AOBEPAT: MHQOpMauus, KOTOPas KakKercs
KOH(UIEHHANbHOH! UM BAXHOA. B 3rom cnyuae xeprse Huuero He
OCTaeTCs, KpoMe Kak «moMOus». Jlaxke ecnu 3annaHHUPOBaHHBIH
pa3sroBop Kakercs HE3HAYNUTEILHBIM.

CylecTsyoT pasmHYHble METO/b MOIIEHHH4ECTBA, HANPABNEHHDIC
Ha XHIlEHHe AeHer y Monb3oBaTened Mobunsueix tenegoxos. CioAa
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MOTYT BXONUTH 3BOHKH WAM BHIMIPBILUHA B JOTEPEIO, SMS-coolIleHns,
3aMpoCh! Ha BO3BPAT B Clyuiae OWHGOK HIH cOOOILEHUA O TOM, HTO ¥
GAM3KHMX POACTBEHHUKOB KEPTBBI BO3HHKAA npobneMa ¥ UM
HeoGX0AHMO HEMEMSICHHO MEPEBECTH ONpEACIICHHY 0 CYMMY ACHET.

B atux cnyuaix TpebyloTcs peanusoBaTe CHERYIOMHE MEDHI
fe30nacHOCTH:

- ugeHTHGHUKAUHA NHYHOCTH; 3BOHUBLIEH 11O Tenedony;

- MCIIONb30BaHHE YCIYFH HASHTH(UKALIUH HOMEPa;

- MrHOpPHPOBAHHE HEH3BECTHBIX CCHUIOK B SMS-cooliuenuu.

Vaposut, CeA3AHHBIE C DREKMPOHKOI noumoii. MHOTHE COTPYAHKKH
©KEAHEBHO MONYYal0T JECATKH, BaKe COTHM SNEKTPOHHBIX MUCEM OT
KOpROPAaTHBHBIX M (EPCOHANLHLIX MOHTOBLIX CHCTEM. Koneuto,
HEeBO3MOXHO YAESIHTL AODKHOE BHUMaHHE KaXxaoH OykBe noroka TaKoi
KOpPpPECNOHACHUHH. 3TO 3HAUMTENsHO YNPOLIAET PeajH3alH{io aTak.
MHOrMe TmNOJib30BATENH [IOYTOBLIX CUCTEM BOCNPHHHUMAIOT TaKyio
CHTYAIMIO KaK 3JIEKTPOHHLIH ananor nepeHoca SyMar U3 OAHOH mank B
APYCYIO H COXPaHAIOT COKOHCTBHE NpH noxydeHun coobuenui. Koraa
3A0YMBIIUIEHHHK OTNPABAAET MpOCTOH 3ampoc MO [OYTe, ero Xeprsa
yacTo OCHAET TO, YTO OH NPOCHT, HE 2aAyMBIBAACH O €r0 MOBEACHHUH.
DneKTPOHHBIE MHCEMA MOTYT COAEpXATh THIICPCCLUIKH, NOOYiatomue
COTPYAHMKOB HaPYWATE KOPTIOPATHBHYO CPeAly 3aluuThl. TakHe CCHIKH
He Bcerja CcChINaTCA HA 3adB/ICHHBIE CTPAHHLEI.

BonapIIHHCTBO Mep GeaonacHoCTH pa3paboTaHbl ans
npeaoTBpallleHHA HCIIONb30BAHHUA KOPTNOPaTHBHBIX pecypcos
HeapTOPH30BaHHEIMY NoNb30BaTenaMu. [lonb3osatens, cobiasce Ha
rUNEepCCHIIKY, OTMPABICHHOH 3MOYMBIUINEHHUKOM, M03BOJSET O6OHTH
MHOfHE THOBI 3alUUTHI, 3arpy3dB BPEAOHOCHYK) [iporpaMMy B
KOpAOPaTHBHYIO CeTb. [WmepcchliKa Takke MoOXeT MoTpeboBaTh
joctyna K MHOXKECTBY XOCTOB CO EBCIUILIBAfOUIMMH NPHUIOMEHHAMH,
xoTopble TPeOYIOT HHGopmaunn unu nomouu. Camsblii sddexTHBHEIH
crnocof MpefOoTBPAaTHTE MOIUEHHHYECTBO W BPEAOHOCHBIC ATaKW — ITO
CMOTPETh Ha COOGLIEHHS HEOXHUAAHHOTO HOJIb3OBATENS C NOZIO3PEHHEM.
Yrobpl PACHPOCTPAHHTHE 3TOT NOAX0A MO Beeil OpraHU3aLyu,
neoOXOAMMO  BBECTH  CHAEAYIOMHME  JNEMEHTHl  HCOO/NB30BAHHA
3eKTPOHHOMN MOUTh], H3N0KEHHBIE B IONIUTHKE 6E30MaCHOCTH:

- [pHJIOXKEHHS K LOKYMEHTaM,

- TFHOEPCCBUIKH B JOKYMEHTE;

- 3anpallMBaTh AHYHYIO WK KODNOPaTHBEYK HHGOPMALHIO
BHYTpH KOMITAHHH;
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- 3anpocel HAa RHYHYIO HIH KOPI’IOP&THBH)’K‘) umbopmaumo,
MNOCTYNAIOLIKEe H3-3a NpeAcioB KOMIAHHU.

Yeposu, ocHOBaHKbIE HA UCROAB3OBAHUN MZHOSERHLIX COOBUfEHUI,
O6Men MrHOBEHHBIMH COODIIEHHAMH —~ YXe 3aBOEBAS NMOMYAAPHOCTL
CpeAH KOpMOpaTWBHBIX nonb3oBaTencH. bBnaropaps ckopocTH w
NPOCTOTE HCMOMB30BAHKA 3TOT CNOCOG CBAM OTKPBIBAET LIMPOKHiL
CTIEKTP BO3MOXKHOCTEH AN8 pasnHYHBIX BHAOB arak. [lone30BaTeNy
CMOTPAT Ha Hero Kak Ha TenedOH M He paccMaTpHBalOT €ro Kak
MOTEHUHANILHYIO MpOrpaMMHYIO Yrpody. CywecTByeT nBa OCHOBHBIX
THNA AaTaKk, OCHOBAHHBIX HA UCHONB3CBAHHH ChyxOb  obMeHa
MrHOBEHHBIMH COOGILEHHAMH — CCBUIKA Ha BPEXOHOCHYIO POTpaMMy H
orobpaxenne coobiieHus © caMoil nporpamme. OQpuoii M3
ocobeHHoCTEll CepBHCOB MIHOBEHHOTO 0GMEHA COOBLIEHHAMY ABNETCS
HepOPMANEHOCTE COEAHHEHHA, NOMHMO BO3IMOXKHOCTH COBNAjEHHS B
HEM JII0GBIX UMEH, 3TOT (aKTop MO3BONSET 3NOYMBILLIEHHUKY NpPOABHTE
cebg kak apyroe JHLO. 3TO 3HAUUTENLHO MNOBBILAET WAHCHI Ha
yenewnywo ataky. Ecnu kxoMnaHus xoueT Bocmonb3oBaThcs gpyrHMHM
NPeHMYLUeCTBAMH AN CHHXKEHUS 3aTPaThl HA MOJNYYEHHE MIHOBEHHLIX
coobuieHnit, oOHa JOMKHA  NPEAYCMOTpETH COOTBETCTBY HOLLHE
MEXaHH3MbI 33IUTHl B CBOEH KOPNOPaTHBHON NOMKTHKE Ge30MacHOCTH.
Jlna HajexHOro ynpaBneHUsl OGMEHOM MIHOBEHHBIMH COOBIICHHAMH B
KOpIIOpaTHBHOH  cpeae  HeoDXOAHMMO  BBIMONHHUTE cneayloune
TpebopaHusa:

- BLiGpaTe emmHy0 nnaThOpMy Hns OGMEHA MrHOBEHHBIMM
coobueHusmu;

- ONpefenuTs NapameTpsl BE30macHOCTH NMpH HACTPolike cepBHCa
oOMEHa MrHOBEeHHBIMH COODLIEHUAM;

- ONpefennTh NPUHUMIIBL YCTAHOBIICHHS HOBBIX OTHOLEHH:

- YCTaHOBHTh CTAHAAPTH BLIGOPA napons;

- laBaTh pPEKOMEHJALHH 1O MHCNOAB30BAHUIO MIHOBEHHBIX
coolienui.

Cnenyanuctst M0  COLHANBHOM HEDKEHEPUHM  PEKOMEHAYIOT
CEAYIOLHE OCHOBHBIE METO/b! 3AUIHTLI Opranu3aHii:

- pa3paboTka HAAEKHOH noOMMTHKYH KnacCHpHUKALHM JaHHbIX,
YUHTBhIBAKOLIEH THME AAHHBIX, KOTGphle KaKYTCA GCSBpeﬂHbIMH, B
tbopMe BaXHbIX JaHHBIX;

- obecnieucHne 0e30MAaCHOCTH JAHHLIX KNMEHTOB € MOMOLLBI
WHPPOBAKUA AaHHBIX HIH YNPABACHUA A0CTYNOM;
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- obyueHue COTPYAHHKOB HaBblkaMm couManbHOH HHKEHEPHH,
HAy4YUTh HMX CKEMTHHEeCKHW OTHOCHTBCA K OOLEHHIO C HE3HAKOMBIMH
JIIOALMH;

- 3anper Ha oOMeH MapoJisiMU HIH COBMECTHOE HCIMONB30RAHHE
MEX/Y COTPYAHHUKAMHU,

- 3anpeT Ha nepeaa4dy uHGOPMalHH O NPEANPHATHY JHILY, KOTOpoOe
THYHO He 3HAKOMO WJIH HE NOATBEPKIEHO KAKUM-THO0 06pa3oM,;

- HCHOMb30BAHME CHENHANBHBIX AOPOLENYP AYTCHTHQUKauMK A
TeX, KTO 3anpaninBacT HCIOMb30BAHNE KOHPUACHIHANBHOM
HEdopMauuH.

B 6oMLLUMHCTEE CNY4acB KOMNAHAWH Y2CTO HCMNONB3YIOT CIOKHBIE
MHOrOoypOBHEBbIE CHCTEMBI Ge30onacHOCTH IS MPeAOTBpAlEHHA aTak
coumansHoli HHKEHEPHH. Hexoropeie 0CoGeHHOCTE H 00A3aHHOCTH
TaKHMX CHCTEM nepequcneum HHKC!

- @usuyeckar beszonacsocms — Gapbepbl, OrpaHHYHBAIOLUHE
HCNOJB30BAHHE noMeleHH KOMIAHHH M KOPNOPaTHBHLIX pecypcos.
He cneayeT 3abbIBaTh, HTO DECYPCHI KOMMaHWH, HanpuMep, MyCOPHbIE
KoNTeliHeph!, PACMOMOKEIHBIE 3a npeaenaMi TEPPUTOPHH KOMIIAHHH,
dHzMyecKH He 3aHIICHb!.

- dannwe — Ou3HeC JRaHAbIe: CYeTa, HOYMTa H  Ap., TMpH
TUVIAHWPOBaHMH aHANW3a Yrpo3 M MEp 3allMThl NaHHBIX HeoOX0AHMO
onpeAenuTh MNPUHUMIE paboThl ¢ OyMaKHEIMM, I3NEKTPOHHBIMH
HOCHTEeAsiIMH WHOpMaLHnH.

- npunovcenus — TPOTPaMMEL YOpaBAAEMbIE [10/b30BATEIAMH.
Yro6ut 3aUTHTH CBOK CpERy, HEODXOAMMO paccMOTpeTh, Kak
3MOYMBIULIEHHAKA MOTYT HCHONB30BAaTE  MOUTOBHIC OporpaMMBd,
¢ly>k6b1 MTHOBEHHOro 06MEHa coOOLIEeHHAMH H APYTHE NPOrpaMMBbl.

- KOMRbIOMEDL - YCTaHOBUTH CTpOrue MPUHIMIIGL,
onpejensioline, KaKHe NPOTPaMMEl MOXKHO  HCMOABL3OBATE HA
KOpIIOpaTHBHEIX KOMIBIOTEPAX, 3AMKTATE KOMILIOTCPb nons3oBarencH
OT ApAMBIX aTaK.

- eHympenuss cemb — CETh, BIHAIOWAA HAa KOPNOPATHBHLIE
CHCTEMBI, MOJKET ObITh NOKANbHOH, rnobanbHoli nau Gecnposoanoii. M3-
33 MOMYJAPHOCTH AUCTAHUHOHHBIX METOAOB paboThl B NOCICAHHE NOJbI
rpaHHlbl BHYTPEHHHX CeTeH OBUIH 3HAYUTENLHO PACIEHPEHBl B
NpOH3BOABHOM NOpAAKE. COTpYAHUKH KOMIIAHMHM ROMKHBI ITOHHMATEH,
yro HY)XHO JenaTh Npu OpraHU3alny GezonacHoit paGoter B moboH

ceTeBoi cpeae.
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- nepumemp cemuy — TPaHHUA MEKIAY BHYTPEHHMMH CeTAMY
KOMOAHHM M BHEUIHHMH, Hanpumep, WurtepueToM unu ceTamy
MapTHePCKHX Opraku3auui.

CylecTBYeT MHOXECTBO ATAK HA CONHANBHYIO MHXEHEPHIO, HUMe
APHBEAEHBI HEKOTOPLIE H3 HHUX:

Quuwunz. Guuwmur (anrn. Phishing - poifHan nosas) — sup
MOlWEHHHYecTBa B ceTM MHTepHer, Lembio- KOToporo sEensercs
fOMyYeHue AOCTYNA K KOHPUAeHUHaNsHON HHGOPpMaUHK NoAB30BATENS
(norus/mapont). B HacTodllee BpeMs 3TO o0gHA w3 HauGonee
PacripOCTPaHEHHBIX ~ CXEM  COUMANbHOH  WixkeHepuu. [lupokoe
pacnpocTpaned#e 6GONLIOr0 KOMHUECTBA NWMHOH HH(OPMauuH me
moxer obolitHce Ge3 «Betpa» ¢umnHra. B kasecTBe HauGonee
PacapOCTPaHEHHOre NpHMepa (QUINMHra MOXHO YKazaTh MOLIefbHoe
coobiienne oT DaHKAa WAM MIATEXHOH CHCTEMB! B BHJe opHIHARLHOI]
HHOpPMaLKK, OTNPABNEHHON HA BNEKTPOHHYIO IIOYTY XepTeel. Takue
3NEKTPOHHBIE MHCEMA ODBLIUHO COAEPXaT CCIIKY HA MOMICHLHBI BeO-
caiit 8 Qopme, aHanorHyHOH oduUHanbHOMY Bed-caiity, u TpebyioT
nu4HOH HHdopmauuy (puc. 1.5).
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Puc.1.5. [Ipamep GpHmIHHT ATAKH

B nepeom ciyuae, mMOKa3aHHOM Ha PHUCYHKE, BMECTO MMeHH M
$aMuTuu knuenTa AW NONB30BATENA NUUIETCE MOYTOBLIE agpec, BO
BTOPOM Clly4ae, KOTJa MbllIb MEPEHOCKTCA N0 CCBUIKE, MOXHO yBuAeTh
Apyroii agpec, a ue dakruyeckuit anpec (www.PayPal.com).
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Huke npuBeaekbl TPRMEPHI  PaclipOCTPaHEHHbIX GHUIMHTOBBIX
CXeM. .

Hecywecmayiowjar ccouika. Iipp arom  THRE $HIKHr-aTaKH
PEKOMeHAYeTCA CChLIaThc Ha BeG-caliT, MOXOXHH Ha ONpeACNCHHBIH
BeG-caiir. Hanpumep, anpec www.PayPai.com MOXHO OTIpaBUTH Kak
www.PayPal.com. B 3ToM ciyuae Nonb3oBaTesiid PEAKO 3aMesatoT, HTOo
6ykpa «l» samenseTca Gyksoii «i». Ilpyu nepexoae no cceinke peb-caiit
noxox ua www.PayPal.com, HO mocewmaeTcs NOAAENbHBIH BEO-CAHT X
BROAMTCH s3aApolieHHas HHPOpMaums o fnaTeXxHod kapre. B
pesynsTaTe BEEACHHBIC AAHHEIE TIONMANAIOT B PYKH XaKepa.

SlpkaM MPHMEPOM 3TOFO  ABNAETCA umuHroBoe cooOdLLeHHE,
KOTOpOe pacnpoCTPaHHIIOCh Cpeau nosssosaresneii eBay 8 2003 rony. B
cooBeHHH TOBODHAOCH, HUTO  AKKAYHTEHI none3oBarencit  OplAK
2a6noxupoBaHbl M HHPOPMALHA O KPEAMTHBIX Kaprax JOJKHA ObITh
pa36ioKkHpoBaHa, a TAKKE COAEPKanach CCLINKA HAa NMOAAeNbsHBIH Beb-
caiiT, MOXoxHi Ha OPUIMANEHENH. Vinep6, HaHeceHHBIH 3ToH GUILMHT-
aTaKoil, COCTaBIAN HECKONBLKO COTEH ThICAY FOANAPOS.

Moweunuuecmeo, OCHOBAHRHOE HO NCNOALIVBUAHUN WUIGECMHO20
Kopropamuerozo 6penda. B 310l (opme molueHHHYECTBa coobLIEHHE
oTnpaBAAETCA NOABL3OBATENIO OT HMEHH H3BECTHOH HIM KpPYNMHOH
komnamuu. B cooOWICHHH MoryT OwiTe nosapasneHus ¢ nobexoil B
KOHKypCe, npoBOAMMOM KOMnaHHe#d. B Heit Tarke sanpauwmpaercs
HeMeAAeHHO M3MEHWTH MAaHHble Yy4YeTHOH 3anMcM W (apoNsi.
AHAJIOrMYHLIE CXEMBI MOTYT TAKXKE OCYUIECTBRATLCR OT HMEHH CNYXOBI
TexXHHUECKOH MoANepKKH.

Ganvuugsie Aomepen. COTNACHO 3TOM  (HIUMHIOBOM CXeMe,
NoAb30BaTEMb MOXET MNOAYYHTb COOOLIEHHE O TOM, YTO OH ABNAETCH
nobeauTeNIeM NOTepeH, NpoBoAHMOH Mobo# HiBecTHOH komnauueid. Co
CTOpPOHEI 3TO MHCbMO BEITIAAHT TaK, Kak 6yaTo OHO 6bINO OTMPABIEHO
OT KMEHH ORXHOTO U3 BHICOKOMOCTABACHHBIX COTPYAHHKOB KOMAAHUH.

IToddenbrbte  AHMUBUPYCHEIE U 3qWUMHbIE nNpOZpUMMBl. JTH
OpPOrpaMMbl HA3BIBAKOTCH MOWICHHHYECKHM NporpaMMHbIM
obecrievenyeM HIH «UYCTPLIMH NPOrpaMMaMu», W XOTA OHH [OXOKH
Ha AaHTHUBHPYCHBIE TNPOrPaMMBl, HX (YHKUHH OTAHYAIOTCH. oo
nporpaMMHoe ofecrieyene MNHITAETCA 3aMaHUTL TNONB3CBATENA B
nOAAeNbHblE CHCJNKH HA OCHOBE JIOXKHBIX YBEOOMJEHHH O pasHYHBIX
yrposax. Koria nofib3osateib HX HCHONb3YeT, OH MOXET CTAIKHBATHCH
c pa3nUYHBIMM BCIUIBIBAIOIIMMHM OKHAMH B DNIEKTPOHHOW MOYTe,
ounaiiH-peKiaMe, COUHANBHBIX CETAX, Pe3yabTaTax MOHCKOBBIX CUCTEM
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H AKe Ha KOMILIOTEpEe Nojib3oRaTens. B npuBeNcHHOM HHXKE NpHMepe
NpeacTaBineH BHELIHWH BUI MOMACNLHON aHTUBHPYCHOH TIpOrpammy,
noa HazsaHveM Security Essentials 2010, xoTopas Ha caMOM nepe
nosokHa 6uiTh Microsoft Security Essentials (puc. 1.6).

IVR (Interactive Voice Response) unu menegonnniii puwunz. Srayp
MeTog  QHIIWHCOBOHW  CXeMbl  OCHOBAaH Ha  MCMONL30BaHyy
NPeABapHTENLHO 3aMKTaHHOR cucTeMbl oBMeHa COOGIEHHAMH fng
BOCCTAHOBJICHUA «OGHUHANBHBIX 3BOHKOB» 03aHKa H APYTHX CHCTey
IVR. B 310/ arake :xepTBa CBA3biBaeTcA ¢ GaHKOM U MONAYHACT 3anpaoc
Ha MOATBEPXACHHE HIH obHOBNeHWe KakoH-nubo UHopMauny,
Cuctema TpeGyeT NONTBEpP)KICHHA NONL3OBaTENs nNyTeM BBoxa TTHH.
KoJa K napond. B pesynsTaTe 3n0yMbILUIEHHHK, MOMYyMHBLINH AocTy
K BaKHBIM JAHHLIM, CMOXET WCMOJNb30BaTh JAHHBIE MONL30BaTERg.
Hanpumep, HaxmuTe «1», 4ToObl H3MEHUTL NAPONb, U HAKMHUTE 2y
yTOGbI MONY4HTH OTBET ONEpaTopa K T.4.

Puc.1.6. AHTHBHpYcHAA nporpamMma «Security Essentials 20105

IlIpemexcmun2. B 210# QUUWHHCrOBOKH cxeme xakep Bbliaer ceba 3a
Apyroe JNHUC M CTPEMMTCA  [ONY4HUTh KOH(PUACHUHANBHYIO
uHQOpMallHMIO TO 3apaHee NOArOTOBIEHHOMY cueHapHio (ckpunTy). [Ipn
3TOM aTake MPOM3BOJMTCH COOTBETCTBYIOWAs MOArOTOBKA, 4TOOBI
KEPTBA He 3aMOROIPHIA: HAXOMATCA Takas MH(OpPMAUMi, Kak AaTa
poxaenus, UHH, HOMep Nacnopra unu nocneaHue UUPPe HoMepa
cyeTa. Dta GUIIHHIOBAA CXEMA 06LIYHOo OCylLEeCTBIAETCH O TeneoHy
HAH 3MIEKTPOHHOH MOHTE.
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Keud npo xeo (¢ aamunuye: Quid pro quo). Ora ¢pa3a B iepesoae ¢
AHTTHIECKOro 03HAYAET «YCAYra 3a YCAYTY», H B 3TOM THINE COLHANBHO#H
HHXEHepUH Xakep o0pataercs K KOMMaHHH 4e€pe3 KOPMOpaTHBHYIO
CeTh MNM DJNeKTPOHHYlO0 mnoury. ‘acTo Xakep npéACTaBAACTCA
CHeLMANHCTOM 10 TexXHHYeckoMmy oOCIyKuBaHHIO H TOBOpPHT, HTO
TEXHHYECKHI COTPYAHHK «MOMOXET» €My PeLHTb npoGnemMel  Ha
pabouem ™mecte, Bo BpeMsa «yCTPaHCHHA» TEXHHUYECKOH fpobnembl
OCYILEeCTBAAETCH BHYLIEHHE LENEBOMY JIMLY BBIMOTHEHHE KOMaHI HJIH
YCTaHOBK2 Pa3lHYHbLIX MPOrpaMM Ha KOMNbIOTEp xepTsbl. Hanpumep,
UccneoBaHNe, MPOBEIEHHOE B paMKax NpOrpaMmsl HH(OPMAaUHOHHOH
6ezonacHocTH B 2003 roay, nokasano, 4to 90% O@PHCHBIX COTPYAHAKOB
ObIM  roTOBEI MPEACCTABHTh KOHPUICHUHANBHYIO HHGOPMALIHIO,
HarpuMep, CBOU cOBCTBEHHBIE NAPONH, 32 AI0YIO YCIyry HIH OfaTy.

Hopoxcroe sbaoxo. B atom meTole COLUHANLHO# HHXKCHEPHH XaKep
HCIONB3YEST CNCUHANBHBIE BpeAOHOCHBIC HOCUTENH AGHHBIX U OCTABIACT
WX pAAOM ¢ paGouHM MECTOM KepTebl, B OOLIECTBEHHBIX H B APYTHX
MecTax. [Ipd 3ToM HOCHTenw mudopMaLHU PETHCTPHPYIOTCA B GopMe,
COOTBETCTBYIOWEH NauHOM opranuzaund. HanmpuMep, Xakep OCTaBAACT
JHCK C JOTOTHNIOM KOPMOPAUHH H aapecoM O0QHLHANBHOrO Beb-caiTa.
DTOoT OucK  MOXKeT  HasmiBaThed  «3apaboTHasd  mnata AU
PyxoBoauTeneii». Jepraa, nonyyusuias 3TOT HOCHTENb, MOMECTUT €T0
Ha CBOM KOMIIBIOTED M TEM CaMbIM 3apasHT ero.

Coop omxputmbix Oanuwix. TexHHKa COUMANBHOH HHXKCHEPHH
TpebyeT He TONBKO MCHXONOrMYEcKHX 3HAHUMA, HO H YMEHHA cobuparhb
HEOOXOAUMYI0 HWHpOpManmo o uenopeke. OTHOCHTENBHO HOBBIM
CHocoGOM MNONYy4YeHHA Takoii WHpopMauuu sBserTcs c6op ee H3
OTKPBITHIX UCTOUHHKOB, COUMANLHBIX ceTeil. Hampumep, Takue caiTel,
kak Onnownaccuuku, BKonrakre, Facebook, Instagram, coaepixat
MHOrO WUHGpOPMAlUUM, KOTOPYIO JIOAH HE MBITAIOTCA CKPBITh. ‘acTo
Nonb3oBaTeNM, He ylAensAs [JO/DKHOrO BHHMaHHA  BONpOCaM
Ge30MACHOCTH, OCTABAAIOT Ge3 npUCMOTpa JAaHHBIE M COODUICHHY,
KOTOPBIE MOTYT GbITE HCIIONB30BAHEI XaKEPOM.

B KauecTBe HAMIANHOTO Npumepa MOXHO NMPHUBECTH MOXHUICHHE
ceiia Eprenus Kacnepckoro. [pu sTom BhISCHAIOCH, HTO NPECTYNHHKH
3HaH TIOBECTKY HOHY H MapUIpyT noapocTtka M0 AyOnukauuaM Ha
CTpaHHLax COLMANBHLIX CETel,

Hake ecnd BBl OrpaHMyMTe gocTyn k MHpoOpMamH#d Ha cBoei
CTpPaHHLE B COUMANEHOI CETH, HET MONHOH rapaHTdM, YTO NONB20BATCND
HE CTaHeT KepTBOH MolleHHHuecTBa. Hanpumep, OpasHABCKUH
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HecniefioBaTelb Mo KOMMaIOTepHoH GezomacHocTH nokasafl, HTO €
MOMOILBIO METOAOB COUMANBHON HHXEHEPUH MOXHO MOAPYNKHTECA C
mobbiM mofb3oBaTenem Facebook B Tewenwe 24 uacos. B xone
skcnepumerta Henwcon Hosaec Hero cospaer dansiunpyio YHETHYHO
3aMHCh, H3HAYANBHO 3HAKOMOIO Ui XKEPTBbl — YEJOBEKA, HANPHMED,
ero pykosoauTtens. Cuasana Heto nocsinaet 3anpoc 0 ApYxK6¢ APy3baM
PYKOBOJAHTENS KEPTBHI, a 3aTeM HeNOCPeACTBEHHO APYry MKEPTBBL
Uepes 7,5 4acos HccnefoBatens NoApyxHTCA C XepTBoi. B pesyibrare
Y HMCCHEROBATENA MOABHTCA BO3MOXKHOCTE MU H3BJiedeHHA JIHUHBIX
JAaHHLIX MO630BaTENA,

Brznad uepes nmevo. CornacHo »TOH arake, 3MOYMBIILJICHHHK
BOMYYaET HHGOPMALIHIO 0 XKepTBe, OTNAABIBAACH YEPE3 Ero AcHO. Jtot
THIT aTaK PACMPOCTPaHEeH B OBILECTBEHHBIX MeECTaX, TakiX Kak Kade,
aBTOGYCBI, TOproBble UEHTpL!, a3pONOPTHl M KENEIHONOPOXHLIC
cTaHUHH. Onpocs, nposefeHHbie NO ITOMY HAMANEHHIO, AOKA3ANH
creaymollee:

- 85% yuactamnkos MpH3HANHCh, YTO BHACHH kOHhHACHLIHANLHY 10
HH(OPMALIIIO, KOTOPYIO HM He HYXHO BbUIO 3HATh;

- 82% ywactHukos npusanm, wro HX HHGOpMauHA Ha 3kpane
MOXET GBITh IPOCMOTPEHA TOCTOPOHHHMH JTHLIAMY;

- 82% yuqacTuuxoB He BEpHAH, YTO COTPYAHMKH OpraHu3alii
ByAyT 3aWMILATE CBOM BKpaH OT NOCTOPOHHKMX MOJAEH.

Obpamnan coyuansnan unscenepun. ToT ¢akr, 4TO xepTha caMma
NPEAOCTaBNAET MHGOPMALMIC 3MOYMbILINEHHHKY, CUMTAETCH CITydacM
0GpaTHOH COLMANEHOH Uikenepnu. XOTA T2 TOHKA 3PEHHA HA NepBEIi
B3TNA HE MMEST CMBICAa, B GONBIIHHCTBE CAYHacB JepTea cama
anGerae'r K TOMOIUY 3NOYMBILUNICHHHKA IS pelueHHs CBOUX npoﬁ.neM.
Hanpumep, 3noymbinienuux, paGoTatomlii C JKEPTBOH, MOXKET
nepeuMEHoBaTh Gaitn Ha KoMnproTepe XepTBbl HIH CKONHPOBATE €ro B
Apyrofi katanor. Xeprsa, 3uas, yro Qaiin OTCYTCTBYET, 3aX0UeET, kak
MOXHO  CKOpee ycTpauute mnpoGnemy. B 310l  CUTyauuH
3NOYMBIIICHHHK MPEACTABAAET cefs CNEeLHATHCTOM N0 YCTPAHEHHIO
HEeRoNa0K H, TOMHMO pellieHus npoGneMbl KEPTBBI, TAKKE MONYYacT
NPUHAANECKALUMHA €My JIOTHH / napons, Kpome Toro, ¢ MOMOWEBIO 5TOH
3ajaud  3NOYMBIUUIEHHWK OydeT HmeTe penyTaLUHie  BHYTPH
OpraHH3alMd H HoOLeTCT YBENH4EeHHA Yucna CBOHX KEpTB.
OnpegeneHue IT0H CHTYaUUH ABASESTCA HOCTATOYHO CIOXKHOI 3a2avei.

Hzgecmuuie coyuanwnule undicenepol. Kegun Mumuux — OJHH H3
CaMBIX M3BECTHLIX COUMANLHBIX HHXKEHEPOB B HCTOPHH, BCSMHPHO
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W3BECTHBIE KOMNBIOTEPHBLIH Xakep, IKCMIEPT N0 GE30MACHOCTH, a TAKXKE
ABTOP MHOXECTBA KHHUI M0 KOMMNGIOTEPHOR Be30MacHOCTH, OCHOBAHHBIX
Ha counanbHOH HHaeHepud. Ilo ero MHeHue, nomyuute napons
off/MaHHbIM OYTEM NIETUE, YEM BINOMATh CHCTEMY Ge30MacHOCTH.

bpames Badup. Hecmotpa Ha To, uto Gpatea Baaup, Mymua u
[Hapu Baaup, 1AM CNENBIMH OT POXACHHUS, OHH CYMENTH PEann30BaTh
HECKOJIBKO KPYMHBIX-CXeM MouenHaudecTsa B-Hapaune B 1990-x rogax,
HCMOMB30BAB  COUHANBHYIO HHXEHEPUIO H nojfenky ronoca. B
TEJICHHTEPBbIO OHM ckazanu: «[TonHOCTBIO OT CETeBBIX ATaK
3aCTpaxoOBaH  JHIIE  TOT, KTo He MNOAb3yeTcA  TenedoHOM,
EKTPHYECTBOM H HOYTOYKOMY.

Cnocobsr  3awmgumsr  om  couuansuoii unncenepun. Jnn
{IpOBCACHHS CBOHX aTak INGYMBHUJICHHHKH, MPAMEHAIOINHNE TCXHHKH
COUWANBHON HHIKCHEPHHM, 3a4acTyio JKCMIYaTHPYIOT NOBEPYHUBOCTD,
neHs, MOOE3HOCTL K Aaxe JHTY3HAIM NoAL30oBaTened W COTPYAHHKOB
opraHusauni. 3aWMHTHTECH OT Takux aTak HEMpOCTO, NMOCKOABKY HX
XEPTBEL MOTYT HE NOAO3PEBaTL, YTO HX OOMaHYH.

ATaKH COLMANLHOH HHaeHEPHH MOXHO ONPENCAMTH CEAYIOILAM
obpazom:

- npeactasneHue cebGs apyrom Anb60 HOBEIM COTPYOHEKOM ¢
npoce60it 0 nomMowy;

- DpeACTaBneHKe ceba COTPYAHHMKOM fOCTAaBIUHKA, MAPTHEPCKOH
KOMINAHWH, IPEACTaBUTENEM 3aKOHA,

- NpeacTabnerue ceba keM-nubo U3 pYKOBOACTBE;

- NpeaciaBicHKe cebd NOCTABIMHKOM MKW [POM3BOAUTENEM,
KOTOpbIfi  YCTPAHAET YSA3BHMOCTD MAM  [PENOCTABASET IKEPTRE
BO3MOIKHOCTE YTO-TO OOHOBHTS;

- NPeJNIOKEHHE IOMOIIH B ClyYae BOSHHKHOBEHHS NPODNEMBI;

- HCNONL30BaHHE BHYTPEHHErO CMOKOHCTBHA M TEPMHHONOTHY A/A
BOZHHMKHOBEHHA AOBEpHA;

- OTNpaBKa pa3fu4HbIX BPEIOHOCHBIX NPOrpaMM B KauecTBe
TPATIOKEHHA K «ITUCBMY»;

- Hcfons3oBaHME (anLIMBOrO  oOkKHa, ¢ npockGoil  BReEcTM
JIOFHH/NAPONk NOBTOPHO;

- NpeAnokeHHe IPH3a 33 PErHcTPauMil0 Ha calite ¢ HMeHeM
NONLIOBATENA H NAPONEM,;

- 3ANMCLIBAHHE KAABUEI, KOTOpbI€ JKepTBa BBOAMT Ha CBOEM
KOMIbIOTEpPE UIH B CBOEH mporpamme (KEHNOrTHET);
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- noaBpachiBaHue pa3fHUYHbIX HOCHTeNne# AAHHBIX ¢ BPeAOHOCHOH
nporpamMmoi Ha CTOJ MOJAb30BATENA;

- roNOCOBbIE COOOLUEHHA O PAINHYHBIX 3BOHKAX H T.A.

IMpo6nemMel, CBA3aHHBIE C CONMANBHOH HHXKEHEpHeH, MOXHO
YBHRETH BO MHOIHMX acmeKTax »XH3HM. B uacTHocTH, Wcnons3oBaHHe
COLMAIBHON HHXEHEPHUH UIHPOKO pAaclpOCTPaHeHo B MAacCOBOH
KyneType ~—(Hanpumep, 8 kHHOQHAbMax). Hanmpumep, creaylomne
GrABMBL COACPIKAT MH30AL! COLMANLHOA HHXEHEPHH!

- «lToitmait MeHA, ecay CMOXKELIRY;

- «Iloftmaii TONCTYXY, €CAH CMOXKELbY;

- «OnHH J0oMay,

- «Xaxepbiy;

- «Adepa Tomaca Kpaynay;

- «bpunnuMaHTel HaBCEraa»;

- «KTto a»,

KonTponbHbBIE BONPOCH!

1. Xusneunste o6pazel uHboOpMauwoHHOH O€30MACHOCTH H HX
byHruun,

2. [Nafite ofnacaenune noHaTuio kKubepbezonacHOCTH.

3. Kakosa cTpyxTypa xubepbe3onacHocTH Kak HaykH?

4. OcHoBHbie TOHATHS kuGepGezonacHoCTH.

5. Yro Bel noHuMaeTe non ofecrneyeHneM koHGHASHLHATBHOCTH
HEdOpmatnu?

6. Urto BbI IoHUMaeTe noa obecneueHueM LEeJIOCTHOCTH
HHdopMmayuu?

7. BaXXHOCTH OOCTYHOCTH HHPOPMALHH.

8. PHck u ero pons B kubepbesonacuocry.

9. lMoyeMy HyXHO AyMATh, KAK 3/I0YMBILNEHHHK?

10. Y10 Takoe CHCTEMHOE MEBILUINEHNE 1 foyemy oHO HeodxoaHuMO?

11.LB  4yem pasHMIa MEKAY nouatusamn MHPOPMALMOHHOH
GesonackocTy H 3alMTh HHPOPMALHK?

12. Y10 Takoe akTua?

13, Maiite o6bACHEHHE AOHATHAM Yrpo3a u yasBuMOCTb.

14.B uem pasHHila MEXIY MOHATMAMH uR(OPMALMOHHON
GezomacHocTu u kuGepOe30NacHOCTH?
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15.KaxoBbl o0stacTd 3HaHKWil 0 KnGepBe3onacHOCTH, H KaKoBbI HX
OCHOBHbBIE XapaKTepPUCTHKH?

16.06bACHUTE YenoBeueckHi ¢akTop B kuGepOE30NacHOCTH Ha
npHMepax.

17. Haiite abracHenne nouaTuio kubepnpecTynHocTs.

18.Lienn ocyuwectsneHrs kubepnpecTynHOCTH.

19.0croBHbIE BUAK! KHGEPNPECTYIHOCTH.

20.alite oOBACHEHME OOHATHIO kubepaTHKa M npuBeaMTe
NpPHMEPbI.

21.Ha kaxue sTuueckue npasuna HeoGXoNMMO 0BpalaTh BHHMAHHE
NPU HCNOAL30BAHHU KoMOLIOTEpPa?

22.[lafite undopmaumic o  cmocobax NpeACTBpallEHUA
KHOEPNPECTYMHOCTH H 3aKOHb! 0 KHGEPIPECTYNHOCTH.

23.Yto roBoputcs B 3akoue «Q NPUHLUHNNAX ¥ rapaHTHAX cBo0OAB!
UHQOPMALIHHM» O NOPAAKE HCMONBLIoBaiHA HHPOPMALMAT?

24.Kakve NOyHKTEI O kubepnpectynHoctd cogepxut Kogekc
PecnyGimiky Y36exucran «O6 anMHHHCTPATHBHON OTBETCTBEHHOCTHY?

25.Kakue nyuktel o kubepnpecTymHocTH comepkuT YronoBHbIH
koaekc PecnyGnuku Vsbekucran?
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[JIABA 2. APXHTEKTYPA, CTPATEIUA H NIOJIHTHKA
KHUBEPBE3OINACHOCTH

2.1. ApxHTeKTypa u cTpaTterisi kubepbesonacHocTu

B ycnoBMAX COBPEMEHHOW KOMMEPUHM KOMIIEKC CROMHBIX
ponpocoB e Gonblie MOBRICHT HX AKTYaNbHOCTh B YCROBHSX
HecTabnnbHOl 2KoHOMUueckol cuTyauuu. K TakuM BompocaM MOXHo
BKJIOYHUTH CNEAYIOLIEE:
yBeNHUEeHHE NOX0/a,

YBENIHYEHHE CKOPOCTH PEakUMH Ha MEHAOLIMECH CHTYALIHH;
CHIDKEHHE PacxoJ0B H 3aTpar;

YCKOpEHHE WHHOBALKH;,

COKpaeHHe CPOKOB NPEAOCTABNEHHS TOBapoB H yCIyr Ha
PBIHOK;

- MOBBlILIEHKE 06 HEKTHBHOCTH 3aKa3YUKOR U MAPTHEPOB;

- NOBBILEHHE KOHKYPEHTOCTOCOOHOCTH;

- oBecreueHre COOTBETCTBUSA HOPMATHBHBIM TPeOOBaHUAM.

Jlna pemennus Beex BbIIENEPEYHCAEHHBIX BONPOCOB HCMOML3YETCH
apxuTekrTypa npeanpustisa (puc.2.1). ApXuTEKTypa NpeANpHATH:
no3songer chopMUpoRaTs Habop NPUHLMNOB, MONXOAOB H TEXHONOTHH,
Onpe/IeNAOUHX OCHOBY ANA €ro AanbHeiimel Tpancdopmalng, pocTa u
PA3BHTHA C YUETOM TEKYILEro COCTOSHHA OpraHn3alHy.

1

4 APXUTEKTYPA MPEAIPHATHA \
ApxurekTypa Apxurextypa ApxHTekTypa ApXHTEKTYDa
KOMMEPIHH uHbopMaLHH pURKeHn i HHPaCTPYKTYPLL
Apxurexrypa GesonachocTn

\ J

Puc.2.]. ApxuTexTYpa NPEANPHATHSA K ¢€ B3AHMOCBA3L C
JApYTuMH aPXHTEKTYpPaMH
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B "actogniee BpeMA CYLIECTBYET HECKONBKC MOAXON0B K CO3JAHNIO
Takux apxutekTyp, Hanpumep, TOGAF, Zachman Framework, FEAF,
DoDAF u ap. -

Onnako kakoil ©Obl momxon Hu Ontn BbIOpaH, B COBPEeMEHHBIX
YCIOBHAX HEBO3MOMKHO Pa3BHBarThCcAd 6e3 HCMONbL30BaHHA MHGOpPMalLUH
¥ uHpopMauuoHHOH cHCTeMbl. HHdopManud # HHbOpMAUHOHHSBIE
CUCTEMB! He TONBKO MOMAECPXKKBAIOT NOOLIE HIMEHEHHA B KOMMEDPLWH,
HO U AenaloT uX NpeAcka3yeMbIMHi, NOArOTABIMBAIOT HX 3apaHee, B paae
clywaeB  cnocoOCTBYHOT  MOABAEGHHKY  HOBBIX  KOMMEpPYECKHX
BO3MOXHOCcTeli, OQHAKO KOMMEpDLHA He BCerda pa3BHBAETCH TakK, Kak
xorenoce 6pi. UHGOpMaLIHOHHO-ONEPAUHOHHBIE PHCKH, CBA3AHHBIE C
YTEUKOH MmaHHBIX, BBIXOAA H3 CTPOSl BIEMEHTOB HHQOPMALMOHHO-
TeXHONoruyeckoil WHPPacTpyKTYpsl W T.A. HIpalOT BAOXHYI0 pOMbL B
3TOM. ApxuTeKTypa uHopmaunonHoii 0e30MNacHOCTH, koTopad
HEPa3pPBIBHO CBA32HA C JOPYrHMH apxXUTeKTYpaMH nOpeAnpuATHA,
HeoOXonKMa Ans NOATrOTOBKH K TEXKYuiMM H OYAYIIHM PHCKaM.

Apxumexmypa  xubepbezonaciocmu  ONKHCHIBACT  NPOLECCHI,
YENOBEUECKHE POJIM, TEXHONOru u pa3sHooOpa3Hyld HHGOpMaluio n
YYHTBIBACT CINOXHOCTh H HW3MEH4YHMBOCTh COBPEMEHHOTO FMpENNpHATHA.
HpyrumMu cnosaMi, apxuTektypa kuGepbe3onacHOCTH OMHCHIBAET
cocronHue moBoit  cuctemel  uRpopmauHoHHOH — HesonacHocTH
OpraHM3anuu M CBA3AHHBIX ¢ HeH KOMNOHEHTOB H HHTepdeicos. [Ipu
3TOM apXurekTypa HHOOPMALHOHHOHK 0¢30MAaCHOCTH OTpaXKaeT TeKyLue
H, rNaBHoe, GyayLine NOTPeOHOCTH KOMMEpPLIHH.

OObMHO BLIAEAIOT 3 YPOBHA apXUTEKTYpbl — KOHUENTYaNIbHBIH,
JIOrHYecKuii W peanus3audoHHbId (TexHonorudeckui). Ha puc. 2.2
MoKa3aHa TaKas AapXMTEeKTYPa, TEXHOJNOrHYecKas 4YacTe KOTOpOH,
OOBIYHO HAXOAMTCA BHE KOHTPONSA iy #06b1 H€30MacHOCTH.

Kak nmnepelith OT TeKylero coCTOSHHA K HoBoMy, Oonee
COBEplUICHHOMY U 6oJiee COOTBETCTBYIOIUEMY HOCTABNCHMEIM LEAAM
cocTosaHu? [N 3TOro ecTh CTPaTErks, TC €CTh HAaNpaBieHUe AeHcTBEMR
1A AOCTHXKEHUSA MOCTABNEHHBIX LEenei.

Cmpamezus — KOMIUIEKC CTPYKTYPHPOBAHHBIX H B3aHMOCBA3aHHBIX
peticTBHil, NIpU3BAaHHBIX OOECMEYHTE HENpepbIBHYIO yCNellHylo paboTy
npeanpuaTus. Ha puc. 2.3 nokasaHa B3aHMOCBA3b MEXAY apXUTEKTYpoii
H crparerdeii. Crpaterus onpeAeisieT ONTHMANbHBLIA crnocob ee
JOCTHKEHHA, HMes Lielh B BUIE apXHUTEKTypbl knbepbesonacHOCTH.
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KoruenryamsHbii
YPOBEHE

PeamiauMoHHEIA
YPOBCHE

Jromi Hudopmaupna  Texuonorau

Puc.2.2. ApxaTeKTYp2 xubepie3onacHOCTH

Ap pa Crparernn
kubepbesonacrocTn <:> kubepbesonacrocTa
Uro Tpebyercs mna Kak goctHralorca uemu ?

AOCTIDKEHHR LeTH?

Puc.2.3. B3aUMOCBA3L MEKAY apXMTEKTYpOii U cTpaTerded

Yacto pazpabatbiBaetrca cTparerus kuGepGe3onacHOCTH, KOTOpas
BKJTIOYAET apXATEKTYPBOE ONUCaHHe 6e3 panuums MEXAY CTpaTEerHeH H
ApPXUTEKTYPHBIMH KOHUENUHAMH. DTO He COBCEM NpasHIbHO, MOTOMY
YTO apXUTEKTYpa, TO €CTh LIENH, MOTYT HE MEHATHCA CO BPEMEHEM, B TO
BpeMsA KaK CTpaTerHs AOCTHXKERHA 3TMX [efieil MOXET CEpPbe3Ho
MEHATECH B 3aBHCHMOCTH OT BHEIUIHKX M BHyTpenHux ¢raxTopoB. Ecan
CTpATErus W apXMTeKTYpa OMHCaHbl B OHOM AOKYMEHTE, apXUTEKTypa
AO/DKHA H3AMEHHTHCA 10 MEPE N3MEHEHHSA CTPATETHH.

2.2. IlonnTuka kubepbesonacnocTu u eé peanusalnsd

Honumuxa undopmayuonnoit  besonackocmu (MMM MOJNMTHKA
6e30NacHOCTH) — [MJIAH BBLICOKOrO YPOBHA, ONHCHIBAIOWIME HEMH H
jagaud OpraHMsauyd, a Takke Mephl ofecnedenns 6Ge30macHOCTH.
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[MonuTHka omnucbiBaeT GeszonacHocTe B oBobmeHHEIX TepMHHax. Oua
nAaHHpyeT Bce mporpaMMet no obecneveruio GesonacHocty. [ToauTHka
HHPOPMALMOHHOH 6e30MacHOCTH  JOo/pkHa obecneunBaTh 3alHTY
MpOLECCOB pelleHY s OPraHu3alHORHBIX BOMIPOCOB HITH 3alMTY pabounx
MpOUECCOB.

AnnapatHpie cpeacTsa ¥ nporpaMMHoe obecnedeHHe ABNAIOTCA
HWHCTpYMeHTaMHu, obecneynBaloliuMy pabounii npotecc, ¥ OHH JOJIKHbI
ObITe OXBaueHb! MNONWTHKONH OezomacHocTu. IosToMy B KagecTme
OCHOBHOI] 3anaud HeoDX0AHMO paccMaTpHBaTh NOJTHYIO
HHBEHTapU3allMIO CHCTeMb! (BKJTIOHAs  ceTeBYK  KapTy). [lpu
COCTaBNEHHUH ceresoii KapThbl HecOXOREMO OTIpERENUTE
HHGOPMaLIMOHHBIH NOTOK B Kaxaoit cucteme. Cxema MHGOPMALMOHHBIX
NOTOKOB MOXET MOKa3aTh, B Kakoil cTenetl HHQOPMaLHOHHBIE TIOTOKK
obecneuyrBatoT GU3HEC-IPOLLCCHL, @ TAKOKE OTPACHH, B KOTOPBIX BAXHO
OPUHUMATh AOMOMHHTENbLHLIE MEPbl A O0eCnedeHHA 3aIUUTHl
mu3HecnocoBbHocTH HWHQopmaunn. KpoMme Tore, ¢ noMouisio 3TOH
CXEMbI MOXKHO ONpeIeNuTh MECTO, TAe obpabateisaetca HHGopMaIus,
Kak ara uHdopMauus  OMKHA  XPAHWTHCA,  3AMHCHIBATHCA,
meEpPEMElaTheA H KOHTPOAHPOBAThCA.

WuBentapuiauns NOMHMO  ammapaTHOTO H  TPOrPaMMHOIO
ofecredeHuy OOJDKHA OXBATBLIBATE TAKHE PECYPCHl KaK, MpOrpaMMHO-
annapaTHas AOKYMEHTauus, TeXHOJOrH4eckas JOKyMeHTauus 4 T.4., He
CBSI3aHHELIE C KOMMBbIOTEPOM. B cocTame 3Tux ZoKyMeHTOB MOTYT OBITH
ceefieHHs 06 oOcoDEHHOCTAX OpraHM3auMM KOMMEpLHH, H 5TH
JOKYMEHTHl YKa3bIBAOT MECTA, KOTOPBbIE 3JMOYMLILIACHHHKH MOryT
HCIIONBE30BATE.

Heobxooumocme noaumurxu Gezonackocmu.

- yBENH4YEHHME  KOAMYECTBA  YCTPOMCTB, HCMOJB3YEMBIX B
OpraHM3auuH, NMPHBOAHT K YBEJIHYEHHIO KONMYECTBA MHGOpMALUH,
nepeaapaeMod M XpaHUMOH B CETH. 3Ta CHTyalus, B CBOI O4YEpeb,
TaKKe MNPUBOAMT K YBENMHMEHHIO yrpo3 6e3omacHOCTH, BO3HHKIUHX B
pe3yfbTaTe PasNHYHBIX  YASBHUMOCTeH. nonuTHka Ge30NMacHOCTH
Mo3BOJIAET OPTraHU3aLHH GOPOTHES C STHMYU YIpo3aMH M 3aLIKILATE €€ OT
notepy HHPOPMALHUH.

- TIONHTHKA 6e30nacHOCTH obecneynsaer cobmoaeHHe
COTNACOBAHHBIX 3a8ay NPHHUMOOB §e30NacHOCTH 3a cdeT 0e30nacHoro
BBINONHEHHA BCEX cIJyHKuHii OpTraHH3alHH. [MOJAHTHKA 0e300acHOCTH
oflecmeunBaeTt cobniofiedne CTaHJAPTOB uHpOpMAaLHOHHOH
6€30MaCHOCTH INPH MOCTPOSHHM JOBEPHTEMbHBIX OTHOUICHWH ¢
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KNMEHTaMH, MOAHTHKa OE3OMaCHOCTH MOMOraeT cumauts PHCK
NOATBEPASHUA KOMIAHHH BHEWHNM HHOOPMALUHOHHBIM yFpO3aM.

- nonuTMka OGezonacHOCTH oBecneuBaer npaposyo 3aIMTY,
onpenesss, KakHe npaBuna AOMKHbI HCNONB30BaThC B ceTH, Kak
XpaHUTCA KOH®UAEHUYANBHAA UHPOPMALKMA ¥  kakpe ANropuTMbL
wudpoBaHUA HEOOXOANMbL ANA YMEHBUICHHA PacKpbITHA HHQOpMALHH
Y YMEHbIEHNA OTBETCTBEHHOCTH OPraHH3auuy,

- nonuTuka 6e€30NacHOCTH CHIKAET BEPOATHOCT: HapyeHHMit
£e30nacHOCTH 3a cueT NPOrHO3HPOBAHHA YIPO3 A0 UX BO3KUKHOBEHHUA U
BLIABNCHHUS YA3BUMOCTEN.

- OHa TaKkKe CBOOAWUT K MHHHMYMY DHCK NOTEpH W yTeuKH MAHHBIX
OpraHH3alHy 3a cHer BHEAPCHNS METOIOB PE3CPBHOrO KONUPOBAHUA K
BOCCTAHOBNICHHA.

Hpeumywjecmaa noRUMUKU bezonactiocmu;

-  noguluennan HesonacHocme Oannbix U cemu: Opraidzannu
OCYIUECTBAAIOT MNOMHTHKY, OCHOBAHHYK Ha ceTH, obecneunparou(He
6e30MacHOCTh CBOHX A2HHBIX. MONHTHKa Oe3zonacHocT oGecmeynsact
3alUMTY NpK nepenave AaHHbIX U3 IPYTHX CHCTEM B CeTH.

- CHUOICeHue  puckos: 33  CYET  peanusau¥d  NOJUTHKH
6e30MacHOCTH CHHKAIOTCA BO3MOXKHBIE PUCKH OT BHELUHKX UCTOYHHKOB.
ecny COTPYOHHKH AeHCTBYIOT HA OCHOBE NMOAMTHKH Ge3omacHOCTH, TO
CNyYaeB NOTEPH AGHHBIX U PECYPCOB NPAKTHYECKH He HabmonaeTcA.

-  MOHUMOpUHZ U KOHMPORb  RCNOAbICGEaHUS ycmpoiicme H4
mpaichepa  OaHHbIX: NOCKONBKY AonuTHKa  Ge3onacHOCTH
OCYIIECTB/AETCA COTPYAHNKAMH, HEOOXOAUMO, YTOGHI AAMEHHCTPATOPbI
IOCTOAHHO KOHTPOJMPOBANH TPaduK B OpraHuzauuu n MCMOME3YEMBIE
SHEWIHHE YCTpoHcTBa. BXOAAUMH W ucXoasmuli Tpaduk aomKeH
OTCIIEXHBATLCS M MPOBEPATHCA HA PETYNAPHOM OCHOBe.

- 8bICOKAR NPOUIEOOUMERLHOCMYL Cemu: MNEPerpy3kd He OYAYyT
AOCTYNOHBY, €CH MOAKWTHKA Oe30MAaCHOCTH peafiH30BaHa NPaBHNbLHO H
CeThb MOCTOAHHO KOHTPOJMUPYETCA. CKOPOCTh nepefayd AAHHBIX B CETH
YBERHUHUTCH, U 3TO NPUBEAET K YBEMAUEHHIO obuiei 3¢gpdeKTHBHOCTH.

- MoOMeHmanbHOe PeazuposaHue wa npobrems ¥ omcymcmeue
gpemenu  Gezdeficmeus. PEATH3AUMS MONHTHKY Oe30NacHOCTH 1OacT
BOIMOXHOCTL HeMe[JICHHO PearHpoBaTe npy oOHApYXKEeHHH ceTeBblX
npobnem.

- CHudiceHue yYpoGHs GOANCHUR 6 ynpagreHuu: TPH PeaNU3ailiK
NONUTHKE GesomacHocTH MeHEMKEp OyaeT MeHbIE BORHOBATHCA.
3aJa4a B pONMTHKE O€30MACHOCTH OOA3aTesbHO [OMXKHA OBITh
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NPUKperUieHa K ONpeAeNneHHOMY COTPYAHHKY OpraHu3alUuH, ecnH TaKas
CHTyauuss Gymer peanH3oBaHa, TGO B YONPaBNCHHH He BO3HHKHCT
GecriokoiicTBa, naxe €C/i B ceTH GyaeT obHapyKeHa HeUCTpaBHOCTb.

- CHudicenue 3ampam: €CIH COTPYAHMKM OymyT CNEfoBaTh
NONMTHKe AC/KHBIM O6GpPa30M, H3GERITOMHBIE 3aTrpaThi HA Pa3IH4HBIC
NPeAATCTBUA, BIAKSIOLUUME HA Oprasdu3aliiio, 6yayt YMEHBUICHEL.

Hepapxua noarumuxu GesonacHocmu.

Mpu pazpaboTke nDOAMTHK Ge3oMacHOCTH B OpraHu3allusiX
HCNOAB3YIOTCA pa3fiHuHble NOKyMeHTbl. Pa3pafoTka 3THX NOKYMCHTOB
34BHCHT OT YpPOBHA MepapXuH MOJAHTHKH Ge3omacHOCTH W €€
KORH4YecTBAa.

- 3akonbi. 3aKOHBI pacHOMOXKEHB HA CaMOM BEPXHEM YPOBHE
HEepapxHMy W BKAIOYAKOT B ceba 2a734M, KOTOpbiE AOMKEH BRIMTOJIHATD
KOKALIH COTPYAHMK B Oprasusalldid. [NR KaXAoro COTPYAHHKA,
KOTOpBiii He coOMIoAaeT 3TH 3aKOHbl, AOJDKHLI OLITE NPHHATH MEPh
OTBETCTBEHHOCTH.

~ HOpmamugHoie Ooxkymenmsl. HopMmaTumHele axTbl ABAAIOTCA
BTOpPOif cocTaBasioOlleli B  Hepapxuy, KOTOpbie rapadTHPYIOT
cobniofenne paboTHHUKAMH 3aKOHOB, HOPMATHBHEIH JOKYMEHT —
COBOKYNHOCTE PYKOBONAWIHX. AOKYMEHTOB, COOTBETCTBYIOLIAA 3aKOHY O
NONUTHKe 6€30MaCHOCTH M COCTOAWNAA H3 COCYAApCTBEHHBIX HIIH
COLMANBHBIX HOPMATHBHBIX JOKYMEHTOB.

-~ noaumuxu. C [NOMOIUBK FOIUTHK OpraHH3alHs co3naér
3aKOHHbIE BHYTPEHHHMEe ceTeBple Tpebosauus ans obecnedyeHHA
6ezonacHOCTH NEPCOHANBHLIX CeTeii. MOMMTUKA COCTOUT M3 Pa3lNMYHBIX
UPOuenyp, OTPaKAIOWIMX APXUTEKTYpy Oe3omacHOCTH OpraHH3auKH.
Pfanuaayus 3THX NONUMTHK AO3BOIMT OPraHM3allHH BLINOMAHATH TAKHE
33hayy, kak YCTAHOBACHHUE CTAHAAPTOR U YNpaBlecHHE pUCKaMH.

- cmandapmet. CTaHAAPTHl ONUCHIBAOT METOABE peanM3alHK
NMOMUTHKY H OCYUIECTBASIOTCA OPraHM3auMAMH. CTAHOAPTHl ABJLTIOTCA
AOGpPOBONLHBIMH ¥ OOA3ZATENBHBIMM B COOTBETCTBHH C MOJHTAKOH
NpeanpuaTHs, ¥ HE AOMKHB TPeGOBAThL HIMEHEHHS MO MCTEHCHHH
ONIpeRCAEHHOTO MEPHONA BPEMEHW. CTAHAAPTHl TaAKOKE BIIIOYAKOT
cpeacTBa KOHTPOJS OGE30NACHOCTH, B 3ABHCHMMOCTH OT TEXHOJIOTHH,
YCTPOHCTB2 U MPOrPaMMHOr0 ofecneyenus.

- UHCMDYKYULU, HucTpyKkuuu noMorawmT OpraHusauHH
NPOTHBOCTOATE Yrpo3aMm, ONpeAenia CTpaTerdid peaiHsalyH MOMHTHK H
CTAHAApPTOB  OpraHH3allHH. MNOITOMY COTPYAHHKH  OpraHH3alHH
NPOXOAAT cneLHaNbHOe ofy4enue, YTOOH! BBINOIHATE HHCTPYKUHH.

45



- npoyedyper. [lpoueaypsl — Habop NOCNEAOBATENRBHBIX WIArOE B
peamMzanuM MOMHTHKM OPraHH3aUuH, JUIS peanu3aldd  KOTOpBIX
tpebyerca omoOpeHHe NPHUBHACIUPOBAHHOIO cyObeKkTa. [pOLESAypbI
paboTaloT Ha OCHOBE CNERYIOLIHX BOTIPOCOB:

e KTO 4TO BEIIOAHAET?;
e Kakue y HUX 3Tanbl?;
o -gakne GopMEE U AOKYMEHTE] OHH HCMONb3YIOT?.

- oBwue npasura. OBiHe NPABUNIA — JOKYMEHT, obecreyHBaomH
peKOMEHAALUHAMH M0 BEIOOPY, HCMOMbIYIOWMACA B OTCYTCTBUH KaKHX-
nubo CHelHaNbHBIX CTAaHAApTOB. o©fIMHe npaBHna BBIMIAAAT KaK
pexoMeHAaUKH, W OpPraHu3alliH He CMOrYT OT HHX OTKa3aTbCHA. XOTA
BEIMONHEHHe OOIIMX NpaBUN CHWXaeT PUCKH, PEeKOMEHAYETCS Takxke
H3MEHATE OIiie MPaBUAA NPH W3MEHEHUH GuaHec-TpeGoBaHUH.

Honumuxa 6ezonacsocmu Ooaxcua obnadamp  CAEOYIOMUMU
XapaKmepuUcmuKamu:

- Kpamxocmb U AcHOCme. NOJHTHKA Ge3onacHOCTH HOMXHA 65ITE
kpatkoli M ACHOH MNpH peanusauum B HHOPACTPYKType. CIOKHBIC
MONUTHKH G€30MacCHOCTH TPYAHB! O/ MOHMMAHMA W HE MOCYT OBITH
peanH30BaHb! TaK, KAK OKHAAIOT COTPYAHUKH.

- docmynHocmb: NOAWTHKE AOIDKHA ObITh NpocTod B HANMHUCAHHH H
COPOEKTHPOBAHHOA ISl Pa3NUYHBIX CEKTOPOB OPraHM3alMH. XOpOLIo
HanucaHHas MOMHTHKA OYACT NErko YOpaBNATAGCH H pealH30BEIBATLLS.

- sxoHoMudeckan obocnosawnocms:  opranusalHd  BODKHBI
NPOBOAMTE  DKOHOMHYHYIO M [OBHILIAIOILYIO coOCTBEHHYHO
6e30MacHOCThL MONHTHKH,

- npaxmuyHocmb;  TNOINMTHKA [OKHA  OBLITh rlpalc'ruqnoﬁ,
OCHOBAaHHOH Ha PpeanbHOCThb. peanu3ainnsa HepeanpbHOH MOJAHTHKH
cosgact npobneMy Anst OpraHH3alMH.

- ycmoiivueocmy. OpPraHM3alvs AODKHa HMeEThb yCTOHYHUBOCTE B
pean3anHy CBOeH MONHTHKH.

- npoYedypHaR mepnumocmy. KOTAA BHIONHAKOTCS MONHTHYECKHE
mpoueAypsl, OHM [O/KHEI COOTBETCTBORATE paboTozaTefMio  H
pabOTHHKY.

- coomeéemcmeue xubep u 10puduNecKuM 3aKOHAM, CMAaHOAPMAM,
npasunam ¥ UHCMpyKyuiM: OCYIecTBaseMasn A0GpoBONBHAR NOMHTHKE
AOJDKHA CCOTBETCTBOBATh NPAaBUNAM W PYKOBOACTBaM, pazpaboTaHHbIM
Ha OCHOBE KHOEpP3aKOHOB.
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Tunet nonumurx ungopmayuonsiot Gezonackocmiu. Ilonntuka
CUMTAeTCs BaXXHOM npM MNNaHHpoBaHWM, paspaboTke M BHEApEHHH
HHpOpMaLHOHKRON OE30MACHOCTH B OpPraHU3alHH, H OH2 NPEROCTABAACT
NONB3OBATENAM PpEUICHHS CYLIECTBYIOWHX NpodneM B AOCTHXEHHH
ueneit 6esonacHoct. Kpome Toro, monutika 6e30MacHOCTH ONHCHIBAET
¢yHKkuuM  nporpammuoro obecneuenus u  obopyaosakus B
Oprasu3aLny. - -

Ha npegnpuatusx B ciepe HHGOPMANHOHHBIX TEXHONOIUH
NPUMEHAIOTCA ciefyrOILMe NOJHTHKH 6e30nacHOCTH:

- noaumuxa ungopmayuoHxoit  besonacrocmu  opzavuzayuu
(Enterprise Information Security Policies, EISP): 3TOT TN NONHTHKH
noalepxuBaer He3onacHylo cpeay OpPraHM3allMM, npeanaras e WIEH,
uenn H meroasl. OHa onpeaenser MeToAbl pa3paboTkH, peann3alud H
ynpaBnenus nporpammamH GezonmacHoctd. Kpome Toro, pauHas
NONWTUKA rapautupyetr cobmoacuue TpeboBaHHE npeanaraemoii W
3anpatlMBaeMoi CTPYKTYpht HHdpopmannoHHo#t 6ezonacHocTH.

- ROAUMUKU 683OHGCHOCH1H, OpNEeHMUPOBAHRBIE HA npoﬁﬂwu
(Issue-Specific Security Policies, ISSP): 3T NONMTHKN OPUECHTHPOBAHB!
WMEHHO Ha npobnemMet ¢ 6e30MACHOCTHIO B OpPraHHM3allud, a OXBaT H
cepa npUMeHEHHS 3THX NonHTHK GesomacHocTH GyZer 3aBHCETh OT
THAa npobneMbl M KWcnons3yeMuiX B Heil MeToaoB. B Hell mokasauwl
npodNIaKTHYECKUE MEPH, HanpuMep, HeODXOZHMBbIE TEXHOMOTHH LA
aBTOpH3AlKH PaB AOCTYNA HONb30BaTENeH.

- NMOJMUMUKU 6830"0CHOC!HR, opueumupoeannue HQ Cucmemy
(System-Specific Security Policies, SSSP): peanuzai(us 3TOH NOJHTHKH
Gesonachocty Britouwaer B cebs obecnevenue obmedl GesonacHoCTH
ONpenenénuoit cucTeMsl B opraHuszaumu. IIpH 3>TOM OpraHM3ailiH B
UENAX NOAAepycky cHCTEMBI PaspabaTHIBAIOT K YIPABAAIOT NONUTHKAMH
SSSP, KOTOphie BrAOUaOT mpoueayphl M cTaHAapTe!l, Kpome Toro,
TEXHOMOTHH, ucrioAb3yeMple OpraHu3aumed, BKMOYaT B ceba
NOJMMTHKY, HanpaBREHHYK) HA CHCTEMY. 3Ta MOAMTHKA MOXET
YUHTHIBATh peanusauuio, KOHPUIypauuio W JeHCTBHA noNp3eBaTenei
TEXHOROTHUH,

B opranuszauusx MoxeT CyLIECTBOBATE MHOKECTBO NONHTHK
6€3001aCHOCTH, HaMpaBNeHHBIX HA pasnuuHbie uenn. Hmke npybeacHb!
HEKOTOphIE U3 HUX.

Ionumuka ucnonvicsanus Humepnema. Hacrosllad NONMTHKA
onpenenseT  OrpaHMueHHs Ha  ucnonssopanue MHTepHeta W
YCTaHaBNKBAaET MOPSOOK HCMOAb3oBaHMA MHTepHeTa COTPYAHHKAMH.
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IomiTuka ucnonb3osanna UaTepHeTa BKMOUaeT B cebs paspelueHus Ha
Roctyn B Hureprer, 6e3onacHocTs CHCTEMBI, YCTAHOBKY CETH, YCIYry
HT u oxearbisaeT Apyrue HHCTPYKUHH.

[onvruky wucnonssosanus HuTepHera MOXHO pasfenuTs Ha
Clefytolle YeThipe KaTeropHu:

1. Becnopsoounan noaumuxa (Promiscuous Policy): 3Ta NONHTHKA
He¢ HMEET OTrpaHH4eHHH HAa MCMONBICBAHHE CHCTEMHBIX PECYpPCOB.
Hanpumep, cornacso 31oif nonuTHke, NoAb30BaTENL MOXET MONYUHTH
zoctyn K mobomy caiTy, 3arpy3uTs mofoe NpuaoKeHHe, HCMONB30BATh
YAANEHHBIA KOMNBIOTEP WIH ceTh. XOTS 3Ta NMOMHTHKA MOXET ObITh
MONe3HOH A/ COTPYAHHKOB, paboTaiommx B oducax KOpMOPATHBHLIX
opravuzanuii, mnud mnocerurenet OpraHH3alUWH, OHA MOMET clhenartb
KOMIOBIOTEP YA3BHMEIM [JIA Yrpos, OCHOBAaHHBIX Ha BpPEAOHOCHBIX
fiporpaMmax. To €cTb, MOCKONALKY OrpaHMuUEHHMHA Ha HCNOAbB3OBaHNE
UnrepHeTa HeT, BpeNOHOCHBIE TPOrpaMMbl MOTYT [POHHKATb B
pe3yNbTaTe He3HAHHA NOAB3OBaTENE(H,

2. [lonumuxa, ocnosannan na paspewerusnx (Permissive Policy):
COINIacHO 3TOH MOAUTHKE GIIOKUPYIOTCS TONBKO OMacHbIE YCIYrH/ aTtaku
H nosefienwe. Hanpumep, B paspemaroweii nonurnke HHTepHeta
OCHOBH3s 4acCTh P[Hrepﬂe'r-'rpaqmlca Gyner OTKpbITa, 32 HCHITIOYEHHEM
PAla PpACNpOCTPaHEHHBIX BPEAOHOCHBIX cyx6/ arak. Tonkko
Gnaroaps WMPOKO pacnpocTpaHéHHbLIM arakam H  OJOKHPOBKE
BPEXOHOCHBIX MPOrpaMM AAMHHUCTPATOp MoxeT ofecrneddTh 3alUHTY
OT BPEAOHOCHBIX HSHCTBKH B TEKYIEM cOCTOAHHH. JTa [OJHTHKE
Beeraa Tpefyer oOHapyKEHHA HOBBIX aTaK U BPEAOHOCHBIX [IPOrpaMM H
BHeceHHd HX B 0a3y JaHHLIX,

3.Ilapanoudanenans nonumuka (Parancid Policy): coraacHo
NapaHOHAANbHOH MNOJMTHKE, BCe Oyaer 3ab6A0KHpPOBAaHO H OynyT
BBEAEHbI CTPOTHE OrPaHH4YEHHWA HA KOMIBIOTEPH OPraHHU3alHH,
HCNONL3YIOUME CHCTEMY MM CeTh. B cooTBercTBMM C HACTOALUEH
[OJIMTHKOH NOJB30BATEAL MOXeT BooDINe He O6biTe MOAKMIOYEH K
HHTEpHETY KN MOXET OBITH NOAKIHOUYEH CO CTPOrMMH OrpaHHUSHHAMU.
B Takux cny4asxX [(IOAL3OBATENH ODBIUHO mbrTaroTcAa 0OOHTH NpasBuna
MOJINTHKH,

4. Pasymnas nosumuxa (Prudent Policy): Pazymuas nonaTHkKa
peannsyercs nocne HNIOKMPOBKH BCeX Cyk6, nmpu arom GesomnacHble U
HeobXoauMBbIE Cy ROl pasperuarTca aqMHUHHUCTPATOPOM
HHauBHAyanpHO. OHa pPErHCTPHPYET BCe CcoOBITHSA, CBA3aHHBIE C
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cUCTeMHON/ ceTeBOl AKTHBHOCTBIO, ODECTIeuMBAA  MAKCHUMAbHYIO
6e30acHOCTS.

5. llonumuxa ONMUMAALHOZO  UCNOAL30BRHUR, [TonutHka
ONTHMANBHOrO HCMONb30BAHHA COCTOMT H3 [MPaBUNl, YCTAHOBREHHBIX
BlajensuaMd  ceTH M BeO-CalTOB, H  OnNpejenser MNpPaBHIBHOE
HCTIONL3OBAHME  BHLIYKCAMTEABHBIX  PECYpcoB. OTa  MONHTHKA
ycTauaBAHBaeT o63aTeNLCTBO MOJNb30BaTENEH 3alHILATD
uHQOpMaUMio, cojepXallylocs B HX axkkayHtax, u Tpedyer or
NOMB3OBATENA NPHHATHA OTPaHHYEHHH MOJHTUKH OPH UCOONB3OBAHHH
CeTH WNK KoMmnbioTepa B VHTepHeTe. PasyMHas MONMTHKA BKIOYAET B
ceGA mpunuMObL, 3anpeThl, NEPecMOTP W MEPhl HAKa3aHUSA, KOTOpbIe
3AMPEIaA0T NONLIOBATSNY HCNONLI0BATL KOPNOPATHBHLIE PECYpPCH B
MHYHLIX Hendax.

TonutHka ONTEMAALHOTO UCTIONL30BAHHA ABMACTCR HEOThEMIIEMOH
YACThIO ponurTuxi HHGopMauxoHHOA Gelzonackocru. Ilpu  3TOM
OPraHW3agpu MONYHAKT FapaHTHiiHOE NUCLMO O TOM, HTO HOBBIE
COTPpyAHUKY O3HAKOMMEHBl € NOMKTHKOH  ONITHMAALHOTO
HCOONb3oBamMs, MNpeXAe UYEM  palpeliaTh MM WCNONB3OBATE
HHbOpMauuonHsIE pecypcel. [TonuTHKA ONTHMANBHOrO HCMOQJIL30BAHKS
OXBATHBAST K/IOYEBbLIE aCMEKTHl TOFO, YTO MONB30OBATENH AOJDKHEI H HE
IOMKHEL fenath B MHGPACTPYKTYPE HHPOPMAUHOHHLIX TEXHONOTHA.

AQMUHMCTpaTOp JAOMKEH MPOBOAWTE  PEryMADHBIE  aYAHTHI
Ge3onachocti, uroGn! FApAHTHPOBATH MPABHABHYIO PEANH3AUMIO
MONUTHKY onTUMATbLHOrO ucmonb3obaHus. Hanpumep, GonbLIMHCTBO
OPTaHH3auuf 3anpellaloT BECTH [EPErOBOPB! HA [ONUTHYECKHE M
PeIMIUO3HEe Templ HA CBOMX caiiTax W no moure. B GonbuHnCTBE
MONUTUK QpTyManbHOFO HCNONB3OBAHHA 33 HapylIeHHe HANAraloTCA
HaKa3aHun, Takue HaKa3zaHMA MOTYT BapbHpOBaTLCH OT BPEMEHHOIO
3aKPHITHY aKKayHTa MOJL30BATENA 10 34KOHHBIX HaKa3aHuH,

KoHTpoJbHEBIE BONPOCKI

1.CywHocTs  apxurektypbl M YPOBHEH  uHGOpMALHOHHOH
GeszonacHocTH.

2. lMouaTHe cTpaterun urdopMaLHOHHO#H 6€30MacCHOCTH.
3.Ponp cTparerun ¥ apxUTeKTypbl 6€30NacHOCTH B MOCTPOCHHM
APXUTEKTYPbl NPEANPUATHA.
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4. [Tonuthka WHGOPMALUMOHHOH G€30MacHOCTH M ee
yHKUHA.

5. [Touemy HeobGxoauma noHTHKA Ge3onacHocTH?

6.CocTaB 1 CTPYKTYPa NONMTHKH 6€30MacHOCTH.

7. OcHOBHBte THIBI NONMUTHKH 6830NacHOCTH.

8. [TonuTHka HeroAb30BaHua HHTepHeTa.
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I'IABA 3. KPHIITOI'PAPHYECKASA 3AIIUTA
HHPOPMAILIMH

3.1. OcHoBHbIe NOHATHA KPHOTOrpadHH

Bonpoc nepenauv saxuol uidopMauuy onpeneneHHoMy anpecaty,
B TAHHE OT APYTHUX, MOXET ObITh peLUeH TPEMs cnocobamu:

- 33 cueT co3gaHus abCONKTHO HAAEKHOTO CKPLHITONO KaHana
nepenaun uHbopmaunu Mexay amgpecatamu. OAHAKO B peanbHBIX
YCNOBHAX CAENATH TO CNOKHO,

- 33 cYeT coxpeiTHA (aKTa nepegavull MyTEM MAacKMPOBKH kaHana
nepeaaYH MM Tpadka;

- 33 cyeT MaMeHeHHsa WHhOPMAUMH TakHM obpalom, urobol ee MOr
BOCCTAHOBHTE TONBKO 3aKOHHbI NONyYaTenb.

HiMeHHO TpeTHil BApUAHT SBAAETCA MPEAMETOM  H3yUeHHS
kpunTorpaduu. B Hactosiuee BPEMA, BOMPOCAM, PelaeMBIM B paMKax
KpHnTorpaguu, OTHOCATCS:
obecneyenne kKOHORACHUHANLHOCTH HHGOPMaLHY;
obecneuenue LENOCTHOCTH HEGOPMAUKH;
peanu3aius METOA0B aYTEHTHOHKALIKK;

- obecneyerne HEOTKA3YEMOCTH B ACHCTBUH.

CeoiicTBo  KouQHUACHUHMANbHOCTH  obecmeduBaeTcs 32  CHET
KPUNTOCHCTEM C CHUMMETPHYHBIM M OTKPBITHIM {acHMMETPHYHBIM)
KnouoM. CROMCTBO LEAOCTHOCTH OCYILIECTBAACTCHA ¢ HCMOAL3OBAHHEM
KpunTorpaguueckux  Xell-QyHKUHH W URQPOBBIX  MOAMHCEH.
ChcreMHBad yacTh ayTEHTHRHKALHH MOXET PEANU3CBATHCA HA OCHOBE
KpunTorpaduyecKHx NPUMHTHBOR (cryptographic primitives). Cpo#icTBO
NelicTBHS OMMCHIBAeT, Kak MONyuqaTens COOOLICHMS 3allMilteH OT
MOMBITKM OTIPaBUTEAA OTPHUATE aBTOPCTBO paHeE OTHPABICHHOTO
coobwenns. JlanHoe cpoiicTBe 00eciievHBaeTCs TONBKO C NOMOIUIbIO
KPUNTOrpaghuuecknX CPEACTB C OTKPBITHIM KIEOHOM.

BolleynoMsHyTele  BOMPOCH  KpHOTOrpadum peamusylotcs ¢
HCNONbL30BaHHEM PAAA lcpHnTorpachquKHx TMPHMHTHBOB:

- CHUMMETpPHYHBIE KPUTITOCHCTEMEI,

- KPHITOCHCTEME! € OTKPBITEIM KIHOUOM;

- KpunTorpadHyecKue Xew-QyHKIUHH;

- uH¢poOBRLIE MOANHCH;
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- uudposbie CepTAPHKATEL

Huxe  nOpHBOAMTCA  PasbACHEHHE  OCHOBHBIX  TEPMHHOB,
HCMONB3YEMBIX B OCTEAYIOUIHX YTBEPKACHUSAX.

Angpagum — woHedHBIH Habop HHbOpManKH, McrONB3YEMBIA AMA
npencTapncHH HHtIJOpMauHH. B COBPEMEHHBIX KPHNTOCHCTEMAX 4acTo
ucnonssyercs ABonuHbli  andasut, cocrosmuii TONbKO M3 ABYX
cameonios (0, 1). Taroke MOXHO NDHBECTH B RaMecTBe NpHUMepa angaBut
y30eKCKOro A3bIKa, COCTOALUHH H3 TPHALATH WIECTH 3HAKOB (byxkB),
pyccknii andaput, coctosumil M3 Tpuauath mByx 3Hakos (6ykB),
NaTHHCKH anaBHT, COCTOALIMH U3 ABagUATH BOoCbMM 3HaKoB (OYKR),
andaBuT koMnbioTepHRIX CHMBOMOB ASCII, coctoawuii M3 ABYXCOT
NATHAECATH miecTH 3HakoB (Oyks).

Texcm unu coobujenue — HaGOP OTCOPTHPOBAHHBIX MO AN(PaBATY
aseMenToB. Omxpeimetii mexcm (plaintext) ~ ucxoanoe coolLieHHe,

npeaxasHaueHHoe WA Wb poBanus. 3auudposannviii mexem
(cipher text) — peaynbTaT WH{PPOBAHHA OTKPLITONO TEKCTA.
Hlugposanue (encryption, enciphering) - npoLecc

npeobpasoBaHHA OTKPBITOTO TEKCTA B 3alli(poBaHHbIH TEKCT.

Pacuugppoexa (decryption, deciphering) — oGpaTHbIfl Mpolecc,
npeobpasyioiyii 3aUGPOBAHHBIA TEKCT B OTKPBITHIH TEKCT.

Jewupposanue (breaking) — npouecc BoccranopsiedHs OTKPHITOro
TeKcTa Ha 3alH(pOBaHHOM TeKCTe, Oe3 3Hanua KaoYa.

CocpefloTOYMMCA  HA  pasHUNle  Mencay paclnpoBkoi U
gemmpposkoii:  ecnH  paciiHgpoBka  cymTaeTcs  CTaHAAPTHLIM
cocTosHHEM OOpaGOTKM NpH HCNOML30BAHMH KPHNTOrPagHUECKOro
anropuTMa, TO AcmM(pPOBKA, CKOpee Bcero, Ans KPUNTOAHANH3A,
SABNAETCA HapyLIeHHEeM KPHIITOCHCTEMBL. Oouthit TEPMHH
«wHppoBaHHE» O3HaYacT npouece WHpoBaHua U pacLUHGPOBKH.

MeTonel B3IOMA KPHOTOCHCTEM ABMAIOTCA OpEeAMETOM H3YUEHHS
KpUnMoaGraIu3a. Iockoneky xpunTorpadMA KM KpHATOAHANM3 TECHO
cBA3aHHl, HX YaCTO PacCMaTPHBAIOT B COBOKYNMHOCTH KaK SAHHYIO HAYKY
— kpuntonoruio (kryptos - ckpbiras, logos - Hayka).

Kpunmocucmema  (cryptosystem) -~ cemeiictBo OOpaTHMBIX
npeobpa3oBaHHi OTKPBITOTO TEKCTA B MIMGPTEKCT, KAXKAOE H3 KOTOPLIX
onpeaenaeTcs COOTBETCTRYIOMHM aNTOPUTMOM H 3HAUYEHUEM KIF0Ha.

Karou (key) win kpunTonepeMenHas (cryptovariable) — koHKpeTHOE
3HAYCHHE HEKOTOPHIX MApaMeTpoB KpunTorpaduuyeckore ajropuTMa,
o6ecnevnBaiolliee BEIOOP OAHOrO NpeobpazoBaHus U3 CEMEHCTR.
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Brewnuii BHA  KPUNTOCUCTEMBI B BHAE «UEPHOrO AIIHKAY
npejcTagien Ha puc, 3.1,

Kmoy Kmoq .
Oviphisiii JammdposaHL Orpurmuit
TeKkeT TeKeT TeRCT
T | [lndposaie == ——— T = = — - Premwdposa p———

Puc.3.1. Bug KPHNTOCHCTEMBI B BHJE «4EPHON0 AIMMKA»

PaccMarpHBaa = KpanTocHCTEMY  KaK  CHCTEMY € ABYMA
COCTABAAIOMWMNMHE: AJIFOPHTMOM H KRIOYOM CREAyeT YNOMAHYTh HpuHyun
Keprzoggha. Cornacto 3TOMY NPHHUHAY, B CEKPETE AOKEH XPAHUTBCS
TONBKO KO, 2 aNropHTM ItHGPOBAHKA NOMKeH GBITh OTKPBITEIM, DTO
O3HAY2eT, yro cHcTeMa He OYAET AWCKPEAUTHpOBAaHA, AMKE ECNH
JOYMBIUIASHHHK 3HACT ANTOPHUTM. A W0y MOwHO 3aMenuTh. Knoxn
[llexHoH onncan 3TOT NPUHLKA Kak «Bpar sxaer cuctemy».

B OonbmmucTBE CMydaeB NOAL3OBATERH MNOHMMAIOT ROHATHR
wiudiposarus 1 KOOUPOEaKu NAHHBIX KaK OLHO K TO xe. Koduposanue
— mnpeoOpaszopaHHe AaHHBIX B ApYroH (opMatr, HCNOMB3YA CXEMY,
OTKDBITYiO AAA BCeX (AaKe MU 3NOYMBILUIEHHHKA), YTODB! JIErko
BOCCTAHOBHTEL JAaHHbIE B  UCXOJHOe cocToAanue. KoanpoBauue
ocymecteiseTcs ana  obecneweHHs  ypofctsa  MCmOAB3OBAHHA
AEGOpMALBH K KCNDAB3YET CXEMBI, OTKDBITHIE AMA BCEX.

B npouecce wugposanus uHQOPMAUHA Takke npeobpasyerca B
npyroii ¢opmat. OAHAKO, TOABKO OTIPpENEACHHbIE MMLA (JIHIA, HMEIOIIHE
Ko4H paciuugpoBKH) CMOTYT NOBTOPHO mpeobpazorath UX. OCHOBHOH
uenpio LiugpopaHud ABAseTCA obecneveHue KOHGHUASHUKANBHOCTH
HMHpOpMALMH, H €€ TNOBTOpHOe mnpeolpasoBaHKe OrPaHHHEHO
HEKOTOPLIM JIMLaM (TEM, ¥ KOTO HE UMEIOTCS KIIOYH paciin(pPOBKH).

TMockoneky Kpuntorpadus W cmezanczpagus umerdT CXOACTBO B
ofnactax HaykH, B SONBLIIKHCTBE CIyQaes UX nyTawoT. Cmezanozpagua
—~  COKpHITHE KOH(HACHUHANLHON HHpOpPMAUMH B  OTKDHITHIX
uHpopmauuoHHex Macchpax. JIpyramu cnopamu, OcHoBHAas HAes
crerajorpagun — u3bexaTh nonospeHuil B CYIMECTBOBAHHH
KoH$UACHUHANBHOK HHDOPMAIHH.

B xpunmozpaghuu oTNpaBHTENbL Nepes nepepadeit coolmenusa 0o
oTKphITOl ceTH (Hanpumep, HHTepHeT) mpeoGpasyer cooblueHne B
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samudpopannsit TexcT. Koraa 310 3awmposaHHOE coobuieHHe
MOCTYNaeT K DNOMy4aTeNlo, OHO CHOBA BO3BPAlIACTCH B PEXHM
oBsIUHOrO TekcTa. B obuteM, ocrosxan yeao wiugposarusn Oannvlx (Ha
OCHOBE CHMMETPHIHBIX KPHNTOrPAaQHYECKHX CHCTEM HIH CHCTEM C
OTKpPHITLIM KJIOMOM - HEBaXHO) — COXPaHHTE KOH(HACHUHANLHOCTE
JAHHBIX B TaiHe OT OCTANBHBIX.

Hcemopun xpunmozpaguu. Cameie paHune dopmst wndposaHus
DAHHBIX HCTONBE3OBANKMCH ThICAYHW JeT HKasad, Lludpsl, koTopbie
HCOAB30BANMMCE A0  MOCHEMHMX  JecATHAeTHH,  HA3bIBaNHCh
xaaccuyeckumy Whdpamn. Passutve kpuntorpaduu  Kak  HaykH
n3yuanocs B OOMBUIMHCTBE NHTEpPATYPHBIX MCTOYHHKOB HAa OCHOBE
Pa3sHbIX HOAXOAO0B, pasneAcHHBIX Ha HECKOAbKO Mepuoaos. Hanpumep, B
HEKOTOPBIX HCTOMHHKAX (HHdpPLl, HCNONb30OBaHHBIE A0 CO3LAHMA
BEIUHCIIHTENBHBIX YCTPOHCTB, OTHOCATCA K MEPUOAY KAGCCUNECKIX
wughpos. A NOCHeAYIOWHH MEPHO HA3BIBAIOT NEPHOIOM COBPEMEHHOH
kpurnrrorpaduu. OnHako, MOCKONBKY TNepHod  AC  CO3JaHMS
BEIMHCIIMTENBHbIX YCTPOHCTB GBL1 O4eHb AONCHM, BaxHO OBUTO
pasgenuTs HX Ha 4acTH. IloaroMy craHOBneHWe KpPUNTOMOCHH Kak
HAYKH MOXHO YCOBHO PA3IENMTh Ha CCAYIOLIKE NEPHOSBL:

1. [pesnuit nepuod (kraccuweckue wudper OpeeHezo nepuooq).
KnaccHueckye wH@pst 5TOre nepHosa B OCHOBHOM OCHOBaHB! Ha
TPaHCMO3KUHH andaBUTHOH 3aMeHel W 3aMenst MecT. Hanpumep,
meToxel keanpata Llesaps, [Tonubus,

2. Cpednuii nepuod (kraccuxeckue wugpu cpednezo nepuoda). B
10T MepuoA WHdps! B ocHOBHOM Gasuposanuck Ha MHOroaN(aBHTHOMH
MOACTAHOBKE, W B KavecTse MPHMEpa MOXHO MNPHBECTH METOMbI
BwkuHepa, Arbaia. IUndpet aToro nepuoga umenn Gonee BLICOKYHO
yCTOHUYHBOCTD, 4eM 1M (Phl IEPBOro Mepuona.

3. Mepuod 1 u 2 — mupossix 8oun (knaccuveckue wugpet nepuooa |
u 2 mupoeoii eotinet). KpHOTOCHCTEMBI 2TOro mnepuoga Osuld B
OCHOBHOM OCHOBAHEI HA 3JIEKTPOMEXaHHKE, B KOTOPO# 0CYILEeCTBALNACE
nepefauya 3awubpOBAHHOIO TekcTa (Koga Mopse) ¢ MOMOUILIO
pagHoBONH. B kauectBe NMpumMepoB MeToaoB WHGPOBaHHS AN 3TOr0
Mepuozia MOXHO NPHBECTH TenerpaMMmy Zimmermann, wudp DHUrMa,
mamuHbl SIGABA.

4 Hepuod xomnviomepa (cogpemennvie wudpwr). lludpsl 3TOrO
nepHoia ApeIHA3HAYEHBl 1A BEIMHCANTENBHBIX YCTPOHCTB M 061aaatoT
BBICOKKM ypoBHeM Oe3onacHocTy. B xadecTBe npumMepa coBpeMeHHBIX
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wndpos MOXXHO NMpUBecTH (Bee cummeTpuumsie) DES, AES, [OCT
28147-89, IDEA, AS5/1, RC4 u (c oTkpbiTeiM kakoyom) RSA, On-Taman.

Ocnosnvte pazdenst Kpunmozpaguu. Kpuntorpaguio MOXHO
PasACNNTh Ha CAEAYIOUIHE pa3enbl:

|.Kpunmozpagun c¢ cummempuunvim kmoyom. QOmmiA  BUR
Kkpuntorpadun ¢ CHMMETPHUYHBIM KJIKOYOM NOKa3aH Ha pHc. 3.1, Ha
KOTOPOM TpH IHPPOBAHKH M PACINHPPOBAHKM HCMONBIYETCH OXWH
(cuMMeTpHuHBIH) Katod. KpHNTOCHCTEMB € CHMMETPHUHBIM KIOYOM
Taioke Ha3LIBAIOT KPUNITOCHCTEMAMH C OOHUM KAIOYOM. ITO O2HAYAET,
4TO AN HCMOb3OBAaHKA ANTOPHTMOB [HM(POBAHHA ¢ CHMMETPHYHBIM
KITHOUYOM HeoOxoaumMo, 4To0b 00e cTOpOHEBI UMENIH OfHH H TOT X€ KITIo4.
CuUMMETpHYHBIH KN0YM 0OBIYHO reHepHpyeTcs Ha OfHOW CTOpOHE M
GesonacHo AOCTAaBAAETCA HA APYTYIO CTOPOHY € HCHONB3OBaHHEM
cnelHanbHbIX METOAOB.

2. Kpunmozpagust ¢ omxpbimets xuiovom. B xpuntorpaduu c
OTKPEITHIM KITHOYOM (TaKe Ha3BIBAEMOH  aCHMMETPHYHOM
kprnTorpagueil), ecni MHPPOBARKE AAHHBIX BEINOIHASTCA C HOMOLIBIO
omKpuimo2o Kriowa TONyHaTensd, HX pacliudpoBka BBINOAHAECTCA C
NOMOIULIO 3aKpBIMO20 KnoHa ToNyyaTens. IToatoMy KpANTOCUCTEMB €
OTKPSHITBIM K/TIOHOM Taloke HA3BIBAIOT KPUNTOCHCTEME C JABYMA
Kiovamu. OOmwmi  BHA KPUNTOrpaguu C  OTKPHITHIM  KUTIOMOM
npeactagaeH Ha puc. 3.2.

OrupaBETETE ; Maryyateas
OrrprrTedi K04 : Jarpramifi smoy
3 | G?’:;‘JC
|
|
|
|
\ Anropmu ) Anropirm )
umpoBaHis pacunn:l:pom:nl
. |
OtkpuTsifi TERCT 3a1m:¢pom:mmﬂi TeRCT OTHpHITRI] TexcT

Pyc.3.2. O6muit BEA MHAQPOBARHSA ¢ OTKPHITHM KII0M

Jns obmeHa wundopMauneii Ha OCHOBe KpHITOrpadpHuUecKHX
ANTOPUTMOB C OTKPHITBIM KII:OHOM OTIIPABHTEND AODKEH CHAYANA HMETE
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OTKpBITHIE  KHod  mojyuarens. OTKpBITHIK kN4 nony4atens
HCHONB3YETCA TONBKO AAS UIHQPOBAHUA AAHHBIX, M pacwnppoBaTth
wrpp ¢ ero MOMOIUBIO HEBO3IMOXKHO. TOYHO Takke HET BOIMOKHOCTH
sammpoBaTh JAHHEIE ¢ MOMOMIBK 3akphiToro Knmioua. Pacumngpobka
3amH(POBAHHOro TEKCTA AOMYCTHMO TONBKO AAA BAajeNblia 3aKpLITOro
wnoua. CnenosaTeflbHO, 3aKPEITHIA  KNOY  A0/BKEH XPaHHTBCA B
GesonacHOCTH BAAJAENBLEM H He ROMKEH ObITh H3BECTEH HUKOMY, KpOME
HEro camoro.

3. Xew-gyrryuy. lLIndpoBacHne AaHHBIX OCYIUECTBAAETCA M TOTO,
yTOOBI rapaHTHPOBaTh HX MENOCTHOCTb, H €CNIH RAHHBIC W3MEHATCA BO
BpeMs nepefadu, 310 MoxHO Oyzer obuapyxuts. B X31U-(y HKLHAX
oBBMHO [UTHHA BXOAALGMX AAHHBIX ABJAETCA MepeMeHHO#, B TO BpeMs
Kak Ha BBIXOAE OHA BO3BpAlAeT 3HayeHWe NepemenHol Anuub. B
KauecTBE COBPEMEHHOTO MpHMEPA X3I-QYHKUHAM MOXHO TNpPHBECTH
MD35, SHA1, SHA256, Oz DSt 1106:2009.

O6pmuo B KpunTorpaduu npu uwubpoasun (paclIMPpOBKE)
MHGOPMALHM HCIOMLIYETCA ABAa THNA ompadcewus. OAMH M3 HHX —
ompaxcenue nodcmanogku (substitutionj, Rpyrol — OTpa¥eHue
NepecTaHOBKH (permutation).

Ompaxcenue nodcmaroexu. 310 OTPaOXeHHe JEKUT B OCHOBE
NPOCTBIX H  COBPEMEHHBIX  CHMMETPHYHBIX kpunrorpadHyecKux
anropuTMoB. B OTpaxkeHMH NMOJACTAHOBKM CHMBOJbI OTKPBITOrO TeKCcTa
GepyTca M3 OnHOro andasuta, a COOTBETCTBYIOWIUS CHMBOJIbI
3aurPOBAHHOr0 TEKCTa GepyTCs W3 Apyroro andasuTa.

Huxe NPHBOAUTCS TEKCT, MOMY9EHHEIH Js mudpopaHus Ha
ocHOBE mpocTod omepaniy OTpA’KEHUS IEPECTAHOBKH. 3TOT NpOCTOi
Merol WH(poBaHus M3BecTeH MOA uMereM llesape. Hampumep, ecnu
OTKDPHITLI TEKCT PpaBeH «HELLO», T0O B COOTBeTCTBHH € HHM
sammbpoanueili TekeT Oyaer paBeH «KHOOR». B »ToM cay4ae
andasdT 3amH$pOBAHHOrO TEKCTA (opMHpyeTcA nyTeM nepemelleHns
andaBuTa OTKPLITOTO Tekcra Ha 3 MO3UUMH, M MO3TOMY KMo
HdpOBAHMS MOXHO paccMaTpuBaTh Kak 3 (Ta6n.3.1). B mpouecce
pacHm(pOBKH CHMBOJIb] (NP TEKCTa HIBNEKAIOTCA U3 andgasura mudp
TEXCTa, 3aMeHAf HX CHMBONAMH COOTBETCTBYIOIIETO OTKPHITOrO
tekcTogoro andapura. Hanpumep, ecim 3amudposaHHeii TeKCT paBeH
«ILUVW», TO COOTBETCTBYIOIIUN OTKpEITEI Tekcr OYyAeT paseH

«FIRST».
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Tabruya 3.1
IpuMep HA 0TpakeHHe NOACTAHOBKH
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Saumdpoeaunril | OTkpumuit

Ompadicenue nepecmanosxu. COTNacHO 3ITOMY  OTPAXEHHIO,
NoJioKeHHe CHMBONOB OTKPLITOrO TEKCTA MEHSETCH B COOTBETCTBHH C
onpeAenéHHBIM npasuioM. B >ToM ciaydae cHMBONBI, MPUCYTCTBYIOLIHE
B OTKPBITOM TEKCTe, TalKe NPHCYTCTBYKOT B IUH(PE, TONBKO UX MECTa
MeHAIOTCH MecTaMK (puc. 3.3).

Orxpumuf Teket = “POSSIBLE”

indpoeannwii Texct = “SIPLOSBE"

Puc.3.3. IpaMep HPOCTOr0 METOAA NEPECTAHOBKH

Oonopazoswtéi  Onoxknom. KpunrtocucTema, HM3IBECTHAA Kak
oauopa3oBblii OnokHOT Mk «wrdp BeprHamay, npepcrasnser coboif
HadexcHbtil ANTOPUTM MWKUGBPOBAHHS, KOTOPSIH IKPOKO KCNOABL30BANCA
Ha NpOTOKeHUd Beel HcTopHH. OCHOBHAS NpPUYMHA, [0 KOTOPOH OH
Ha3bIBAETCHA OOHOPA30BbHIM, 3aKJ/IIOYACTCA B TOM, UTO Kilo¥ (OROKHOM) B
HEM HCMOJNB3YeTCH TOABKO OAUH pa3, 4T0 B OONBIIHHCTBE CIy4acs
peanuzaluHs ero HeposMoxHa. Hanpumep, aponyctum, HTO 3TOT
anroput™ wudposanus npexcrasnser cofod andasuT H3 8 cHMBONOB.
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[onyuennsie ABOUtHBIE 3HAHEHHA npeAcTaBiaeHbl B Tabu. 3.2. CHMBONb!
anaBHTA B COOTBETCTBYIOUME HM OGWTOBBIE 3HAYEHHA OTKPHITHI LA

BCEX H HE ABNAKTCA CEKPETHHIMH.

Tabruya 3.2
AndasnT, BpIOpanAkIH AN OTKPBITOr0 TEKCTA
Cumsomei | B E | L Q P S T

Bunapuoe g0 | og2 | o0 | om1 | 100 | 101 | 110 | i1
3HAYCHHE

IlpennoncXHM, OT B3aKOHHOro mnone3oBaTens A Tpebyercs
3ammfposaTk TexcT «POSSIBLE» ¢ noMolsio ofHOpa3oBoro 610KHOTa
H OTOpaBATH ero ceoeMy naprHepy b. IlpencraBneHne ABOHMYHOrO
3HA4YEHHS 3TOr0 OTKPHITOrO TEKCTA BLITSAAHT CASAYIOLINM 05pasoM:

P 0 8 S 1 B L E
101 | 100 | 110 | 110 | O10 | OGO | O11 | OO1

Ilpy wudpoanun B MeToAe oOfHOpasoBore GnokHoTa
HCTIONBL3YeTCA CIy4aiHo BHIOPAaHHBIA K04, paBHBIH MTHHE OTKPHITOrO
TekcTa. 3amH(pPOBAHHEIA TEKCT TreHepHpyeTcs ¢ MNpUMEHEHHEM
onepauni XOR otkpritoMy TekcTy M knwouy (P — omxpeimbiii mexcm,
K — xmou n C — zauugpogannviii mexem): € = P@K. Onepanus XOR
(@) npuBencHa Hibke:

060
=0

0P1
=1
100
=1

i®1
=0

W3 Tabnunsl BUAHO, YTO ypaBHeHue XxPy@y = x yMmectHO. D10
¥YKA3plRAET Ha TO, 4TO IIDH pacmﬂc[)pomce C OAHOPA3OBLIM l'l&pOI[eM anda
32 (poBaHHOrO TeKCTa AOCTATOYHO reHepaldd Kiodya onepaldeit
XOR: P =C@K.
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[Ipeagnonoxum, 4yT0 CTOPOHA A HMEET CREAYIOLIMIA KoY, paBHbIH
AAWHE OTKPLITOro TekeTa B Tabn. 3.2:
111 101 110 161 111 100 o080 101

Cropona A BLIYHCNAET 3aWIM(POBAHHLI TEKCT HA OCHOBE 3TOrO
KAKOYA CASLYIOUHM obpasom:
) P 0 s S 1 B L E

OrkpeiTetii Teket | 101 |1 100 | 110 | 110 | 010 | Q0O | O11 | 001

Kmou [ 1111101 ] 110 | 101 | 111 | 100 | 000 | 101

JamupporaHHblil
TEKCT

010100t | 000 | O11 | 101 | 100 | O11 | 100

I E B L PO L}]O

ludp, oTnpaerenuvlii A, nerko paciuudpoBsiBacicy €
YCNIONB30BAHMEM TOTO ke KAoua Ha cTopoHe b:

i E B L P 0 L C

3awndposanHeit

010 | 001 | GO | O11 ] 101 j 100 | O1% | 100
TEKCT

Kmon | 111 | 101 [ 110 | 101 | 111 ] 100 | 000 | 101
Orkpermeiit Texer | 101 | 100 | 110 | 110 | 010 | GO0 | O11 | 001

3.2. CuMMeTpadHBIC RPHOTOrpadHISCKHE ANTOPHTMEI

Huxe Mbl OCTZHOBHMCS Ha CHMMETPHYHBIX KPHUNTOCHCTEMAX, A
TAKKE HA ABYX HX THNAX: NOMOKOBOM W OROYHOM CHMMETPHHHBIX
anropuTMax  wHdposanus. B anropurMax  CMMMETPHYHOFO
wudpoBaHHas UCMOAB3YETCA OAMH KMod juis  wWndpoBanud H
pacuingipopkr  JaHHbX. Ilopamok  ocywmecTsfieHHs — IPOLECCOB
wHppoBaHla U paclIuPpoOBKH AAHHEIX BHICHPAETCA B 3ABHCHMOCTH OT
XapaKTepa HCIOMb3YEMOH CHCTEMBI.

[pu 3HakoMcTBE ¢  (GYHKUHOHUPOBAHHEM  CHMMETPHYHBIX
KPHMTOCHCTEM BBOIATCS CE/AYIOWHE ONpeieNCHHA:
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- wKbpoBakxe or

- paciudposka  sammndposannoro TeKCTa € CHUMMETPHYHBIM
kmodom K: M = D(C, K),

3necs, EQ u D(Q), COOTBETCTBEHHO, SBAAIOTCA (YHKUHAMH
wHdpoBaHKA H PacliHdpoBKH B CHMMETDHYHOM KpHNTOCHCTEME.

Tlomounsie  cummempuynse anzopummsl  wiudposanua.
TloTokoBRIe CHMMETpHYuHEIE ANropUTMEl IIHGPOBAHHA OCHOBAHbI Ha
OHOPa30BOM GAOKHOTE, PA3HHUA 32KNIOYAETCA B TOM, YTO OHU MMEKOT
AOCTATOYHO HU3KKI YPOBEH® yCTOMUYHBOCTH N HanM4yHe ynpasfseMoro
kmoya. To ects u3 kmova HeBomswod AnuHbl  popMHpyeTCca

HOCHC}IOB&TCIIBHOCTB, PaBHas JuHe OTKPEITOrO TEKCTa, H
HCIIONB3YCTCA B KAYecTre OAHOpAa30BOro 6AokHOTA.

[oToqHslit wmdp npuHuMaer oy K c n 6utom ¥ pacuupser ero

OO NOCHeAOBATENLHOCTH S, paBHoii AJIHHE OTKPBITOrO TeKCTAa.

3awndpoBaHHbIi Teker ¢ MOCNENOBATENLHOCTH S BMECTE C OTKPHITHIM
TekcToM P reHepupyercs ¢ o

OMomei0 omepauu XOR. Ilpu stom,
AODAaBNCHNE  MOCHCXOBATENEHOCTH pommONHACTCA TaK e,  Kak
EoGaBlieH’e 0OHOPA30BOr0 6/IoKHOT,

Totounsii wdp mMoxHo 3amucars g NpOCTOM BHAE CAEAYIOLMM
obpazom:

KPBITOrO Tekcra P CHMMETPHYHBIM KAOYOM K-

StreamCipher(K) = S,
rae K- wiot; S- noNyyeHnas nocneaoparensHoCTb. CrenyeT MOMHHUTS,
YTO B AAHHOM CNy4ae MOCNEeNORATENbHOCTE HE samHgpoBaHHEBI# TEKCT,
2 MPOCTad CTPOKA, NOX0XKAA Ha OXHOPA3OBLIH BIOKHOT.

Enu 3agasbl nocremeosatenshocry § — S, S1,52s s M OTKPBITHIHA
TeKCT P = Py, Py, P2, ... TO COOTBeTCTBYIOIUHE OUTBI C = €y, ¢4, €y, ...,
wHppTeKTca ¢ noMowsio onepatiuy  XOR MOXHO [E€HEpHPOBATH
cneayromuM 00pasoM.

Co = Po®so, ¢ = p; Bs,, ¢, = p,Bs,, ..

Jdna  pacundporku  sammdpopamsoro Texcta € cHOBa

HCITOB3YETCA NOCACNOBATENBHOCTD S+
Po= Coeso- L= 61651, Pz = C2$32 P

ObecnieuuBad OTNIPABHTENS M nNOMy4aTens OJHHM M TEM e
ANrOPHTMOM  IIMOPOBAHHA [MOTOKA, H KJHOYOM K, oauHaKoBEbIE
NMOC/IEAOBATENRHOCTH MOTYT OBITH CreHepupoBaHBl ¢ OGEHX CTOPOH.
Onxako nonyueHHpi wudp He UMeeT rapanTHpoBaHHoi 6ezonacHocTH,
H OCHOBHOC BHHMaHHE YAENACTCA IPAKTHICCKOMY MPUMEHEHHIO.
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Anzopumm nomounozo wudpoeanus AS/I. Itor anroput™m
NOTOYHOro  WH(pPOBaHHA  HCOONB3YeTc  mna  obecneyeHHs
KOHQUASHUHANLHOCTH AAHHBIX B MOOMABHLIX cHcTeMax cBasuw GSM.
XOTs 3TOT anropUTM HMeeT anreBpaudecKyio CTPYKTYpY, €0 MOXHO
Dajke NPencTaBHTE B BUAE MPOCTOR AUArpaMMs.

Anroput™ wudposanHs A5/l cocToOMT M3 Tpex pezucmpos
Runelino2o  coguza, KoTopble o6o3HayaroTes “kak X, YV u Z,
coorBeTcTBeHHO. Peructp X comepkutr 19 6Guros (xg, X1, .., X18),
peructp Y 22 6nta (Yo, V1, --» ¥Y21) H peructTp Z 23 Guta (25,24, ..., 232)
napopmauni. HecmyualiHo B TpeX perucTpax xpaHsarcs OHTH TAKoro
pasmepa. 370 NMOTOMY, YTO PErHCTPHl JHHEHHONO CHBUrAa XpauAT B
obuweit cnoxHocty 64 Gura. Kmou K, HCHOAB3YEMblH B ANTOpHTME
wrdposaHua A5/1, umeer anuuy 64 6HTa, ¥ 3TOT KIOM HCOONb3YETCA
I5if NEepBOHA4ANbHOrO 3ANOSHEHHA perucTpos. 3aTeM Ha OCHOBE
anroputMa NOTOYHOro HpOBAHHA FEHEPHPYIOTCA
nocneposatencHocTH Tpebyemoli anudbl (paBHOH AAMHE OTKPBITOro
Tekcra). [Ipexae 4yeM NPUCTYNHTE K H3YYEHHIO nopsapxa 060OLIEHHA
NOCeNoBaATENbHOCTEH, HEKOTOphle CBEACHHA O PperHcTpax MOXHO
HaiTH HIXKeE.

B per#ctpe  caBHra X BHIMONHACTCA  CNEAYHOLMAd
NOCAeAOBATENBHOCTE ONEepaLuii:

t = x13Bx16Dx7Dx40,
Xp=x;_y pnni=18,171s,..,1,
Xpg ==t

AHaNOrHYHO, A perHcTpos Y u Z TaKke MONKHO zamucaTh

cnenyouiee:
t = y209)2:.
Yi =Y YuyHi = 21,20,19, .1y, =t

t = z702,9B221 0235,
Z; =2z yuyHi = 22,21,20,...,1,
Zy = L.

Jns 3aganHeiX Tpex OUTOB X, ¥ U Z 3Hauenue GyHkuvu maj(x,y, Z)
pPaBHO MaKCHMAaJbHOMY KOJAH4ecTBY O6uTOB. Hampumep, ecnu x,YyH Z
6uTer panbt 0, To 3Ha4eHHe QyHKUHH paBHO (. [TockoNBEKY BXOASIUME B
tdbyuxmuo 6HTH! HeweTHble, (yHkuus Bcerga sosspauaet 0 nam 1.
Hpyrux ciy4aes He Oyner.
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B mudpe AS/1 ans reHepaumu kaxaoro 61Ta NoCneNeBaTeIkHOCTH
BLINONHAETCA chepyromee, Crnepsa BLIMUCIACTCA 3HA4YCHHE (GYHKUHH
m = maj(xg, V10,Z10)- Ilocne X,Y ¥ Z perucTpsl CABHrAIOTCHA
cnegyomum obpa3oM (HIH HE CABUHYTCA):

— eclid Xg = m, caBuraerca X;

— ECNH Yy = m, cABHTraeTca V;

—~  — ecfl 235 = M, CABHTaeTCA £, -

Onpu OHUT S NOCNEAOBATENBHOCTH TEHEpHpyerca CAeAyHOLHM
obpazom:

§ = X130Y21P22;-

IlpusenexnsIe BbILLE onepauun NOC/e AOBATENbHOCTH,
TIOBTOPAIOTCA Mo Mepe HeoOXoAMMOCTH (paBHoH [NIHHE OTKPHITOro
TEKCTa WIH AU POBAHHOTO TEKCTA).

Ecnu perkcTp CABHFAETCs, €ro NonHoe coctoanre uameHuTes. [Ipu
tdopMHpOBaKHK ofHOro GHTa MOCNEROBATENbHOCTH, MO KpaiiHe#d Mepe,
ABa H3 TPEX PErHCTPOB CABHIalOTCA, H MO3TOMY MOXKHO CO3AaTh HOBYIO
MOCNEeOOBaTENBHOCTE  OHMTOB, NpoAOMKas  YKa3aHHYIO  Bbllle
NoCNeNoBaTeNLHOCTD.

Xota anroputM notouyHoro ImudposaHus A5/l BeIrNADMT
COKHBIM, BBICOKAA CKOPOCTh MPOABHUTCA TMpH pEANM3anlUH  Ha
ycTpoiictee. B ofmem cnyvae norouuniii wHp A5/l MOXHO
MpefiCTaBHTh, KaK NMOKa3aHOo Ha pHE. 3.4,

X{olr]z]s]als[s]7]8]s[refu]izfi]ua]is|re]rrfrz
L ]

¥
L/
v [o|1]2]3]afs]s]7]s]sf10fufiz[iss¢]rs]is]a7]18]13[20] 21
L 3 il
S
Zz |ala2]ala]sls]7]s]o [1ofu]izfrafrafts]is]iz{izfrs]20]a1] 2
[ Il
L

Puc.3.4. O6umii BUA reHepaTopa mocneqoBaTennLHocTH AS/1

Hpumep. TIpeANCNOKHM, UTO PE3YNBTAT 3AMHCH 64-GUTHOrO KMOYA
K B persctpel X, Y ¥ Z nmeeT crefiy1oIinii sun (puc. 3.5),
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B oastom cnywae maj(xg, ¥i9.219) = maj(1,1,0)=1 wu 3t0
ykaseiBaeT Ha caBHT peructpos X U Y. Crneaosatensio,

t = x13$x16®x17®x13 = 0@1@1@1 = 1,
x;=x;-, anai=18,17,16,....1,
Xg = 1.
AHANOrNYHO, TAKOKE A PErucTpa Y mMoxkHO 3anHcaTh cneaywiee:

t = y30By2; =00 =0,
Vi = yi1 anai = 21,2019, ...1,

Yo = 0.
Xloft[afo[a]olafrfcfofofi]rfofa]a]i]i]n
i W/
L/
Y [(aTe]eln oo Jelefol e[ ufe]el:[ofo]ifolo
L 1
C
\L/

z ?JlllIDJUIIIllllllllﬂlIIIIU]UIOII[IIU']IDIIIO

¥

L/
Puc.3.5. Haqannhoe cocTonnHe peructpos X, Y u Z

CocrosiHne nocne caBura perucrpos X u ¥ uMeeT caenyomuii Bua
{puc. 3.6):

X [tfo]e[a]olsJe] o] afofa]e] 1 Jo]e]o]]s
F 3
AL/
M pnaooRoonnonoononooono, » >
F
\L/
z [o[u]afo]ol oo ifa]ofa]r]efolefu]fo]t]o]r]0
F 3 I
AL/

Puc.3.6. CocTosnne, nocne caBura perucrpoB X, Y u 2
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S = X158Y2,D2;; = 1D O0D0 = 1 ogun But, reHeprpyeMbid u3
COCTOAHHMA MOCACAHErO perucTpa noche casHra. B 3ToM nopsgke
FEHEPHPYETCA HeOOXOAUMAas TOCAeOBATENLHOCTS OHUTOB.

AJSITOPATMbI [FOTOKOBOTO [UH(POBaHHs ObUTH OYeHb NMOMY/APHB! B
TO BpEeMA, KOFAA BLIMMCIHKTENIbHBIE YCTpPOHCTBa He ObUIW TAKHMH
NpOABUHYTHIMH, KaK Cero/IHA, M CErofHA WX 3aMeHAKT CHMMETPHYHEIE
Onounsie wndpei- OaHako, GHIBAIOT TaKHE CydaH, Korga noToKOBble
WHOPEI, HECOMHEHHO, OyAyT HeobxoguMmbl, Hanpumep, 0HA H3 CHCTEM
peansHoro BpeMeHH B cetH GSM He HMeeT BO3MOXKHOCTH UCMOJB20BATD
6nounrle CHMMETpHYHBIE WHPEL NpH WHOPOBAHHH JaHHBIX. 370
CBA3AHO € TeM, uto Onok (mnuxa Gnoka Gyser He MmeHee 64 6uT),
HeoOXomaMmel#t  Ans  wudposanus, gommxex ObiTe  cobpaH B
onmpefeneHHOe BpeMs. 3To MPHBOOMT K mayzam B pasroBape. Kpome
TOrO, CYHTAETCA, HTO CHMMETpHYHOE TNoOTO4HOE UHdpoBaHKe
YCTOHUHMBO K H3MCHEHMAM B 3aHPpoBaHHOM TEKCTE (e pesyfbTate
BHEIUHUX BO3MEHCTBME) B mnpouecce nepeauu 3atInppoBaHHBIX
nauuex. Hanpumep, npu norouynom wuppoBaHUK U3MEHEHHE OAHOrO
6ura 8 3aBPPOBAHHOM TEKCTE TaloKe MPHBOLHT K H3MEHEHHUIO OLHOrO
OMTa B OTKPHITOM Tekcre. B cummerpuuHbIX OnOYHBIX mundpax
H3IMeHeHHe OAHOre OHTa NPHUBOAMT X M3MEHEHHIO OXHOIO Onoka
(nanpumep, 64 ©Oura). Kpome Ttoro, cYMMETPUYHOE NOTOYHOE
udpoBanKe MOXKET BHIIONMATECS HA YCTPOHCTBAX MEHBLIETO pa3Mepa,
deMm H0YHOE WHpoBaHue.

Brounste  anzopummst  cummempuunozo  wn@posanus.
[losropsroiueecs Gnoynoe wudposaHue pazbusacT OTKPITBIA TEKCT Ha
OnoxH orpaHHYeHHOH Nnnuel. B GonblHHCTBE DAOYHO-CHMMETPHYHBIX
WHQPOB 3aWMQPOBAHHBIH TEKCT MOMywaeTca MyTeM MOBTOPEHHA
hYHKUMH OTKPBITOrO TeKCTa F B TeueHHe HECKOABKUX paynoos.
@yHkuua F Ha OCHOBe pe3ynbTata M kmova K us npenbLay Wero payHaa
HasbiBaeTca @ywkyueti paywda . Ocuoeuasn NpUYHHA TaKoro
HAHMEHOBAHHA 3AKI0YAETCA B TOM, YTO OHO BHUTOMHAETCA B TEYEHHE
MHOTHX PayHAOB.

OCHOBHOH UENbIO CO3MAHHA GUIOYHBIX CHMMETPHUHBIX WHQPOB
ABMACTCA AOCTIOKEHHE OesomacHocTH W sddekTuBHOCTH. Co3naHHe
GezonacHbix WM 3PdeKTHBHBIX GROYHBIX wWHQPOB He ABNAETCH
cAOXKHOH 2apavedi. OpHako, cospanne GezomacHbIX M >(PEKTUBHBIX
CHMMETPHUYHEBIX GAOUHBIX [IH(PPOB — 3M0 UCKYCCMEBO.

Hia coanauua CUMMETPHYHBEIX OMIOUHBIX WIHGPOB UCTIONBLIYETCA
mHoro cereil. Ha npakTike LIHPOKO HCIOABL3YIOTCA CNEAYIOIUE CETH:
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1. Cetr ®eiicTens.

2.Cets SP (Substitution — Permutation network),

3.Certs Jlan-Macce#.

Cete QelicTens — ABseTCH OOIMM NPUHLUNIOM CHMMETPHYHONO
Ono4YHOre WHQPOBAHUA, a HE TONABKO opHoro Gnousioro wmmdpa.
Cornacho cetu @eiicrens, 6AoKk oTkpeiToro Tekcta P paspenserca Ha
JIBE pa3Hble AEBYIO H NMPABYIO YacTH: -

P = (Lo, Ryp),

H Ana kaxgoro paynga L = 1,2, ..., 7, HOBLIE IEBBIC N MpaBble CTOPOHBI
PacCYHTHIBAXOTCH B COOTBETCTBHH CO CAEAYIOUIHM MPABHIOM:

Li=Ri,,
Ri = Li_1®F(R;_4,Kp).

3necs kmoY K; — wacmuuuerid uoy (K04 payHiaa) and i - payHaa.
YacTHuHble KANOYHM, B CBOK0 OYEPEAb, BLIYHCHAIOTCA C MOMOUIBIO
anropuT™Ma2 reHepaliMM  xmowa #3 wmoua K. Hroroesil  Gnok
3anpoBaHHOrO Tekcta C paBeH pesynsTaTy MOCNEAHErO paynaa, T.6.:

C = (Ln. Rp)-

Pacundposka B cetH @eHcTens OCHOBaHA Ha «BoAmebCTBER
onepauut XOR. To ectv ans i=mn,n-—1,..,1 BbLnoNHAETCA
Ceayiollee ypaBHEHHE:

Ri-a =Ly
Li—y = Ri®F(R;i_1, K).

PesynsTaTr nocneaHero payufa faeT paciiMpoBaHHbI TEKCT:
P = (Lo, Ro)-

B cetu Peiicrens GpyHkuHa F, HCNoONb3yemas B KaOXIOM payHIE, HE
ofa3aTenbHO JOMKHA UMeTb oOpaTHMOoil. OnHako mobas nomyueHHasa F
$yuxuus He MoxeT OBITH NMONHOCTEIO OesonacHoi. K cuMMeTpHYHBIM
6nounsiv wWKdpaM MOXKHO NPHUBECTH Takue npumeps! kax AES, DES,
TOCT P 28147-89, O’z Dst 1105:2009, IDEA, Blowfish u mp.

Hlpobnemst € cummempuunsx xpunmocucmemax. CHCTEMBL
CHMMETPUYHOTO IMU(PPOBAHMA MCNONL3YIOT OZHH H TOT KEe K09 ANA
wrudpoBanus U pacitipOBKH AAHHBIX. DTO, B CBOIO OUEpenD, TpebyeT
nepedayd kalova WUGPOBAHMA mepe mepefavyedl 3alIH(POBAHHBIX
JaHHLIX NO CeTH. JIpyrHMu cnosamu, esonackan nepeoana xaoveti
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MeJCAY cmoporamu ABNSETCH OCHOBHOH npobremoii, croswmed nepen
CHMMETPHYHBIMH KPHIITOCHCTEMAMH,

Kpome Toro, npu nepezaue faHueix OT OJHOrC NOAB3OBATENA K

ApyraM, TpeQyeTca HaM4Ne OTAENBHEIX KoUei Ans paGoTsl ¢ KaXIbIM
H3 HHUX. 3TO NpPHBOANT K HEoSXOAMMOCTH 6e30MacHOr0 XpaHeHHUs
GoMLIIore KONHYECTBEa KII0YEH NOb30BaTEA.
- Anuna xwoua & cummempuunsix kpunmocucmemax. Ha
NPAKTHKE K AAHHE KMI0Ya KPUNTOrpaUyECKHX CHCTEM NPEALABIAKITCA
ctporue TpeboBanud. OTH TpeGOBaHHS MEHAIOTCS CO BPEMEHEM, B
3aBHCHMOCTH OT HM3MEHEHHWs BO3MOXHOCTEH  BLIYMCIHTENBHBIX
ycTpoitcts. HeoGxonumo, uTo6p He 6510 BO3MOXHOCTH Y3HATE KITFOY,
HCHNONB3yeMLIHE B KDHNTOCHCTEMax, BbIYHCIAA  €ro  4epes
BEIYMCHMTENLHEIE YCTPOHCTBA TeKyllero BpeMeHd. 3[ech, Koraa
FOBOPHTCA O HAXOXJACHHH KIOYa, MOAPA3yMeBaeTCs BbIMHUCIHTL BCE
BOSMOXKHHIE BapHAHTBI Kkntoya 3amaHHoi AnuHel. HamprMmep, ecau
JUHHA KNoYa papHa 4 GUTaM, TO YHCRO BO3MOMHBIX BAPHAHTOB Byner
paBHO 2% =16, HIK, 6 oBlIeM ciiyyae, BAPHAHTB!, KOTOPBIE MOTYT ObITE
1 GUTHBIMH KNMO4aMu, SyayT paBHbI 27,

B Hacrosmmee Bpems Jamsa Kiouel, HCNONB3YeMBIX B
CHMMETPHYHBIX KPHITOCHCTEMAX, OOJDKHA COCTaBIITE He MeHee 128
6ur. B 1abn. 3.3 noxasaHo Bpems, 3aTpayeHHOE Ha WCMO/E30BaHHE
YCTPOHCTB, € Pa3sfM4HBIMH 3HAYECHASMH I PACYETa BCEX BO3MOXKHBIX
BApHaHTOB Kmiovell pasHol AnuHbl, OtobBpakeHHBIE pPe3yNbTATE
npuBeaeHsl Ha ocHore UeH 2005 ropa.

Tabnuya 3.3
Bpemsa pacuera Bcex BAPUAHTOB KAI0OYeH pa3HOH ANHHEBI
AnHHA Kaw4a

80 6uT 112 Gorr 128 Gur
Croumocrn
ycTpoficTaa
10000 $ 7 000 ner 10" net 10" net
160000 8 700 ner 10" ner 10" ner
1060000 $ 70 ner 10" ner 10%° ner
10000 000 $ 7 ner 10" ner 10" ner
100 600 000 $ 245 nnefi 10° ner 10" ner
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3.3. KpunrocucTeMbl ¢ OTKPHITHIM KIHYOM

OpHa M3 CYWECTBYOWHX  npobnem B CHMMETPHUHBIX
KpunTocucTeMax — Oesonachas nepenava W XpaHeHHe CEKPeTHOro
Kmoya, Hinke npHBejeHm! Tak HajbiBaeMble ACHUMMETPHYHBIE HIH
KPHOITOCHCTEMbl C OTKPBITBIM KIAIOMOM, B KOTOpLIX YCTPaHAIOTCH
npoGnemsl, cBA3aHHbIC ¢ Nepeaadeil i 6e30MacHBIM XpaHeHHeM KTouei.

B kpunTocHcTEMaX C OTKPBITHIM KIIOYOM, IH(POBAHHE NAHHBIX
OCYUIECTBASETCA ¢ MOMOLBIO OHOTO KITFOYA (Ha3BLIBAEMOTO OTKDbITHIM
IUTIOYMOM), 4 €ro PacilHGpPOBKA OCYUIECTBIACTCA C NMOMOUIBIO IPYroro
Kaoua  (Hasb!BaeMoOroe  3akpuiThiM - kmiodoM).  [lostomy, s
KPHUITOCHCTEMAX € OTKPBITHIM  KMOY0M  YCTpaHsercs npoGnema
pacnpenencHns  kAOYEH, TNPUCYTCTBYIOWMX B  CHMMETPHYHBIX
KpunTochHcTeMax. OnHAKO KpHOTOrpadHveckHe CHCTEMBL ¢ OTKDLITBIM
KMO4OM TaKKe HMEIOT CBOMCTBEHHBIE Ha1 pofaemel.

[IpH CO3AaHHH KPHNTOCHCTEM C OTKPBITLIM KJHOMOM OCHOBBIBAIOTCS
HA OOHOCMODOHHUX (YHKYUAX ¢ «aoeywkasuy. 3Aech CMbICA
CNOBOCOUYETAHHA «ORHOCTOPOHHHIY oO3HauaeT, uTo GYHKUHA HETKO
BEIYHCIAETCA OJHOCTOPOHHE. ONHAaKO BLIMKCACHHE MPOTHROMONOX-
HocTd 3TOH (YHKUHH TOpasfo cnokHee (TO eCTb BBIMHCHHTH €€
Hepo3MoxHo). OcHOBHAsA MPHYMHA, MO KOTOpPO# ero 3eck Ha3bIBAIOT
«NOBYLUKOH», 3AKMOYAECTCA B TOM, UTO 3HOYMBIUEHHHK HE MOXET
HCIOJB30BATD OTKPHITYKY HHGoOpMauuio (HAfmpuMep, OTKPHITEIH Kmou)
npd BOCCTAHOBJICHUH NHYHOH nHpopMaunn (HanpHMep, 3aKpHITOro
no4a). B xavecTBe mpHMepa 3THX OAHOCTOPOHHHUX QYHKUKHA MOXHO
nokasate onepaunio dakropuzauud, To ecth Nerko creHepHpoBaTh ABA
NpOCTBIX YACAR p W ¢ U BBIYHCIIUTD N = p » g. Oauako, koraa ydcno N
[OCTATOYHO BENHKO, CNOXKHO BBIPA3UTh €rc KaK MPOH3BEAEHHE NBYX
NPOCTLIX YACEN, H 3TO TpeOyeT BbICOKOH BLIUMCANTENLHOH MOUIHOCTH.

B wudpax ¢ CHMMETPHYHBIM KIIO40OM ORIIO YCIOBNEHO, YTO €CIH
oTKpHITHIH TexeT P 3amndporas, redepupyerca mngp €. B cucremax
A (pOBAHHA ¢ CUMMETPHYHBIM KNOYOM OBITO BBEJIEHO YCNOBHE, HTO
ecnu coobillenne M 3aundpoBaHo, revepupyerca wugp C.

YroBbl HCMONL3OBATH KPHUNTOrpadUyYeckue CHCTEMEI C OTKPHITHIM
KmodoM, CTopoHa B momkHa wMete  omxpuimuii  khod  H
COOTBETCTBYIOUIYIO €My Mapy 3axpwimsitx rxuovei.  3aundposate
uHGOpMALHIO MOKET TOT, KOMY M3BECTEH OTKpPHITBIH KNKOY CTOPOHBI B.
Bekpettie 3alIHPPOBAHHONO COOBUICHHA JOMYCTHMO TONBKO CTOPOHE B,
ABNAIOIIErOCcH BaAENbLUEM 3aKPLITOTO KNIOYa.
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Modyasnar apupmemura. TIOCKONBLKY  KPHITOCHCTEMBI C
OTKPBITEIM KJIIOYOM OCHOBaHbl B OCHOBHOM Ha MOIYJLHOH apudMeTHKe,
OHa §yZieT paccMOTpeHa B MepBYIC OYepenb.

Henenue BCAKOTO LENOro YKCHA HA Mc Z, COOTBETCTBYET OCTATKY,

HpHCBOSHHOMY 3TOMY 4Hclny. Hanpumep, %: 2+2+ 1, rae ocTatok

paBeH 1, a uenas 4yacts pasHa 2. B kpunrorpaduu, ecnu octaTok YHCNA
@ TpH ReReHMH Ha uWcio b pasen umcmy r, odH o0o03HauaeTcs
cnepyromum obpasom: amodb =r. A B A3bIKAX NPOrpaMMHpPOBaHHSA
obo3Ha4aeTca Kak a%b.

Hike npuBeneHt! HECKONBKO MPHMEPOB OCTATOMHOM apHpMETHKH:

—7mod3 = (3*2)mod3 +1mod3 =0+1=1;

—14mod3 = (3 +4)mod3 + 2mod3 =0+ 2 = 2;

— 2mod3 = (0 * 3)mod3 + 2mod3 = 2;

— S5mod7 = 5;

— =—2mod5 = (—2 + S)mod5 = 3modS = 3;

— —7mod3 = (-7 + 3)mod3 = —4mod3 = (—4 + 3)mod3 =
—1lmod3 = (—1 + 3)mod3 = 2.

Kpome Toro, s kpuntorpaduu c OTKpPBITBIM KJIOHOM  BAXHO
BBIMHCIHTEL 06paTHOE YKCO MO Momyao. Hanpumep, B TPalKUHOHHOI

1
MaTeéMaTuke HHCAo, 0OpaTHOE K YHCTY @, paBHO =, B TO BpEMs kak B

MOAyNbHOH apudmerHke uucno, ofpaTHoe HHCAY @ B 71 MOAYJAX,
oGo3Havaercs kak a~‘modn.

Taxoke kak u B TPAAMUHOHHON MaTEMaTHKe, NPOM3BEACHHE 4MCNa
Ha oOpatHOoe paBHO eAMHMUE, M B MOAYJIGHOH apudMeruke
NpOU3BEJIcHHE YAcia Ha ofpaTHOe Taloke paBHO enuHuLe. To ecTh, ecnu
a~'modn = b, Torna ymecTHo pasenctso (a * b)modn = 1.

Ilpumevanue. B xpunrorpadun B Kavectse Moayas (To ecThb
DenHTe)s) TpebyeTes HCMoAL30BATh TONBKO npocTsie yucna. To ecTs n B
ypaBHeHH# amodn Bcersa A0/KHO GbITE NPOCTHIM.

Ilpeanonoxkum, TpeGyerca Haiitu ofpatHoe umcno 3 B Moayne 7.
To ects Tpebyerca Halitu x: 3" mod7 = x. Henonssys NpUBEXEHHOE
Bblue ypaBHeHHe (3 * X)mod7 = 1, pesynsTaT MOXKHO BLIMHCIHTD,
NOACTABHB YHC/IO BMecTO X. Ho 31oT npouece TpeByer muOro BpemeHu
(ocoBerno ¢ SoneMMuU YKCTaMHK).

Anzopumm RSA. Haipanwe RSA mnpoucxomut oT neppeix 6yke
¢damumuii  cosmareneii anropurma (Rivest, Shamir u  Adleman).
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AnropitM  RSA  ocHOBaH Ha  HCOONB30BAHHH  ONEpaLUH
apHpMeTHYECKOrO BO3BEEHUR B CTENEHb.

B anroputMe RSA ana reHepaune nape! OTKPBITHIX M 3aKpPBITHIX
xtodeH BpIbupatoTea Asa vucna Gonbioi ANKHLL P U g, U BBIYKCASETCH
HX ymMHoxeHHe: N = p + q. Tlocne sToro BeiGupaercs HuCo e, KoTopoe
apnfercs B3auMHO Tpoctoe ¢ @(N) = (p — 1) = (g — 1) (3uayeHne
dynkuun @(N) npusenero Huxe). 3arem B moayae @(N) soraucnsercs
ofpaTHoe HHCNO €, H OHO NpHpaBuHBaeTca Ha d. Takxe, CYImMECTRYIOT
4qucna € ¥ d, yROBIeTBOpAIOMME YMHOKEHUE N ABYX nmpocThIX (P 1 g)
yncen U ycnosue ed = 1 mod @(N). IMocne atoro p v g 3alniBaioTca
(ynanmorca).

3gece N - Moayne, cocrasastowiui (N,e) - mapel OTKPBITHIX
kroged, # d - cekpeTHoro Knmoua. Kas mndposanus B anropurMe RSA
coobmenne M pomkHO OLiTh BhIPAKEHO B 4YHCNoBoH ¢opme, a N
BO3BOAKHTHCSH N0 MOAYIO JI0 CTENEHH €, TO eCTh

€ =M°modN.

Hna pacwndposkn C, tpebyerca Bo3BoAMTE 3aKpHITEIE Kmo4 MO
moaynto N 1o crenenu d:

M= C%modN.

JApyriMH CnoBaMH, €cliH B anroputMe RSA coobuolenre
3alWNGPOBAHO  OTKPAITEIM  KMOYOM K PacIHQPOBAHO 3aKPHITEIM
KioyoM, HeobXoaHMO A0Ka3aTh NpPaBHNLHOCTE ypasHeHHA M =
Ctmod N = M** mod N.

JonycTtum, uto B anroputMe RSA TpebGyercs BLMONHHTE onepauvH
wdpoBaHHA H pacilupoBKH JaHHLIX HAJ BHIOPAHHBIMH «GONBIIHMI
(p = 11 g =3) uyucnamu. B aToM ciayyae Moaynb Oyner pabel
N=p+*q=33 n @(N)=(p—-1)(g-1)=20. B stoMm ciyuae
cTeneHb e, Tpebyemas anst wHdpoBaHUA, MOXKeT ObITH IPUHATA PABHOH
3. IIpu4HHA B TOM, 4TO 4HCAO 3 B3aHMHO npoctoe ¢ @(N) = 20. [Tocne
3TOrC, Ha OCHOBE PaCWIMpPeHHOTO alroputMa Eeknmpga, onpepensercs
kmou pactundpobku d = 7. To ectb, ed = 3 + 7 = 1 mod 20. B atom
CIyyae napa OTKPBITBIX KIOUeH cTopousl A Gyner pasna N,e = 33,3,a
3aKkpbITHIA K04 d Gyaer pasen 7.

Tocne 5TOr0 CTOpoHa A MEPEAACT BCEM CBOH OTKPBITHIH KK,
OHaKo XpaHHT 3aKPLITHIH K04 B ceKpeTe.

[TpennonoxumM, 4Te cTopodHa B Xouer ornpasuts HHGOPMAUHIO
M = 15 cTopone A B 3amMdposaHroM euge. Jxst dToro cropoHa b
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GepeT napy OTKpwIThIX Kmoueit N,e = 33,3 CTOPOHL! A H BBIYHCIACT
3aHBPOBAHHEIA TeKcT CreayoWMM oGpasom:

C=M*mod N = 153 = 3375 = 9 mod 33
H OTNPABNALT €ro CTopoHe A.

Cropona A ans  pacuudposka samdposansoro  TEKCTa
HCNOAB3YET 3aKPLITHIN Ktou d = 7:

M =C'mod N = 97 = 4782969 = 144938 + 33 + 15 = 15 mod 33.

Ecnu B asroputme RSA HCTIONB3YIOTCA HeGonpllne npocThie HHCIa
(Ans p M @), 3MOYMEIUNEHHUK MOKET JErko 3amucaTb oTkpuiToe N B
BUAS TPOM3BEAEHHMA ABYX NpPOCTHIX HWUCEN. 3areM, Hcnons3ys BTOPYIO
HACTh OTKPBITONO KIIOYAa €, MOXET BBIMHCIHTL 3aKpuiTeil KoY d.
Ilostomy nns npaxtuueckoro wucnonbzoBamms anropurMa RSA
Tpebyerca, 4To6s mumHa BBIOPAHHBIX MpPOCTBIX uMcen Opina HE MEHEe
2048 Gur. Kpome Toro, He Gbinio A0KazaHO, 4To Banom anroputma RSA
CBA3AH TOJIbKO ¢ npodnemoii hakTopusaimny.

Hcnonssoeanue spunmocucmem c onspyimuim xniovom. Tlpu
PaccMOTpeHMM Bompoca of MCHONB30BAHMH KpuUNTorpadgH4ecKkux
CHCTEM C OTKDBITLIM KJIIOYOM BBOAATCA CNEAYIOLIHE ONMpEeeHU:

iudposanne coobmenns M ¢ OTKPHITHIM KIIOYOM CTOPOHBI A:
C= ‘[M ] A

Pacutudpposka sawmgposansoro TekcTa ¢ 3aKphiTHIM KIIOUYOM
cTopoHbl A: M = [C],.

Hcxons u3 3toro MokHO cnoxoifiHO HanmcaTh cClefytollee
ypapHeHue: [{M},], = M. Jlpyrumu cnosamu, ecnd coobuenHe M
3aMGPORATE ¢ OTKPEITHIM KIKOUOM CTOPOHBI A, 2 3aTeM
PacIMpOBLIBATE er0  3aKpHITBIM KIOYOM 9TOH K& CTODOHBL,
CTCHEPHPYETCA RCXOAHOE coobIenne.

Ilpoussonbhylo onepauuso, BBIONHEHHYIO € CHMMETPHHHBIMU
WwHdppaMH, TakxKe MOXHO BHIMOAHATE € MOMOLIBIO AITOPHTMOB
INHGPOBAHHA C OTKPBITHIM KJIFOUOM. Hanpuamep, 8 HebezonacHOH cpeae
npd  nepepmaye  uHbopMauHH B cetd, ana  obecnedeHHs
KOH(UACHUHATLHOCTH HHQOpPMalHK BMeECTE CHMMETPHUYHBIX
aNrOpUTMOR 1EM(QPOBAHUA MOTYT HCMONS30BATLCS kpuntorpadpHieckHe
aNrOPUTME! C OTKPHITHIM Kitodom. Oaxako npouece tpeGyer Gonbero
BPEMEH.

KpoMme Toro, kpunToCHCTEMBI ¢ OTKDBITHIM KAIOHWOM, TaKHe Kak
CHMMETDHYHBIC KPUNTOCHCTEME], TAKXKE MOTYT HCHNONB3OBATHCH JUIA
obecnedyenus enocTHOCTH AAHHEIX.
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KpHNTOCHCTEMBL C OTKPBITHIM  KIIIOIOM npeoaonend npobremy
pacpefeneHus  Kmovel,  CYLUECTBYHOWMX B CHMMETDHYHbIX
xpunTocucTeMax. B cBowo ouepels, CHMMETPHUUHBIC KPH{ITOCHCTEMBI
ornuuaioTca  cBoedl  3pGdEKTMBHOCTBIG O CPAaBHEHHIO €
KPHNTOCKHCTEMAMH C  OTKPBITHIM  KIIOHOM. HpyruMH cnoBaMH, B
CHMMETPUYHBIX  KDHNTOCHCTEMaxX  OMepauMu wHppoBaHUa  ©
pacun(ppOBKH BBIONHAIOTCS 6picTpee, HEM B ANIOPHTMAX mindposalus
¢ OTKPHITEIM KITIOUOM.

CyLIecTBYeT I BO3MOXHOCTb COBMECTHTb NPEUMYILECTEA obeunx
kpunrocHcrem? To ecTh, BOIMOKHO I CO3XATH KPUNTOCHCTEMY,
koTopast Gyaer Boicokod(dexrusra npa wuhpoBaHNY AAHHBIX, H HE
umeTh npobnem ¢ pacnpefencHuem xmoueii? Koneyno, 310 BOIMOXKHO,
4 TaKWe CHCTEMBl HAILIBAIOT cudpudnvimu KPHNTOCHCTEMaMH. B
rMGPUAHBIX KPUITOCHCTEMAX K04 K AIFOPHTMY CHMMETPHIHOTO
mmppoaauns AQCTABIACTCA UEpeE3 I.I.IHdeOBaHl-‘IE Cc OTKPBITHM KIHOYOM, d
camMy JAHHBIC 3aUMUIEHBl CHMMETPHYHBIM WH(pOBaAHHEM. CxeMma
ru6puHOH KPHATOCHCTEMBI 0TO6paXeHa Ha puc. 3.7.

{K}s
E(flannwe emoponet b, K}
E(/lannvie cmoponit A, K)
»
CropoHa A Cropora b

Puc.3.7. FHOpuaHan KpANTOCHCTEMA

Jlnuna Kuoua & Kpunmocucmemax ¢ OmpyinsiM Kaouom. Kak u
B KpHHTOCHCT&M&X C CHMMETPHYHbLIM KITHOYOM, Kle‘lTOCHCTeMbI C
OTKpHITHIM KMIOYOM TpeOYIOT JUTHHBL KIIOYA ANA KCHONB30BaHHA B
peaneHoil XKH3HH. DTOT BONpOC OOCYXMRAACA BhILIE INA CHMMETPUYIHBIX
Kpul’lTOCHC‘I‘eM. HOCKDJILK}' MaTeMaTHYCCKAd OCHOBa CHMMCTPH‘IHHX H
OTKpLITBIX KPHMOTOCHCTEM PpasiiuMHA, OHM OyayT HMeTe paz/M4HYIo
IIHHY KIKOYa, KOraa HaXORATCs HA OMHOM H TOM K& YPOBHE
yCTONUHBOCTH (Tabn.3.4).
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Tabauya 3.4

Jnupa kiodei CHMMETPHYHLIX H OTKPLITHX KPHNTOCHCTEM €
OAHHAKOBOH YCTOHIHBOCTLIO

AJTopHTM cHMMeTprEMuoro wudiposanka | AnropurM RSA (uucaa p H q)
56 6ur 512 6ur
80 6ur 1024 6ut
_ 112 6ux - 2048 6uT
128 6uT 3072 6ut
192 6ut 7680 6uT
256 ouT 15360 6uT

Kak ¥ B CHMMETpHYHBIX KPHNTOCHCTEMaX, B KPHATOCHCTEMAX C
OTKPBHITBIM KUIOYOM BCE BApHAHTHl Kitoueil 3aBHCAT OT CHocoGHOCTH
YCTPOMCTB BBIMONHATH BRIMHCIACHHA. TO €cTh AJNIMHA KAIO4Ha, KOTOpas B
HacTofllee BpeMs CYMTAeTcd JAOCTATOMHOH, MOXKeT ObiTh He
pexomesaoBaHa uepe3s 10 ger. [lockonsky B TeueHve 10 et
BO3MOXKHOCTH BBIMMCAHTENBHBIX YCTPOUCTB He GYINyT TAKMMH 3Ke, KaK
ceifuac,

B Ttabn. 3.5 nokasaHs! 3HayeHHs BpeMeHH, HeodXoaMMble ANA
(axTopuzaluy B pasnuuHoil gmuHe Mopyneil N B anroputme RSA. B
3TOM CAy4ae pe3ynpTathl ObAM nodydYeHs! 3a CHET KOMOBIOTEpa,
BHUTONHAMIUIErO MHJUMMOH onepauuii B cekyHay (one-million-
instruction-per-second, mips) unu 1013 onepaunii 8 roa. B kauecrse
anroput™a dakropuaauun ucnonsszoeancd GNFS (general number field
sieve).

W3 npuBegEHHBIX BHIE JAHHBIX BHEHO, YTO YBENH4YEHHE
BO3MOXHOCTEH BBIUHCIMTENLHBIX YCTPOHCTB, NPHBOAHUT K CHHXXEHHIO
YCTOHYHBOCTH KpHRTOrpapHYECKUX anropHTMOB. 3TO OTHOCHTCA Kak K
CHMMETPHYHbIM KDHOTOCHCTEMAM, TaK M K KPHITOCHCTEMaM ¢
OTKPBITHIM KAKOYOM,

Tabruya 3.5
3uauenus ppemMens, HeoOX0AHMEIE ANt GAKTOPH3IAMNE HA
pa3HbIX AnnHax moaynga N B anropurme RSA

Jinuna N B Gurax Tpebyemeuie rogn
512 30 000
768 2+10°
1024 3*10™
1280 10"
1536 3*10°°
2048 3*# 107
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3.4. MeToae! ofecnieveHHs HeAOCTHOCTH MAHHBLIX

O6a anroput™a wWHGPOBaHHA (CHMMETPHUHBIH H C OTKPBITHIM
KmouoM) Gl YOOMAHYTH! TONLKO AAA WCIIONL20BaHKA obecneveHHs
KOHPUOCHUHANBHOCTH JaHHbIX. Hipke MOXHO 03HAKOMMTBC ¢
BOMPOCOM  HX_  HCNOAL30BAWHA [IPH  TPOBEPKE  UENOCTHOCTH
HHPOPMaUHH.

Xow-hynkyua  — QyHKuMsA, orobpaxarollad BXOZHOE CROBO
KOHEYHOH MJIHHB! B KOHEYHOM andasHTe B CIOBO 3afaHHOM, oObdHO
thukcupoBaHHOH AAKMABL X3W-PYHKIHA UMEET CneayiolMe CBoHCTRA:

1. MOXHO MPHMEHATL K TEKCTY NPOH3IBOALHON NAHHEL.

2. Ha Bsixoae popMHpyeTca 3HaueHe 3aAaHHOH NNHHEL

3. Ana npou3sonbHOro X, h(x) nerko seiuucnseTcs.

4.ina npou3BossHoro H, c ypasnenns h(x) = H ueBo3MOXKHO
BRIYKCIHTE X (CBOHCTBO OAHOCTOPOHHOCTH).

3. JIns nofty4eHHBIX X M Yy # X TeKCTOB moayuntca h(x) # h(y)
{CBOMCTBO YCTOHYHBOCTH K KONNH3HH).

[TpocToit BUA NMPOBEpKH LENOCTHOCTH MepefaBaeMbiX OaHHBIX C
NOMOILBIO  X3W-(QYHKUMH MpuBeAeH Ha puc. 3.8. OrmpasuTens
BbIMHCIISIET XOMU-3HAUEHHE COODLIEHHA K OTMPABNAST €r0 NOMYYaTENH
BMecTe ¢ coobmennemM. [Tonyuyarens cHauana BEIMHCASET Xell-3HAUECHHE
coobuUIeHUA H CPaBHHBACT €ro ¢ MOMYYSHHLIM Xawi-3HaYeHHWeM. Eciu
ofa X3M-3HAYCHHA PaBHbLI, NEJOCTHOCTE AAaHHBIX HE H3MEHEHa, B
NMPOTHBHOM CJTyYae OHa CUMTACTCH H3MeHeHHo#. OObBMHO X3ll-
GyHKUHIO  elle  Ha3LlBalT  Oecikmouesoli  kpunmozpaguueckoii
yniyue, TaK KaKk X3W NpH BBOJE KPOME AaHHKIX He TpefyeT HUKAKoTo
3HauYeHUA (CYLIECTBYIOT Takke MeTompl obecnmeueHus MenoCTHOCTH
uHpopManKK, TpebyolliHe Kr4a).

[loayssevene
Hello !
7 Helios ( Hello! coolueare
Xam smaveom Xap waacume
coofincie
Hexomion
5 h
e e N
—II X 3 TRscuEy I’

Puc.3.8. TIpoBepKa 1eN0CTHOCTH AAHHBIX H2 OCHOBE XII-PYHRUMH
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[Mockoneky mpobiema 6e30MaCHOCTH B BBILLEYNOMAHYTOM MeETOAE
cepbessa, Ha [MPaKTUKE OHAa HE UCNONb3yeTCA. To ects vy
3I0yMBILIEHHAKA ECTb BOSMOKHOCTL MPOBEPHTE LENOCTHOCTH TOMBKO
npy H3MeHeHHH MHGOpMAaLHK. OaHako, 3MOYMBILUIEHAHK MOXKET JIErKO
y6eauTs NOB30BATENS B UENOCTHOCTH JAHHBIX, 06MEHAB XOlLI-3HAYEHHE
HaHHBIX.

Cywecrsyer MAC {message authentication code) cucrema,
ycTpasuougas 5Ty 0pobleMy, COINacHO KOTOPOH  X3ll-3HAUEHME
JAHHBIX BLIYMC/IACTCA HA OCHOBE CEKPETHOTO KiIko4a {pHC. 3.9).

Mpu pa3paboTke CHCTEMBbI MAC Takke MOXHO HCNONB30BATH
Gnounste wropsl. JnA 3TOro AOCTAaTOYHO HCNONb30BaTh GnouHLIA
wupp B pexume CBC (Cipher Block Chaining - uenouxa
uHdpobaokoB) K (OAYy4HTH IOCASAHHH 3aiHpPOBAHHLIH  GJIOK
(ocTanbHeie 6yoyT BEIOPOUIEHLL).

Koueuno, 3TOT METOA — HE €AMHCTBeHHhIH crnoco® coizauus
cuctembl MAC. Hike MOXHO MO3HAKOMMTBCH € CO3JaHMEM CHCTEMBI
MAC Ha ocHOBE X3IW-pYHKUHA.

OTnpaBHTEIE Ioayyareas

Hugopmaimis — Hupopuaims

Knrou Knrou
— MAC MAC— MAC [of——

Puc.3.9. Cacrema MAC

HMposepka HEAOCMIHOCIMU OGHHLIX HA OCHO8E XI-PYHKUUG.
Brie G610 32fABJEHO O HEAOCTATKE peannsaluM BhiuMcaeHus A(M)
npd MpoBepke NENOCTHOCTH JAaHHBIXM u  ormpaske M, h(M)
noyyuatento. [IoaToMy Ha mpakTHke XJW-PYHKUHA HAMpPIMYIO He
HCTIONL3YIOTCA ANA oDecnevYeHus UEROCTHOCTH JaHHbLIX. Jpyrumu
clopaMH, Lens COCTOMT B TOM, 4Tof&l TrapanTHpOBaTh, YTO
BRIYHCIIEHHOE X3MU-3HAYEHHE He MOXKeT OBbITh H3IMEHEHO [pu
ofecneyeHHH LENOCTHOCTH HAHHBIX HA OCHORe Xali-GYHKUuMi. [nd ee
peau3aly, BO3MOXHO, HEOOXOAUMO 3audpoRaTh XJW-3HAYEHHE HA
OCHOBE CHMMETPHUHOrO Kimo4a wudposanus (to ects E(R{M), K)).
OpnHako, cymecTByer Oonee mpocTod cnoco cuenath 3T0 — METOAOM
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xewuposanrnozo MAC (hashed MAC uau HMAC). CornacHo 3TOMY
MeTOAY, BMECTO IIH(POBAKKA X2IU-3HAYEHUS, KIIOY HEMOCPENCTBEHHO
NPHKPEINACTCA K AAHHBIM B NPOLIECCE BRIYHCICHHA X3l-3HaYenus. Kak
npukpennsiorcs knoun B cucreme HMAC? B obuiem cnyuae ¢ ApyMs
METOZAMH: BCTABKa Kiw4va fiepes TekctoM (hR(X,M)) unu BcraBka
xmoua nocie Tekcra (R(M, K)), B k@xaoi U3 HUX HMEIOTCH CephesHble
npobneMel ¢ 6e30MacHOCTHIO. N

X3w-gyHKUMY TAKOKE ABJAIOTCA KPHOTOCHCTEMAMH M NpH
X3WHPOBAHHN HHOOPMAUMH, KaK M B CHMMETPHYHOM GiovHOM
wudpobaHny, pa3birsalotcs Ha 6nokK. O6bIMHO AnA SONBIMHHCTBA X1~
dyHkuuii (Hanpumep, MD5, SHAI, Tiger) anuea Gnoka paBHa 64
GatiTam unu 512 Guram.

B cucreme AMAC xniov NpPUKPENNSETCA K A3HHLIM CAESHYIOWNM
obpazoM. Criepsa anuua Gnoka B X3w-QYHKUMH Olpeensierci B
Haiitax. Jonyctum, B xaw-dpyHkuud MDS anuua 6noka pasua B = 64
Gafitam. JInvua nomyqeHnoro kmova (K} TakXKe NpHpaBHHUBAETCH K
anuHe Gnoka. 3geck Moxer Ob1Th 3 cmyuasn: (1) ecnu anHHa kKmowa
paBHa 64 DaifTaM, TO HHKAKOE W3IMEHEHuE He npousoiiger, (2) ecnu
MJIHHA KMW04a MeHblue 64, TO OTCYTCTBYIOWMe OGafThl 3aMEHATCA
HyNAMH, (3) ecnu annHa Koya Gonblue AMHHB! GlI0Ka, TO KITOY CepBa
XOUMpYeTCA, M MpaBasg YacrTbk CreHEePHPOBAHHOTO 3HAYEHHA XJUI-
dYHKUNH 3aNONHACTCA HYMAMH, TOK3 HE AOCTHTHET AJMHE! GAoka.
Takum 06pazom, NMHHA K042 NpPUpPaBHHBAETCA K ANHHE Gnoka.

CnefoBarensHoO, Ha OCHOBE RAHHBIX M TpHcnocobnenHoro wioya,
saveHue HMAC BpI4MCAACTCSA CNERYIOMNM 06pasom:

HMAC(M,K) = H(K & opad, H(K®ipad, M),
rae ipad u opad nepemenHble TEHEPHPYIOTCA CNEXYIOMKHM obpazam:
ipad = B pe3yabTaTe NOBTOpeHUA 0x36 B pas,
opad = B pesyiAbTaTe NOBTOpeHus 0x5¢ B pas.

Kak Bumno u3 ypasueHdd, B HMAC Bemonuserca zasoiiHoe
xawnposanue. [ockonbiky Kkmov K H3BECTEH TOMBKO ABYM CTOpOHaM
(OTApaBHTENIO M NONYHATENO), 3IOYMBIIUIEHHUK HE  MOMET
nepecHHTaTek COOTBETCTBYHLEE X3l-3HadyeHHe. M3 nmap AaHHBIX,
oTnpapAeHHbIX co cTopoHb A (M,HMAC(M,K)), 3noyMbllIEHHHK
MOXET TOABKO HK2AMEHHTh JaHHbiE, W 3Ta CHTyauus JIerke
obuapyxuBaeTca MOMyYaTENEM.

Hpoeepxa wenocmuocmu OGHHBIX U 3quuma om Omraza na
OcHOSE QAZOPUMMOGE Wupposanus ¢ omxpoimbiv Knfoxon. Hinke
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MOYHO MO3HAKOMUTBCA ¢ CHCTEMOI aaexmpontoil yugdipoeoi nodnucu,
OCHOBAHHOH HAa KpHATOCHCTEMAX C OTKPHITBIM KJIIOYOM H  X30I-
dynxuuax. B 3akone Pecnybnuku Y3bexucran «OO6 3nekTpoHHOI#
uudposoll MONNMHCH» K SNEKTPOHHOHl UWHGPOBOH MNOANHCH faHo
ClieAyoIEe ONpeicNeHHe:

«Onexmponnas yugpoeas noonuce (ILI]) — noanuce 38
3NEKTPOHHOM JAOKYMEHTE, MONYYEHHAd B -PE3YNMbTATE CHEUHANBHBIX
npeobpazoBanHii MHPOPMaUMH JAHHOrO 3MCKTPOHHOIO ROKYMEHTA C
HCIOMb30BAHHEM 3AKPHITOrO KAKHa JNSKTPOHHOM UHPPOBOi NOAMKCH H
NO3BONAIOMIAA NPH ROMOLIK OTKPHITOrO KIIOUA INEKTPOHHOH UNdpOBOH
MOANHCY YCTAHOBUTH OTCYTCTBHE HCKOXEHHUA MHGPOPMauwd B
3MEKTPOHHOM NOKYMEHTE H HACHTHOHULHPOBATL BIANENbLA 3aKPLITOrO
KJOUa 3MeKTPOHHOI LdpoBoli noanycuy».

OnekTpoHHaa  nHbposax NOAMACH, Kak H npocras
cofcTBeHHOpYYHas MOANHCh, CTaBUTCA TOJNBKO B 3NEKTPOHHBIX
AOKyMeHTax i ofecnednBaeT USNOCTHOCTh MOAMHCAHHON HHOpManuy
H rapauTHpyer, 4TO MOAMKCABUIMA HE OTKAXETCA OT MOANMHMCAHHOIM
noanucu. B uxgpopmaunoHnoii 6€30MacHOCTH CYWIECTBYET npobrema
omra3a, COCNACHO KOTOpPOH  MOMB30BaTENh  OTKAasbIBACTCE  OT
cO6CTBEHHOPYYHO MOAMMCAHHOrO AOKYMeHTa (T.c. HACTAHBAET Ha TOM,
yro OH He noamuchiBal). MmenHo g APEAOTBpALIEHHA >Tol
npoB1eMbl HCMOJIB3YHOTCA CHCTEMbI 31eKTPOHHOH UHPPOBOI noanHCH.

Takum ob6pasom, cucremMb: OLIII He TOMBKO obecnevHBaoT
. UeAOoCTHOCTH MHOOPMALUH, HO H NPENATCTBYIOT (HNH NpenoTEPalAIOT
OTKa3) YKIOHEHMIO MOAMKCHIBAWOIIEr0 JMNA  OT  BbINOJHEHHS
obszarenncTe. Takum obpasoM, cuctembl JLII oraMyaroTea OT cucteM
MAC, OCHOBAHHbLIX Ha CHMMETPHYHbBIX KpHIITOCHCTEMaX,
obecnedrBaloLIX UENOCTHOCTE AAHHBIX.

B cucremax MAC urobel He HMETh BO3MOXHOCTE [EPECYHTEHIBATE
X3lI-3HAYEHHE K TEKCTY MpHKPEnyed K4, B cHcTeMax OILIIT
«undpoBaHne» OCYWECTBACTCA € 3AKPLITHIM KAIOYOM XIUI-3HAYCHUNA
undopmawun H resepuapyerca DUIL Yrtober «pacumdposats» 310
coobueHne, AOCTATOMHO 3HATh  OTKPBITRIH  KJIOM  CTOPOHE.
CrnenopatelibHO, OHA 10X0XKA HA IPOCTYKO CHCTEMY TOANKUCH (B NpOCTOH
CHCTEME MOAMHCH MOANHCHBAET OAMH YEJOBEK, H OT OCTaNbHbLIX
Tpebyerca mpoBepka ee MOAnMHHOCTH). B cucreme JLII Bnanenen
3aKpHITOrO KIOYa TaKkkKe MNOAMMCHIBAET CooblleHHE, a OCTalbHbIC
NPOBEPAIOT NOANMHHOCTh HOAMUCH, HCNIOTIB3YS €10 OTKPHITHIH KMoy,
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Ecn cropoHa A noanmuceiBaeT coolwenuwe M, To noanuce
BEIpaXkaeTcs B BUAE S = [M], (Taioke, Kak K paciiugpoBKa ¢ 3aKPhITLIM
KIMO40M B KPHNTOrpaduu ¢ OTKpbITRIM kmodom). Co3paHHe cHCTeM
JUIT cocTouT U3 ABYX npouexyp: Popmuposanue LT v Ilposepxa
JL[T (puc. 3.10).

Hpoyece gopmuposanua . onyctum, TpebyeTca OT CTOPOHBI
A Tiomnucare coobwenne M. JIns sToro BHIHKCIACTCA X3UI-3HAYCHHE
coobwenua M: H = h(M). 3arem xem-3Havende coolueHua H
«wudpyeTcs» ¢ MOMOWAIO 3aKPHITOrO KAKMA MONb30BATENA (ITO He
Hacrosulee IHGpPOBaHHE, OHO NpPOCTO 3aKMIOHAETCS B BBIMONHEHHH
onepauMi Hag H ¢ 3aKpLIThIM KAIOUOM) W TCHEPHPYETCA MOAMUCH
§ = [H] 4. CreHepuposakHas noanuck 1PHKPENAseTcH K naHubeM {M, 5}
H nepeaacTcs nojy4arento.
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Puc 3.10. Cxema rnexTponnoii nugposoit MOAMHCH

Hpoyece nposepxu L1, Houycrum, TpeByercs oT cTopoHst B
NPOBEPHTs MOANKCH S, noAnNHcanHoe B coobmennu M'. Jna storo B
CTOpPOHA CHEPBa BHIYHCAAET Xi3nl-3HaueHHe coodueHus M H' =
R(M"). C OTKpBITHIM KMIOHOM CTOPOHE] A «pacluudpoBriBaeTcH» S (310
He Hacrofwas paciungpoBKa, OHA MPOCTO 3aKNIOYAETCS B BHIMOMHEHUH
onepauyK Hal § ¢ OTKpPHITEIM KAouoM) K renepupyerca H. Ecnu ofa
x3w-35avenus (H u H') pzaumuo papusl, I cuuraeTca NpaBriAbHEM
{cnenoBaTeNnbHO, COOOIIEHKE LENOE).

Ipexnae yem pa3obpaTbes B 3aW(UTE OT OTKa3a, MPUBEAEM MPOCTOH
npuMep obecmedenus uenoctHoctw Ha ocheose MAC. Jlonyctim,
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CTOpoHa A cBoeMY RHNIEpY ¢O CTOPOHBI B nopan 3aseky Ha 100 akuwmii.
HY7o0bl rapaHTHpoBaTh LEAOCTHOCTh AAHHOTO 3akasa, CTOpOHa A ¢
NOMOILEBKD pacnpefiencHHore Kneova Ky p cToposl B seiarciser MAC.
Yepes onpeneneunoe BpeMd 3akashl GYAYT rotosbl. OAHAKO LEHA aKuMii
ynajer a0 Toro, kak ctopoHa A npou3BeleT nuatex. B 310 Bpems
CTOpoHa A Oyaer HacTaHBaik Ha TOM, HTO OHa He 3aka3blBana W
OTBEpraer mAaTex. 3TO CBA3AHO C TEM, YTO 00€ CTOPOHEI MEHEPUPYIOT
paccuuranHuii MAC, ans obecneyeHHs ENTOCTHOCTH.

Ecnu takas cutyauus ocyimsectsnsercs ¢ 3LITI? B stom cnyuae,
CTOpoHA A NOANMUCHIBAET 3aKA3 CBOMM 3aKPLITHIM KAKYOM H OTIpaBsieT
€ro cropoHe B. 3mech CTOpoHa A HE MOMXKET OTpHUATE O MONAHHOM
3aseke. [Ipyvuna B TOM, 4YTO NOAMHCAHHE 3aKa3a OCYIECTBAAETCS
TOJLKO 3aKPLITBIM KITOYOM. A CEKPETHBIH KRKOY M3BECTEH TOJBKO
CTOpOHe A.

Hughpacmpyrmypa  omxpeimstx  Kuouedi (Public  key
infrastructure, PKI). Eme ofna npofineMa KpHNTOrpaguu ¢ OTKPITHIM
KJIOYOM — 3TO ONpEJENIeHUe TOrO, KOMY NPHHANASKHT OTKPBITBIH K104
MpeanonoxuM, cTopoHa A XO4ET OTNPABHTE CeKpeTHOe coobluenne M
cropoHe B. Jlna 3toro cTopoHa A HCMORB3YET OTKPBITBIN KIIOY
cTopoHbl B. OnHako cTopoHa € CO 3/BIM YMBICIIOM [IPEACTABAAET CRO#
OTKPBITBIH K04 CcTopoHe A Kak OTKpBITBIH KMIOY CTOpoHBI B,
[Tockoneky cTopoHa A He MOXET INPOBEPHTH 3TY CHTYAUHK), OHa
AOBEpAET il ¥ WHPPYET CEKpeTHOEe COOOLUEHHE OTKPHITHIM KNHOYOM
cTopoHsl C.

' Yrobe! H36ekaTh 3o npobnemel, KpanTorpadueckue CUCTEMBI ¢
OTKPBITEIM KIHOY0M HCMONB3IYHOT um[;pacmpykmypy GIMKPIMOZ0 Knrovq.

UndpactpykTypa OTKphITOro Kimoua, wiv PKI, exmodaer B ce6a
Bce, yTo Tpebyerca Ansa 6€30MacHOro MCMONL3OBAHHA KPUNTOCHCTEM C
OTKPBITBIM KJIOYOM B peanbHOl JKu3HH. BiaumogeilicteHe Bcex
xomnoHeHToB PKI - odeHb CHOXHEI Npoulecc, HEKOTOpPBIE M3 HX
COCTaBNAIOLHX U ocHoBHBIE QyHkuuM PKI omucansl Huxe.

Hudbposoii cepmugpuxam (cCepTHPHKAT OTKPBLITOrO KIOYMa WM
KpATKHIA CcepTH}HKAT) COCTONT M3 HMEHH NOMB20BATENS W ero
OTKpeiTOrO KiI0¥a (H2 MpakTUKE Takke OGYyAeT COAEePKAThCS
uHpOpMaLHs O MNOAL3OBATENE K CepTHPUKATE) M MOAMHKCHIBACTCH
yenmpom cepmugpuxayuu (certificate authority wnn CA). Hanpumep,
cepTuduKaT CTOpOHL! A COCTOUT M3:
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M = (1asBaHue CTOPOHBI A, OTKPbLITHIH KJIIOY CTOPOHBI A) H
S = [M]ca.

Yro6s! npoBepHTh 3TOT cepTHUKAT CTOpPOHA B BeivucnseT {S}cs #
NpOBEpSAET PABEHCTRO HA M.

Cropona CA oObl4HO pacCMaTpHBAeTCH KAK O08EDEHHAR Mpembs
cmopona (trusted third party ékn TTP). To ecte cropona A obbiuHo
reHepUpyeT Napy 3aKpbIThiX H OTKPRITEIX KNIOYe# A4NA MOnb30BaTens.
[Tocne Toro, Kak 3aKkpbITblii KIIOY NPEROCTABAEH CTOpOHE A, OH
yranserca W3 CA. OTKpBITHIH KIOM NpPeNOCTaBAAETCS B  BHIE
ceprudpurata. Ecnn cropoHa B Xo4yeT OTNpaBHTL Kakyrw funbo
3aKpOBAHHYI0 HHPOPMALHIO 117 CTOPOHBI A, OHA BOCTIONB3YETCA €€
ceprupukarom. [na aItoro Tpefyerca npoBepka mNOANHCH HA
ceprudukare. 310, B ¢BOIO ovepens. Tpebyer uTobul cTopoHa B 3wana
oTkpeITel K04 CA (To ecTb cepTrduxar. skBaBanenTH.I eMy). Takum
o0pa3oM, OTKPSITEIR Kmou (MK cepTHdHKaT) cTOpoHbl CA AOCTYNEH B
yKe Hernonb3yeMol CUcTeMe M pacrionaraeT Beelf MHGOpMaLHEH O HEM.

3.5. llindppoBanne gHcKkoB 1 akios

Kpunrorpagnueckas 3auura HHGopMauuM, B  9acTHOCTH,
anropuTMbl WHGPOBAHHA, WHPOKC NPUMEHAKOTCH Ha NpaktHke. B
Ka4ecTse MPHMEPa MOXKHO MNPHBECTH WHOPOBaHWE NAHHBIX Ha
3aNOMKHAWINAX  YCTpoHcTBAX HAH  WHdposaHHe WHPOPMALIMH,
nepefasaemoit no ‘cevu. Kak npaBuno, ans wndposaHHA AAHHBIX
HCMONB3YETCA ONpeNeNeHHbIH anCOPHTM. DTOT ANrOPUTM MOXeET OBITE B
BH/IE NPUIIOXNEHMA, paspaGoTaHHOro A/ onepaunonHoi cuctemel (OC)
(nanpumep, Windows OT, Linux OT, Android OT) uau cneuxaibHOro
ycTpolicTea (HampuMep, cReLHanbHBX Mpotieccopos, TokeHa USB,
CMapT-KapTHI H T.A.).

Ha npaktdke kpunrorpagHyeckue ANCOPHTMbI HCHONB3YHOTCH B
KayecTBe CPeACTB CNeAyIOLero Biuaa:

- CpeACTBa annpaTHO-NPOrpaMMHOTO BHJA;

- CpeAcTBa aANNapaTHOro BHAA;

- CpeacTBa NpOrpaMMHOre BEAA.

Annapamno-npospammnoe wugposanue — upouecc wWudposaHus ¢
HCMONB30BAHNEM ClNEUHANsHO pa3paboTanHoro BBIMHCIHWTENBHOIO
ycrpoiicTBa. TIpUMEPOM MOXET CIyXHTb YCTPOMCTBO LIMGPOBAHKSA
ruToken USB (puc. 3.11).
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Puc.3.11. Yerpoiicreo umndiposanus ruToken USB

Verpoitcteo  wndposanus ruloken USB - yerpoiictso
npousBoacTBa Poccuiickol Qenepaund, KOTOpoe B OCHOBHOM
peanu3oBaHO B kpunrorpadpudeckux  anroputmax  Poccuidckol
Qepepaunn. O6UlHe XapaKTEPHCTHKH pa3paboTaHHOro ycTpoiicTBa
PyTtokeH S ClieRyOMHE:

- HCHOfB3yeTcs Ans 6e30NacHOro XpaHeHus kaoveH wndpopanus,
wnodelt DI ¥ pasnUuHbIX CEPTH(HUKATOB;

- yToBGBI HCMOJIL30BATh 3TOT TOKEH, Tpebyercs Bsectu ITUH kon;

- npumMeHseTcs AnA wHbPOBAHHA NAHHbIX HA IMCKE;

- B TOKEHe HMElTcd YpOBHHM TOCTH, [OAB3OBATENA M
afqMHHHCTPATOPa,

- MOXKHG HKCOOMB30BaTE B  cpegax  Microsoft  Windows
10/8.1/2012R2/8/2012/7/2008R2/Vista/2008/ XP/2003, GNU/Linux,
Apple macOS/08X;

- EEPROM c namsateto 32, 64 u 128 Kb;

- umeer HuTepheiic USB 1.1 v BhlLLE;

- umeet pasmep 58x16x8mMm (MHKpO-TOKeH 17,8x15,4x5,8MM);

- uMeer Bec 6,3r (MHKpo-TOKeH 1,6r).

Annapamnoe wudposanue wmeer caepyromue cneuudpHueckHe
0cobeHHOCTH:

- HCMNOAB3yeT CHEUHANBHBIA HOpOUeccop, pacnoJIOKEHHBIH B
Hakonutene (YCTpOHCTBE);

- B Mpoleccope HMEeTCA ClelnanbHbI reHeparop kmo4eil Ans
reHepauyuy Kmova my$poBaHns, KOTOPEI# pasGaokupyeTca Ha OCHOBE
MapoJisA, BBEACHHOIO NONb30BaTEAEM;

- 3(pexTHBHOCTh AOCTHUTAeTCA 38 CYET OTKa3a OT MCI0NB30BaHUA
OCHOBHOH CHCTeMbl (CHCTEMB!, K KOTOPOH MoAKmoveHO YCTPOHCTBO,
HanpHMeEp, KOMIBIOTEP) A4 IHH(pPOBaHuS,
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- KMOYH W ApPYrHe CcexpeTHhle BeAHUYHHBI Ha YCTpOHCTBE
3aMWHILEHb! C MOMOULBIO WH(POBAHHS;

- ayTeHTH(UKAUKA OCYINECTBAAETCH OTHOCHTENRHO aNIapaTHOTro
yCTpoiicTBa;

- ofecrmevHBaeT BBICOKYIO 3KOHOMHYMECKYH 3(dexTHBHOCTD B
paspese CPEAENX H KPYNHbIX OPTatHH3aUui ¥ NPOCTOTY NOAACPIKKH,

- - TMOCTOSHHO HOCTYMHAA (yHKUWA WH(POBAHHS, peanu3oBaHHas
Ha yCTPOHCTEE;

- HeT HeoOXOAMMOCTH YCTaHaBIHBATh AONOAHHTENbHEIE OpaliBepbl
HNM NporpaMmHoe ofecneyeHune;

- JaHHbIE 3ALHIIEHE OT ILIMPOKO PaclpoCTPAHEHHBX METOHOB
aTaKH, MOJIHOTO Bbl6opa mapons, aTak Ha OCHOBE BBOJA BPEAOHOCHBIX
NporpaMM H aTak, HaNpaBAEHHBIX HA MOUCK KtOUa;

- peanuzauua Tpebyer Gonee BLICOKOH UeHBl, YeM NPOrpamMMmHoe
CPeACTBO.

Ipozpammnoe wuposanue OCyLICCTBASET Mpolece IHppoBaHHs
u pacuindpoBxu HHpOpMauMn Ha auckax. dalinax, xaranorax u
pasnMUuHbIX HOCHTENAX [MOCPEACTBOM  KOMObtoTepa. B uesom
MpoOrpaMMHBIE  CPEACTBA  WHQPOBAHWUA MOXHO pasgeuTs Ha
clegylolue rpynimsi:

- pporpamMHsie cpeacTBa mmndposanus arcka (Disk encryption
software);

- mporpaMMHbie cpeAcTBa wmdposanus  Qaiina/ katanora
(File/folder encryption);

- nporpaMMHble cpeacTsa Wndposanus 6asel AaHHbIX (Database
encryption);

- nporpamMmHbie cpeacTsa wudposanud csasu (Communication
encryption software).

Ha puc. 3.12 nokasas Baa nporpammuoro cpexcrsa TrueCrypt,
MCMONB3YEMOr0 IAs WHHPOBAHHA AHCKA. JTO NpOrpaMMHOe CPEACTEO
HUMeEET CNeAy e 0COOEHHOCTH:

HANWUCAHO € HCHOJB3OBAHMEM A3bIKOB nporpammuposanus C,
, Assembly;

MOXHO Hcnoikiosatsk B OC Windows, macOS u Linux;

pasmep paees 3.30 MB;

- 3TO NpOrpaMMHOE CPEACTEO HCMONL3YET aIropHTMbl GNOYHOrO
wudposanus AES, Serpent u Twofish.

CH+
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Puc.3.12. Tiporpammuoe cpeacteo TrueCrypt

[TporpaMmMHO€ wndpoBaHHe KMEET cAeAYIOLLHE cetH PHKH:

- HCMOAB3YET KOMIIBIOTEPHLIH DECYPC OAHOBPEMEHHO ¢ APYTHMH
nporpaMMamMHu ais mxdpoBaHus;

. cTemeHb 3alMIIEHHOCTH KOMIBIOTEpPa OmpefenieT CTeleHb
JalH IEHHOCTH HOCHTEIA,

- mapone, BBEAEHHBIH MONB30BATENEM, HCMONB3YETCA B KA4ECTBE
Kmo9a muGpoBaHHA AaHHBIX]

- moxer norpefoBaTbca oOHOBNEHHE IPOrPAMMBI;

- HCIIONB30BAHME INA HeGONBIIMX OpraHH3auui obecieunBacT
BEICOKYIO IKOHOMHUECKY O 3(h¢eKTHBHOCTE;

- yMmeercd  BO3MOMKHOCTb  BBLIMONHHTL  wudposanue 1A
JONOMHATENLHBIX METOXOB XPAHEHUS NAHHBIX;

- He ycTOuMB K ATaKaM MOJHOro Bbibopa maponst WIH APYTHM
aTaxaM, HaMpaBAcHHEM Ha MOHCK NapoJs;

- TpebyeT MEHBLILUMX 3aTpaT, YeM annapatHoe wHppoBaHue.

Iudposanue Ha yposHe Oucka u Qainosoi cucmemst.
Iugposanue ducka. ITOT NPOLECC OCYLIECTBAAETCA Ana ofecneuenus
xoHQUACHUHANBHOCTH AAHHBIX, XPAHALUHXCH HA pasiIUYHBIX HOCHTEIX
(xecTkufi nucK, Aucketa, USB-rakommtens u 1.0). B >TOM cnywae
Kkan sl OMT Ha BCceM JIUCKe HAM ero 4actH (Hampumep, Ha aucke D)
wppyeTca ¢ AOMOLLBIO ANAPATHOrO HJIH NPOrpaMMHOro obecievenns
Ana mmpposanus aucka. Llensio sToro npouecca sBIAETCA KOHTPONB
HeCAHKLUHOHHPOBAHHOIO AOCTYNA.

Hlugpposanue acezo ducka (Full disk encryption (FDE) nnm whole
disk encryption) — Tak Ha3bIBaeMbIe CPENCTBa WHQPYIOT BCe HEHHBIE HA
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JMCKE, H TONBKO CEKTOPEI, HeoGXonuMbIe ANd 3arpy3kH ONepalHOHHOH
cucTeMH (master boot record, (MBR)) He wmndpyiorcs. Hekortopsie
cpenctea muQpOBaHUA ANCKOB, Ha ocHoe ycrpoiictea (Hardware-
based full disk encryption, FDE) take wmudpyior MBR. Oun
JLOCTYTIHB! B IPOAYKT2X CAEAYIOLMX MPOH3BOAUTENEH NHCKOB:

- npouzsodumenu cecmxux Oucxog: iStorage Limited, Seagate
Technology, Hitachi, Western Digital, Samsung, Toshiba; -

- npouseodumenu duckoe muna SSD: OCZ, SanDisk, Samsung,
Micron, Integral Memory;

- npouseodumenu ducka USB: Yubikey nnu iStorage Limited.

FDE Ha ocHoBe YCTpoHCTBA COCTOMT H3 JABYX KOMIOHEHTOB:
cpegcTBo MMQPOBAHHA HA OCHOBE YCTPOHCTBA M 4YacTH XpaHEHHA
JAaHHBIX. B HacTosIee BpeMs Ha NPAKTUKE LWHPOKO MCTOAB3YIOTCA TPH
suaa FDE:

1. Hard disk drive (HDD) FDE.

2. Enclosed hard disk drive FDE.

3. Bridge and Chipset (BC) FDE.

HDD FDE o6biuso npoussoaarcs npoussogutenamn HDD. [lpu
3TOM TNpOH3BOAHTENH HCNONB3YIOT TexHonoruky Opal Storage
Specification. A co cropons Hitachi, Micron, Seagate, Samsung H
Toshiba mHpoBaHHE HHCKA OCYIIECTBIACTCA C HCMOAL3OBAHHEM
npaiipepa TCG OPAL SATA.

HekoTopble MporpaMMHbele CpeacTBa  LWIWGPOBAHMA  JHCKOB
UCMIONB3YIOT  METOR  npospasnozo  wugposawus  (Transparent
enyptyption). COTNAcHO TOMY METORY, NOCJE MPeaOCTaBEHHS WIt0ta
mudpoBaHUA BCE CEKTOPA AHCKA aBTOMATHUeCKH WHbpyOTCa (pxno4as
umsa aiina, HMs Katanora, coaepxumoe aiina U aApyrue METAAAHHBIE).
K cpepcTBaM IH(poBaHHA AHCKOR B BHAE MPOTPaMHOro CpelcTBa, B
KauecTBe NPHMEpPa MOXHO NpHBeCTH Aloaha Crypt Disk, BestCrypt
Volume Encryption, BitArmor DataControl, BitLocker, Bloombase
Keyparc, Cryptic Disk, USBCrypt v ppyrux (puc. 3.13).

Metoa nonHoro wWH(ppPOBAHHA JAHCKa uMmeeT CNEAyHOLIHE
OpeHMyINECTBA Nepen MeronoM wudposanua oraenshoro daiina/
KaTanora:

- NMOYTH BCE NMPOCTPAHCTHO 3aMeHbl (swap space) H BPEMEHHBIC
daitnet 6yayT 3awudposansl. Lilugposanne 3Tux daiinos oueHb BAKHO
AOTOMY, YTO OHH OOBIYHO MOFYT pPacKpsITh BAXHYIO WHGPOPMALHIO.
Iuckosele mudpaTopbl B BuAe nporpaMMHOro ofiecreveHust He
wndpyOT KORL HayansHoi 3arpysku (bootstrapping code). Hanpumep,
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r Drive Encryption

yTob 1, iporpammuoe cpeactso BitLocke
e acsanbp ctpio WHPpYoTCS

OCTABNAETCA HesaludpopaHHas 06nacTs M MOAHO

ocTanbHsle Mo;
- 70T MeTod O4eHp MONe3eH, KOrha monp30Bate

sauH(pOBATH 3aKPHITHIE COOBIIEHUS;

- HeMe[/IeHHOe YHHYTOXEHHe HaHHBIX, HanpHMep, YHHUTOKEHHE
KpMATOrpadHYECKOro™ K043, CAENZET CYLIECTRYIONIYIO nHpopMaLHIO
GecronesHoil. PexoMeHAyeTca PU3HYECKH YHAYTOKHTD ANCK, yTobul B
GyayLueM H3GexaTs BO3MOKHBIX METOLOE BOCCTAHOBACHHA JIAHHBIX.
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Puc.3.13. Bug nporpammMHore epegctsa BestCrypt Ha OC Windows

Hlugposanue gaiina (Filesystem-level encryption wnu file-based
encryption (FBE) wmu file/folder encryption) — meton umuppoBawus,
npeAcTasmsuoui cofod ¢opMmy wMdpoBaHUs Aucka, MPH KOTOpPO#
GaiinEl MAM KATANOTH IWHOpPYIOTCA uepes dalinoBylo cHCTemy.
Iludgposanne FBE pxnrovaer B cebs:

- HCMONB30BAHHE KpHATorpadudeckoit Qaiinosoil  cHCTEMBI,
paclonoXeHHOR Hall OCHOBHOW (aiinoeoii cucremoit (Hanpumep, ZFS,
EncFS);

- eAdHan (aiinoBas cucreMa ofiero HasHAMEHHs], BHIMONHAIOWAN
unppopaHue.

Merton wHppoBanHus ¢aitnos/ kataloroB HMeEeT CleAYyHOmIUe
NpeHMyIIECTBA:

- (alinoBoe ynmpaBaeHHE KAYaMH, TO €CTh HCIONB30OBaHHE
pasHbIx kmodell Ans kaxaoro daiina;

- OTAENbHOE YNpaBicHNe 3alHGPOBaHHBIME dalinamu npoile, yeM
ynpasjeHHe UessM 3aliiPPOBAHHBIM JUCKOM;
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- KOHTPOJbL JOCTYRa MOXET OCYILECTBIATHCA C MCMONb30BAHHEM
KpUNTOrpaduuecKHX CHCTEM C OTKPBITHIM KIIOYOM;

- B MaMATH XPAHATCS TONBKO KPUNTOrpaMYECKHE KIIOYM, &
3andpoBatHbte (aiinbl XpaHATCA B OTKPLITOM COCTOSHHH.

3.6. MeTojul 6e3onacHoro yaaneHHA JaHHBIX -

BezonacHoe YHHYTOXEHHE TAK JKe BaXHO, Kak M OesonacHoe
XpaHeHde NaHHBIX B uH(OPMaLHOHHON Oe30macHOCTH. JT0 CBA3AHO C
TEM, YTO BO3MOXHOCTb €€ BOCCTAHOBACHHS COXPaHAETCA B TOM CiTy4ac,
ecnd  KonpHAEHUMANbHAA HHpopMauns He OydeT MOMHOCTHIO
yHHuTOXeHa. Henb3s ckasaTbh, 4TO BCe METOAB YHHYTOMKEHHS JaHHBIX,
KOTOpBIE MCMOJIB3YIOTCA B HACTOALICE BPEMSH, ABNAIOTCA HANCKHRIMH.
Huxxe MOXHO MO3HAKOMHETBCA C METORAMH YHHUTOXKEHHA JOKYMEHTOB B
GYMaXkHOM H 3JIEKTPOHHOM BHJE H HX XapaKTEePHCTHKAMH.

Cnocolot  yruumodxcenus OQoKyMesnmoe 6 OymaxNcHoM eude.
OOblyHO MpPH  YHUYTOXEHHMK  JOKYMEHToB  OyMmMaxHOro  BHAd
HCIIONB3YIOTCA CACAYIOLUIHE METOABI

- ppo6nenne (wpeaep);

- CHKHraHHe;

- 3aXOpOHEHHE,

- XHMH4Yeckad obpadoTka,

Hdpoénenue. C  paspelleHHS PpyKOBORACTBA 8  OpraHH3atluH
NOKyMeHTbl B BHAE Gymaru, Haxopmsuiuecs B pykax COTpYAHHKOB, €O
BpeMeHEM TEPAIOT CBOID CHAY WJM BO3HHKAeT HeoOXOAUMOCTb HX
YHHYTOXKEHHS M3-32 XPAHEHHA HE3HAYHTENbHOH wudopmauny. OAHAKO
B CITy4ae JOpOrocTOALINX JaHHBIX B 9TOM ciyuae TpebyeTca HX MOJHOE
yHuuTOXKeHHe. [Ipouecc npobnenus ABnseTcd oauuMMm u3 naubosee
LIMPOKO HCMOMB3YEMBIX METOJOB TpPH BHIONHEHHH 5Toll 3amaqu. B
sToM ciydae OQHCHBIEN RpoGuabubiif crasok pasGHBaer Oymary,
pa3pe3sas Ha oMeHb MEJIKHE KycoukH (pHc. 3.14),

[TpenMyIECTBO METO/A JpOGNEeHHa 3aKNOMaeTCa B CEAYHOUIEM!

- KY[UB OAWH pPa3 MOXCHO HCIIONE30BaTh AOATOE BPEMS;

- 1N YHHUTOXEHHSA MaTepHaNoB He TpebyeTcs AONOJHHTEABHOro
[APOCTPaHCTBA;

- MOMET TAKKE WIMENBYATL KOHDHACHIHATRLHYIO HHOPMALIHIO.
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Puc. 3.14. Ulpepep Rexel Auto+ 30X

Cocuzanue. C NOMOIIBIO CKHIAHHA MOXHO OBICTPO YHHUTOXATDH
GoBLLIAE OFBEMBI IOKYMEHTOB. C JKOJIOrHYECKOA CTOPOHBI 3TOT METOL
YHUYTOXECHHA NAHHBIX HE omobpserca. Kpome Toro, MeTol CKWraHHd
dMeer cAeAyIoiHe HeJOCTAaTKH:

- TpeByeTcs ClENHaNbHOE MECTO IS CKHIAHUA fymMar BHYTPY WU
3a npeAeNaMH OPraHH3alKH;

- eclli CKMIAHHE HE OCYWIECTBIAETCA B CHEUHANbHbIX KOT/HAX B
[OBBILIEHHBIX YCROBUAX, TO CYUICCTBYET BEPOATHOCTDh TOTO, 4TO (1I/IOTHO
clIpeccoBaHHpIe MANKH He GYZyT NOMHOCTEEO COXOKEHEI,

- pasBelicHHe Or Hsl, NOrpy3Kka H Pa3rpy3ka NOKYMEHTOB Tpeﬁye-r
JONOJIHUTENBHBIX 3aTPaT.

3axoponenue. XOTS paHbllie 3TOT METO LIMPOXO BPUMEHANCH, B
gacTosilee BPEMA OH HCMOJE3YeTCs Deako. 3ITOT METOA He [aeT
BO3MOXXHOCTH NONHOCTHIO YHHYTOXKHTS laHHbIE Ha Gymare. B pernoxax
¢ CYXHM KJIIMATOM, TpeByeTcs MHOTO BPEMEHH, uroGel HHPOpPMALHS HA
fymare ycyesna.

Xumuueckas obpabomxa, BHILEYKa3aHHBIE METOALI He [aloT
[OJIHOH TapAHTHH TPH YHUITOXEHHH JOKYMEHTOB C BLICOKHM YPOBHEM
KOHQUACHUMANBHOCTH. A XUMHUECKHA METOR Mo3BOsAET CTHPATH
uudopmaumo B suae Oymarn co 100% ysepenuoctsio. [lna aToro
HCTIONB3YeTCs  CHNENHanbHOe  XMMHYECKOE  BEWIECTBO W BOAA.
BoccTaHOBKTh  00pa3s0BaBIIYIOCA MacCcy Boobuie  HEBO3MOXHO.
EgMHCTBEHHBIM HEAOCTATKOM 3TOr¢ METOJAa ABAAETCA BbICOKas
CTOMMOCTb K HEO6XOABMOCTD CNELHAIBHOr0 MeCTa.

Yuuumoxcenue 31eXmporRsix doxymermos. [pobnema nosepust
K BNEKTPOHHBIM CPEACTBAM MaccoBOH HHGOPMALMH CTAHOBUTCA BCE
Gonee akTyansHOH B CBA3M C POCTOM KONMYECTBA CIOCOGOR
HE3aKOHHOTO  MCMOJB30BAHHA  JMYHOE M OpraHH3aNMOHHOHN
undopmauy, XpaHAwedics B MEKTPOHHOM Bume. Hanpumep, Aredt
nanuonanseoli 6esonacHocti CIIA Dmsapx Choysen B Hauane HioHS
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2013 roaa packpel1 COOTBETCTBYIOI{KE HOKYMEHTHI OpraHn3aunu NSA.
CornacHo uM, rosopunochk, 4to 3a cammutoM G20, B TOM uucne 3a
Hmutpuem MenBeaesbiM clneaaT aMepukasckue M OpHTaHCKHe
pasBefcnyx6bl. CexpeTubie areHTs! ¢ momousio nporpammsl PRISM
CMOI/IH  BOCMONb30BATECA JKUHBIMH [N2HHBIMH, XPaHALKMHCA B
HoyTOyKkax uWnu TenedoHax. COTpYAHHKN NPaBHTENHCTBEHHOTO LIGHTDA
cBs3u Benukobputanuwm, s3nomas BlackBerry, nomy4uny BO3MOXHOCTD
NPOCAYIHBaHHA 3BOHKOB, U MUTaTh NEPENHCKH YHACTHHKOB CAMMHTA.

Campiif nerkuit nyTh u36aBneHus oT HHGOPMALHK, COAEPKALUEHCA
B JNEeKTPOHHBIX CPEACTBaX, OTnNpaska KX B Kopsuwy, HIH el
panukasnbhee — opmamuposanue. Xota G0AbUIMHCTRO Nonb30BaTENeH
CYHTAIOT 3TOT METOA HAJAEKHLIM, B peaibHOCTH BCE COBCEM HE Tak.
3tor merog obecmeuyusaeT (M3MYECKYio TOTEPI0 AAaHHBIX. B 3TOM
cnyvae, €CTb BO3MOXHOCTh C IMOMOIULIO CHEHANbHbIX MpOTrpaMM
(Recuva, Wise Data Recovery, PC Inspector File Recovery, EaseUS
Data Recovery Wizard Free, TestDisk and PhotoRec, Steilar Data
Recovery) BOCCTaHOBHTS HX.

Ha ceronusmHHH AeRb Ha NpaKTHKE B Ka4yeCTBE HocUuTene
3NEKTPOHHBIX AOKYMEHTOB HCMONB3YIOTCH CREAYIOLHE CPEACTBA:

- KECTKHE JUCKHU: KEeCTKHE IUCKH HA KOMIIBIOTEpE H HOyTOYKE;
MaCHHTHbIE NIEHTEI {B pe3epBHOM KONHPOBAHMH );
¢nonnu-zuck: 3.5 u 5.25 arofiMoBeie H Ap.;
ZIP pucky;
ontHueckue aucku: CD, DVD, Blue Ray u HD DVD;
dnew naMATH ¥ Ap.

Co ctopoHsl npasutensctBa Coepunenubix llltatos paspaboTan
PRI HOPMATHBHBIX JHAOKYMEHTOB [0 XPAHEHHIO ¥ YHHYTOXECHHIO
koHpuaeHuHaNbHON uudopMauuu (Code of Federal Regulations).
Hanpumep, B UeHTpax uewtpanbHOro apxupa CIIA ucnonwb3ytoTcs
creayroue TPH METOAR ANA YHHUTOXEHHA HHpOpMauKH, XpaHgencs
B 3NIEKTPOHHOM HOCHTENE:

Lllpeouposarue. MouHble NPOMBILINEHHEE apobutenH MOTYT
paboraTb NPakTH4ECKH €O BCEMH NOPTAaTHBHBbIMH Hocutensmu: CD,
DVD-anckaMH, AKCKETaMH, MArHUTHBIMU JISHTAMH 1 T 4., B pe3ynasTare
IapoGnenns ux Ha 25 MM kycku (puc. 3.15).
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e et SO e Al
Puc.3.15. Ilpoyece mwipeaHposBaHus

Pazmaznuvueanue. CBONCTBA  32MIOMHHAIOLIETO  YCTPOHCTBA,
KOTOpOE [OMEWAETCS BHYTPH CNEUHANLHOro YCTPOKCTBA, HIMEHAIOTCA,
obecrieydBasd TeM CcaMbiM HeuuTaGenbHOCTE. EcCau  BBINIOAHAETCA
CHIEHOE PazMarHUYHBAHKUE, JaHHbIE CTUPAIOTCA U3 YCTPOHCTBa, 2 CaMmo
YCTPOHCTBO NEPEXOAKT B HEATpANBHOE MArHUTHOE COCTOSHME. Jror
METOA YHMMTOXEHHS AaHHBIX HCHOMB3YETCA HA KECTKMX AHCKAaX H
HeKOTOPBIX MOPTATHBHEIX ycTpo#cTax (puc. 3.16).

Puc.3.16. 6) Mamenenne USB duiens HAKONIHTENAS B pe3yALTATE
CHRJILHOIN0 MArHHTHOIO NOJs

Pasoaenusanue. KpoMe npouecca HIpefKpoBaHus B deaepanbHbiX
apxmBax CUIA cyinecTByeT Taloke METOR (PHU3IHYECKOro YHHUTOXKEHUS
EeCTKOro JMCKa IyTeM €ro pasnasiusaHus. Ilox kamHeMm BecoM 5,5
TOHHB! 6YAYT NOAHOCTHIO YHHUTOXEHEI XECTKUE THCKH KOMIIBIOTEPOB H
HOYTOYKOB. 3TOT MEXaHH3M npeAHa3HayeH Ana apobnenus 3.5, 2.5 u |
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moiimoBeix auckoB (SATA, PATA, SCSI), makcumanbHeld pasmep
KOTOpbIX cocTasseT 2.5x10x15 cuM.

Ilene ONHUCAHHBLIX BbILUE METOAOB COCTOMT B (PHIHYCCKOM
YHHUTOXeHUH OGonbIUMHCTBAa Hocutened wWadopMauud. B cayuae
xpauenus HHdopMauuu, He sensiowieiics TOP SECRET, tpebyercs
MOBTOPHOE HCMONb30BAHHE 3ANIOMHHAIOWMKX YCTPOHCTB. I[Jm IFOr0
~ HCMOMB3YIOTCA CNEnyoLHe METOAE!:

— MOBTOpHAA 3aNHCh B 32aNOMUHAIOLLEE YCTPOMCTBO;

— QYKCTKA 3alIOMHHAIOLIEr0 YCTPOHCTBA € MOMOLUBIC CMEUHANbHBIX
aporpaMM (YHHYTOXEHHE HHpOpMauny nepel GopMaTHPOBAHHEM).

Xors 3TOT METO HE NO3BOJAET rApaHTHPOBAHHO YAAIATE AaHHBIE,
Ha MpaKTHKe ero A0CTATOMHO AN GONBIIKHCTBA CNYYaeE.

B ofuem ciydae Npu yHHUTOXXEHHH WHOOPMALHH B 3NEKTPOHHOM
3anOMHHAIOIEM YCTPOHCTBE HCOONB3YIOTCA CREAYIOLIHE METONBI,
npeacraBieHHele Ha puc. 3.17.
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Puc.3.17. MeToab! YHHYTOKEHNN JAHHLIX H3 Y1eKTPOHHEIX
IANOMHHAIIUHX YeTpoiicTR

Huxe npuBeeHbl peKOMeHZaluiH AMEPHKAHCKON KOMNaHKM
Comell no nNOBTOPHOMY  MCNONB3OBAHMIO H  YHHUTOXKEHHIO
IMEKTPOHHBIX 3ANOMHHAIOIMX YCTpOHCTB (TabA. 3.6).
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Tabauya 3.6

PeKoMEHAANMH N0 MOBTOPHOMY HCNOIL30BAHHIO H
YHHYTOXKEHHIO TEKTPOHHBIX 32IOMHHAIOUIUX YCTPOHCTE

neKTpoHHULIE
3anomuu';mmueca '[::::: ;:::;;l;:‘:: JinA yHHYTOKEHHA
ycTpoiicrea
KecTruii nuck Y nanenxe nepen | Gu3uyeckoe  YHHYTOWEHHES
B topMaTHpORaHHEM ¢ | HIH pasMarHM4HBaHHe ]
NIOMOIIEBID anropyT™Ma
DoD 5220.22
Pronm auck PazmMarHuyMeanue WAHM | DHIKYUECKOE  YHHUTOMEHHE
yaancHue Aepe | WIH pasMardHHYKBatne
dopmaTHpoBaHHeM

OrmrmH9eckHe gHCKH OBLMHO HE ApHMEHACTCA QHIHYECKOS YHHUHETOMHEHHE!
BRIPABHHBAHHE MOBREPXHOCTH
PazgaBNcHREM, pRCTHPAHHEM

ZIP nucku YnaneHne ¢ 0OOMOHIBIO | PUIHUECKOE  YHHUTOXKEHME
anroputma DoD 5220.22 | wne pazMarHHUHBaKHe

dnew- Ynanenne wHpopMaUKK | PHIHMMECKOE YHHUTOKEHHE

3aNOMUHHAICWIHE ftepex

YCIPOHCTBA hopMATHPOBAHHEM

MaruuTHbie neHTsl | PasMarHuyHMBaHue dy3HUecKoe  YHHUTOXEHHE

L WM pa3MarHHYHEAHAE

Hpumevanue: Anroputm DoD 5220.22 ocHOBAH Ha YHHYTOXEHHW NAHHBIX,
HcnonkizyemMoM  MnHucTepcTBoM  ofoponsr  CIIA, w  npeaorspamaer
BOCCTAHOB/ICHHE JAHHEBIX MYyTeM nepesandce ao 4-7 pas.

KoHTpoibHbIe BOIPOCH]

1. OcHOBHBIC MOHATUA KpUOTOrpadHu.

2. B uem pasduua Mexay pactiugpoBkoi H AeluHgpoBKoi?

3. MNpeumyllecTsa H HEAOCTATKM wHppoBaHus HHPOPMAUUH C
UCMO/IB30BAHHEM AITOPHTMOB WWIHGPOBAHHA € CUMMETPUUHBIM K
OTKPBITBIM KITIOHOM.

4. OOvacHuTe cyTh npuHUHNa Kepxrodda.

5. B ueM pasHHIA MEXAY KOAHPOBAHHEM U MIKppOoBaHHEM?

6. TlpeameTHbie 006MACTH KPUOTONOTHM H CreraHorpapum M mx
paz;iHgHsl.

7. Poab cumMmeTpuuHOH KpUnTorpaduu B 3atuTe uHGOPMALHH,
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8. Pone «kpuntorpaduu ¢ OTKpHITHIM KMIOYOM B  3allUTE
HHpOpMaLHK.

9. Xow-pyHkuusa, TpeboBanna K HeH H ee ponb B 3alIHTe
HHOpMaLKH.

10.Kpuntorpaduyeckoe otobpaxkeHue: 4TO Takoe MOAMEHA H
3amMeHa?

11.Uludporakine AaHHLIX T NMOMOLLIO OAHOPa30BOTO GJMOKHOTA H
ero 6e30MacHOCTD.

12.CHMMETPHYHBIE KPHNTOCHCTEMBL KHHTA KOMAOB, alrOpHTMbI
wudposauus A5/l u TEA.

13. PexHMbI CHMMETPHYHOro ONoUuHOro HGPOBAHUA H 3a4EM OHH
HYXHBI?

14. OcHOBHbIE ONepanui MOAYJILHOH apHPMETHKH.

15. Anroput™ RSA u MmareMmaTuueckas npofinema, Ha KOTOPOH OH
OCHOBaH.

16. MeToapl obecnedyeHns HENOCTHOCTH RaHHBIX.

17.B ueM 3aKmoqaloTCs PasNMuns KOAOB SNEKTPOHHOH LUH(ppOBOH
NOAMKCH H ayTeHTHHKANKH coobluenuii n Hx cxoacTsa?

18.Buawt cpeacte kpuATorpaduueckoi 3anTsl HHGOPMALMH H HX
MPEHMYIECTBA H HEROCTATKH.

19.B yeM pasHHLa MEXOY METOAaMK WMpPOBAHHA AHCKA H daiina?

20.MeToasl yHHYTOXEHHA HHGOpMaLH Ha Dymare H ux CBOHCTBA.

2]1.Meroasl  YHHUTOXEHH WAGOPMaUHH Ha JJIEKTPOHHOM
3aNOMHHAIOIEM YCTPOHCTBE H UX CBOMCTRA.
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[JIABA 4. KOHTPOJIb JOCTYIIA

4.1. CpencrBa HAEHTHQHKALMH K ayrenTHQUKALPH

[ToksTHE XOHMPpOAL OOCMyna MOXET HCIONb30BaTbCA B KadecTse
«30HTHKa» AAA pelieHus moboi npobneMbl Ge30macHoCTH, CBA3aHHOI ¢
YMpanneHHeM HCIONE30BaHWA CHCTCMHEBIX peCypcoB. Paznuvaiorca 3
OCHOBHBIX  NOHATHA:  uOeHmuuxayus,  aymenmugukayusl W
agmopu3ayUs.

Hoenmugpuxayua — UPOLECC YTBEPNACHUS JMYHOCTH KEM-TO.
HanpuMep, MOXHO HA38aTh MACHTH(UKALMER TO, 4TO IPH PAIrOEOPE MO
TenedoHy Bel npeacrapuierech. [IpH 3TOM BBl NPEACTABIACTECE,
Hanpumep, kak «5  baxoaup». B oastomM chny4yag  BaluuM
udenmuguxamopom Gyner «Baxoaup». Hoewmugpuxayus - npouecc
npeAoCTaBIeHHUA uaeHTH(uKaTOpa  cyfnexTa  cHCTEME KM
3afpalzuBaloLeMy o6bexTy. B cHCTEMe 3NMeKTPoHHOH MOYTHI, afpec
[OMTHl HA3LIBAETCA udeHmuguxamopom, a NpoOUECC MPEACCTABNEHHA
ajipeca Ha3b1BaETCA udenmucgpuxayueti. B cHcTeMe 3MEKTPOHHOH NOUTHI
[louTOBBI AJpeC HENOBTOPHM H YHWKameH. JT0 O3HAYACT, 4uTO
UIeHTH(HKATOP [O/b30BATENS YHHKANEH U HE NIOBTOPAETCA B CHCTEME,

Aymenmugpuxayus — NPOLECC MPOBEPKH TOrO, YTO MO/L3OBATEAR
(anu cpeacrso, AeicTRytoWES OT ¢ro HMEHH) HMeeT MpaBo AOCTYMa K
cucTeme.  Hampumep,  PaccMOTPHM  MpoOllecc — HCTIONb3OBaHUA
epCOHANBHOrO  KOMNBIOTEPa  MOAB3OBATENA. [MepeonatanuHo
MOAL30RATENS npeAcTasisier cebs (npoxoguT IpOLeCce
aneHTadnKanny), NPeAOCTARNAA CBOH HACHTHOHKATOP (TO €CTH MMA
[0Mb30BaTeNd). 3aTeM CHCTEMAa 3aNpalllHBaeT y MOJB3OBATENA IApons
ANA TpPOBEpKM MOANMHHOCTH TNPEJOCTABNEHHOTO HueHTHdHKaTOpa.
Ecny BBEJEH COOTBETCTBYIOWIMIA uacHTH(HKaTopy naponk (TOo ecTs,
ayTeHTHGHUMpPOBaH), ONL30BATENb NOMAYUHT AOCTYN MCMOAB30BAHUA
xkoMIbloTepoM. B obmem cnyvae, ayTeHTHdMKauued HasBIBaeTCs
npouece MpOBEpPKY NOAAKHHOCTH MOML30OBATENSA UNH CybnexTa.

Mocne ayTeHTHDHKAUMH fONL3IOBATENE TOAYHHT JOCTYNM K
cucTeMHbIM pecypcam. OftHaKko ayTeHTHOUUHPOBAHHBIH MONb30OBATENDL
MOXET BbLIOJIHAT:E TOJLKO paspelieHHBlE [elCTBUS B CHCTeMe.
Hanpumep,  HOMYCTHM, ayTeHTHOHUHPOBAHHOMY, HMeIomeMy
NPHBHIETHA NMOAB30BATEMO TPEOYEeTCR MPEAOCTABNEHHE BOIMONKHOCTH
ycTaHaBpnuBaTe nporpammuoe  obecnmevenme. Kakum  oGpasom
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OrpaHHYHBAETCH NPaBa [I0NL30BATENs, NPOLUIEIIIEro ay'rel-lTthHKaumo"
J7a npobneMa petaeTcs [y TeM aBTOPH3ALME.

Asmopuzayus — OPOUECC NPeHOCTABIEHNUA MpaBa Ha BHINOJIHEHHE
NeHCTBHE B cHCTeMe NONb30BATENO, YCNEUHO MPOWEALEMY APOLEcCh!
HaeHTHUKAHH, ©  ayTeHtHhukaumd. B obwem  ciydae,
ayTEHTU(DHKALHA ABASETCA OMHapHBIM pelleHHeM, TO ecTh Jaubo
paspeuaercs, mubo HET. ABTOpH3auHA — Habop NMpaBUK, HCHONB3YEMBIX
ANIR OTPAHHYEHHA AOCTYNA PA3NHYHBIX PECYPCOB CHCTEMEL.

B obnacti Ge3onacHocTd GONBIIHHCTBO TEPMHHOB HCMOMBL3YETCA
TAKKE B CITyHadAX, OTIHYHBIX OT CTaHAapTHEIX. B gacTHOCTH, KOHTpONL
JOCTyna 4acTo HMCNOMb3yeTcs kak CMHOHHM aBtopusauud. Onuako
KOHTPONL AOCTYNIA B 3TOM MOCOBHH paccMarpHBacTCsd HEMHOrQ LIMpE.
To ecTb npouecchl ay TeHTHGHKAUMHK, H aBTOPH3AUMH PacCMATPHBAIOTCA
KaK OTAENbHBIE HACTH KOHTPOJA AOCTYNA.

B obuemM ciayyae U3 onpeaeneHMii, NpUBEASHHBIX BbIIIE TEPMHHOR,
MODXKHO C/IeNaTh BbIBOJ, MTO:

Hoenmughuxayus — Bel X107

Aymenmugurxayus — AeACTBHTENLHO JIH BEI 3TO BI?

Asmopuzayus — BaM paspelueHo aenathb 31o?

Odnocmoponnan u Ogycmoponnss aymenmuguxayus. Ecnu oaua
M3 CTOPOH AYTEHTHQHUHPYET APYrYId — OOHOCMOpOHHAR, eClH obe
CTOpOHBI AayTEHTHQHUMPYIOT JApYr JApyra, TO 3TO Ha3bliBaeTcR
oaycmoponneil dymenmudhuxayued. Hanpumep, npu HUCHONBIOBAHUH
SNMEKTPOHHOH IMOUTHl, TOABKO €CAH CepBep NPOBEPAET MOANHHHOCTD
noss3osatens (¢ NOMOILBIO NAPOAA), 3TO HA3LIBAETCA OOHOCMOPOHHEN
aymenmugpuxayued. B IMEKTPOHHLIX IUIATEXHBIX CHCTEMax CepBep
aYyTEHTUOHUHPYET MOMAL3ORATENA, A [ONb30BaTeNs ayTeHTHQHUHPYET
cepep. [lo3TOMY [aHHAA CHTYALHA HAselBaeTCA OBYCMOPONHEH
aymexmughuxayued.

Mnozodpaxmopuan aymenmucpurayun. Bo Bcex ONHCAHHBIX BhILIE
CUEHApHAX  AYTEHTHOHMKAIMH  MONB30OBATENM  MNpPOBEPAIOTCR  HA
NOMMHHHOCTE TOARKO MO onHOMY dakTopy. Hanpumep, ecnu nipn BXoAe
B 3IEKTPOHHYIO MOYTY BaM HYKHO 3HATh TOABKO MAPONE, TO MPH BXOAE
B 3aHHE NpaBHILHLI BBOR OTMe4aTka nansHa Oymer AOCTATOYHBIM,
yTo6el OTKPBITE ABepb. To ecTh cepeep TpeSyeT TONBKO TO, HTOOBL ¥y
noNb30BaTe/A Guin NpaBUIbHLIA Napons WK U30OpaXKEHHE OTNEHATKH
nankya. [lpy oaxodaxropHoll ayTenTuduKauHH, ecnu M[POBEpka
BHIMONHACTCA TONBKO N0 OAHOMY (akTopy (HampHMep, MAPOMC), TaKasd
ayTeHTHOUKALHA HA3LIBACTCA 0dHOPaxmopHol aymenmuguxayueii.
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HaentndHrauus i ayTeHTHdUKALMS SBASIOTCA NEPBOi rPpaHuieH B
npouecce ynpapienus AoctynoM. IIpy peannsauuu cHCTeMb! 8 PasHbIX
BAPMAHTAX HEKOTOpHIE YCTPOHCTBA H MEXaHH3Mbl MOTYT 6bITh Kak
KOMIOHEHTAMHE MOACHCTEMBI HACHTHQUKALMA, TAK ¥ ayTeHTHQHKaUKH.
CrnenopaTefbHO, CleAyeT OUEHHWBAaTh CPeACTB2 WAEHTHPHUKAUHH,
ayTeHTHHKaUKHHK BMECTE.

- Cpepncrea uieHTHOHUKALAH, H ayTeHTAdHUKALKH 0OBIYHO ACTATCA Ha
TPH THIA B 3aBUCAMOCTH OT (h2aKTOPOB ay TEHTHHUKALMH.

1-# mun. CpeacTBa, OCHOBAHHEIE HA 3HAHUM HEKOTOPOH CEKPETHOH
uagopmauun (Hanpumep, napoas, cekpersoro IMH-xoxa, KOMOHHALMA
knasum ¥ ¢pas) (something you know).

2-#i mun. CpencTsa, OCHOBaHHBIE HA HCTONB30BAHUM YHHKaNBHOrO
ycrpolictea, mMerofia WA Habopa JaHHEIX (HanpHMep, CMapT-KapTel,
wudposrie ceprudukatst) (something you have).

3-ii mun. DBHOMETpHYECKHE  CpeACTBa, OCHOBaHHbIE  Ha
Hu3HONOrHIecCKUX aTpubyTax XHBOTO OpraHH3Ma {something you are),
TakHX Kak cervarka rfasa, uid oObl4HbIX aTpHOyTax (something you
do), TakuX Kak NOANHCS.

B HEKOTOpEIX KNAacCCHGMKAUMAX MOXKHO BCTPETHTL APYFOH TuM
CpeAcTB Ha OCHOBE HHGOPMALIMH, CBA3AHHOH C MECTOHAXOKAEHMEM
nons30BaTens (some where you are). [lockonbky NMpH 3TOM B kauecTse
(axTopa ayTEeHTH(UKALUH HCIIOMB3YETCA HOMep TeneoHa (CTpaHa,
ropoJl, kOj paioHa), TAKHE CpEACTBA 4ACTO OTHOCAT KO 2-My TUIY
(something you have).

Ecip B CHMCTEME UCMONB3YIOTCA CPEACTBA, COYETAIOMIME Pa3HbIC
TUNL (aKTOpOB ayTEHTHQHKALMK, TO B 3TOM CIIyHae MOXHO TOBOPHTE O
mHOTOohaKTOPHOH ayrentupukaunu. Takue CHCTEMBI OTHOCAT K
KATEeropHH MHOIOYPOBHEBOH 3alllATHI (defence in depth). TToatomy,
Takye CHCTEMB OoNee YCTOAYMBBL, YEM CHCTeMBl, B KOTOpBIX
MCTOMB3YeTCd TONABKO ONMH THN YCTPoficTBa. B Hacroswee spems
JLIMPOKO PaclpocTpaHeHa AeyxdakropHasd ayTeHTu¢ukauna. Hanpumep,
coBpeMeHHbIE OMEPAHOHHEIE CHCTEMb! MOXHO HACTPOMTS C NMOMOLIBIO
cexpernoro [THH-kofa ¥ cMapT-KapTel.

Haponuvnsie cucmemyi. CUCTEMbl, OCHOBAHHBIE HA CEKPETHBIX
uneHTH(HUKaTOopax-naposix (password), ABAAOTCA TPAAKUMOHHBIMH
cpecTBaMu ayTeHTHOuKauuy. K coxaneHuio, maponbHble CHCTEMBI
ABISIOTCS YA3BUMBIM 10 OOBLEKTUBHBIM U CYOBEKTHBHEIM NPHUMHAM.

Bo-nepevtx, NapoONbHBIE CHCTEMBI HAXOUATCA NOA  0COOBIM
BHUMaHHEM CHCTEMHBIX 3MOYMBIUIIEHHHKOB. 3A0YMBIUNEHHUK MOXET
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B3/1IOMATh 3ALUNTY [ApOSieM H, C TOMKH 3peHHa CHCTeMbl, CTaTh
aBTOPU30BaHHLIM nons3osatenem. Hanpumep, 6onee 80% nHuuaentos
B cdepe HHPOpMauMoHHO# Oe3onacHOCTH CBA3aHBl CO B3JIOMOM
NaposIbHOH 3ALHTEL. BOABLWKHHCTBO KOMNBIOTEPHBIX aTak
NpeNyCMaTPHBAKOT MMEHHO NOIYYERHE TMapois anMUHHCTPATOpa.
CneayeT OTMETHTE, YTO YA3BHMOCTb MHOMHX CHCTEM ayTeHTHOQUKALKH
CBS32Ha C MX HENpaBHNLHOH peanusauued. Hanpumep, B HEKOTOpBIX
CHCTEMAX [IAPOJIb MEPENAacTCR M XPAHHTCA OTKPBITO {C NOMOLUSID
npotokona PAP, npotokona aytentudukaunu napons). [Tpotokonsl u
cpeAcTBa WHOPOBAHHA MAapoNbHOR HHPOPMALHM  HEKOCTATOMHO
KPHOTOCTOUKA.

Bo-émopuix, NAPOIH HaCTO MOXKHO NPOLTO BHIMHCIUTS. Jleno B TOM,
YTO MapONib MOXXHO CTEHEPHPORATE C HOMOLUBIO CHCTEMB! (C OMOLIBIO
[IaTUHKOB  CHAYYAHHBIX YHCEN) M, CACAOBATENBHO, €ro0 CHOXKHO
3anOMHUTL. B 3TOM ciy4ae mNOAB30BaTEAH HAcTO BBOIAAT TaKHE
nceBfocny4aiiHble Mapofii B NHMCT Gymar#, BHElUHEE YCTPOHCTRO
komnbloTepa, dafinel Ha «pabodeM cTone», «B HaMATHY MOOMIIBHBIX
teneoHOB ®  Tak janee. ITO  MpHATHAR  CHTyalUus  AaA
3MOYMBIIINEHHHKOB.

C nmpyrofi CTOpOHBI, NErkoc 3anoMHHaOUiics naponas 06LIUHO
MPOCT K CBA3aH C JNMYHOH JKH3HBIO NMONB30BAaTeNd M ero OM3KHX.
CneaoBaTeNbHO, Napoib MOXKHO JIErKO HAHTH,

Kak MOXHO NOBBICHTE YCTOHYMBOCTL 3amuThl napons? Ecte
HECKOJIbKO criocobos:

- HCMONB30BaHHE OJHOPA3OBBIX MAPOJCH BMECTO MOCTOSHHBIX
(static) naponei,

- YCHIHTE NONHTHKY 3aIUHThI TAPONEH H YUSTHBIX 3aMHCEH.

Y1oBbl HUCKMIOUHTH PUCK HCOOJB3OBAHHA YTEpAHHBIX Napone,
UCMONB3YKTCA  AuHamudeckH (dinamic) MeHsiomueca Mapony.
JuHaMHUYeCkHe MapoNH IO3BOMAIOT CrEHEPHPOBATh HOBLIH Hapoib H
HCOOJIb30BATS €ro 10 HCTEUEHHH OMpPEeAe/IeHHoro MepHoiia BPeMEHH.
HanpuMep, ecny B Ka4yecTBe OJHOTO H3 mnapaMeTpoB YHKItHH
redepallid Napons yKkasaH [A€Hb, OYEBHAHO, 4TO mMaponb Oyaer
0o0HOBRATBCA KaKAblH AeHb. Ha npakthke, B kayecTse AMHAMHUECKH
MEHSIOLINXCA naposielf IHPOKO pacnpocTpaHeHb! OZHOPA3OBLIE NAPOAH
(one-time, single —use), npHUMEHAIOWKECS 3a OOMH ceaHC paboThl
cyOnexTa.

B cucremMax ayTeHTH(MKaUHK, OCHOBaHHBIX Ha JHHAMH4ECKH
MEHAIOWMXCA NapoNAX, KNIHEHT U CEPBEp MCMOJIb3YIOT OJHH H TOT XK€
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ANTOPUTM 14 TeHepauny naposich. UTo6br KOHTPOMHPOBATE BpeMEHHOH
HHTEpBan OeicTBHA OAHOpa30BOTD napons, He0OXOMHMO
«CHHXDOHH3MPOBATLY CHCTEMHOE BPEMA HA CEPBEPE H HA KITHEHTE. Ecnu
B KOHTPOJIE Hapoia HCHONB3YyeTCS APHEUMI «HAYano coBBITHI» BMECTO
CHCTEMHOrO BpeMEHH, TAKHE CHCTEMbl Ha3bBAIOTCS «ACHHXPOHHBIMH
CHCTEMaMH».

VeoueHue NONMTUKH  OE30MACHOCTH  MAPOJBHOH  3aLUATE!
npeAycMarpuBaer  cobniofcHHe TpeOOBaHK, 3aTPYAHAIOLHX
packpeiTHe mapona mpy ero eeibope, a Taoke TpeGoBaHUH K XpaHEHUIO
H Nepejiaye napois Mo ceTH, HanmpuMep:

- 02pofb He ACIDKEH COAEPXKATh 0OLMX HMEH, CHOB, COKPAILCHMIT,
AaT, HOMEepoB Tele(oHOB, He COOTBETCTBOBATh ayTeHTHHHKATOPY H T.A.;

- Mapofib ZOJKeH COAepXaTh 3arnasHbie OykBsl, LHpEi, 3HAKKN
NpenuHaHAS ¥ CAeManbHble CHMBONH (- @ #;% ™ & *);

- KOJH4YECTBO CHMBONOB B NApOJe He AOMKHO ObiTh MeHblUE 8,
HeoOX0MUMO CMeHHUTE Napoik uepes 90 nueii;

- HeOOXOZHMO YCTAHOBHTL OFPAHMYEHMA H2 HCAOAL30BaHWE
yuyerHoH samucH (MO AHSM, BPEMEHHM CYTOK, agpecy MOAKMIOMEHHMS,
KOTHYECTBY TOAKIFOUEHHIT);

- OTpaHHYeHHe HEYAa4YHero BEOJa MAaposid M KONHYECTBA MONBITOK
-0oT 3105;

- BO/KHB! 6BITh YCTAHOBJNCHBl PEXHMBl KPHOTO3ALMTBl JNA
XPAHEHHKA MapoNbHO# HHGOPMALKK, U ee MepefaYH 1o CETH.

OcofeHHBIMH BapUaHTaMHd YCHJIEHHA 33al{HThl NaponeM ABAAIOTCA
HCMONb30BaHWE nNaponbHeIX ¢paz (pass phrase) M KOrHUTHBHBIX
naponeit  (cognitive - co cmuicnoMm).  JINMHHAA, HO  Nerko
3aflOMMHAIOWAACS NapofibRas ¢pa3a 3aTPYAHACT PACKPLITHE MApONA.
KorduTHBHBIHA napose 06BIYHO COCTOHT M3 MOAMHOXKECTBA OTEETOB Ha
CiTy4aitHo BIOpaHHELE, HO TAHHO 3aIaHHEIE BOMTPOCHL.

Hna OueHKH YCTOHYMBOCTH naponedl B aBTOMATH3HPOBAHHBIX
CHCTEMAaX MOFYT HCHOMB30BaThCA MaTeMaTHYeCKMe MoKasaTeau. B
KauecTBe [MOKAa3aTeNsl WHPOKG MCHONB3YETCH  MHAOPMALMOHHAs
sHTpOIHA, npeanoxennasn Kogom Illenaonom:

H =n+log,|A|,
rie [A}- mowHocTe andasATa Napona (KOMHYECTBO BO3MOMCHBIX
CKMBOMIOB); N - KOJIW4ECTBO CHMBOMIOB B [1aporne.

Uem Gosblie IHTPOMHA, TEM CIMKHEE ChyyailHoe pacKpbITHE
napons. Ecau napons HAXOAMTCS B CNOBape BeIGOpa maposs, NpuHATO,
4TO €ro SHTPONUA paBHa HYITIO.
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B 3aKMOYMEHHH CNEAYET OTMETHTh, YTO PAAHKANBHBIM CNOCoHOM
YCHUNEHMs 3allMTHl NMapofeM ABAAETCR MNEPEeXO] Ha BYX(aKTOPHYHO
ayTeHTH({HKALHIO C HCIONL30BAHHEM JONOAHHTENRHOTO YHHKANBHOTO
3JICKTPORHOTO YCTPOHCTBA.

Inexmponisle  ycmpoicmsa. Ko BTOpoMy THNY CpeiaCTB
HAeHTHOHUKALMH, H  ayTEeHTHQUKALHH OTHOCATCA 3ACKTPOHHBIE
YCTpO#HCTB2, KOTOPBIE COAEPXAT HEKOTOPYKO YHHKANLHYIO HHOOPMALHID
o cy6bekTe. Takne ycTpoHCTBA HOMDKHEI ObITh BMECTE C IIOAB3OBATEACM.
Ha puc. 4.1 nokasaHa cneuMansHas CMapT-kapTa H € CUHTHIBATENE
(cunThiRATENB CMAPT-KApPT).

Puc.4.1. CmapT-KapTa H YCTPOHCTBO CYHTRIBAHHSA CMAPT-KapT
(ACR390)

OneKTPOHHBIE YCTPOHCTBA MOXKHO KNAcCHQUUKPORATE CASAYIOUHM
obpazom:

- [0 pealM3aluMH Pa3ANYAIOTCH MACCHBHEIE (TONBKO C NAMATHIO) H
AKTHBHBIE (C MHKPONIPOLECCOPAMHU ) 3NEKTPOHHBIC YCTPOHCTBA,;

- M0  HalH4YHIO  CHMHTBIBAIOINMX  YCTPOHCTE  pasnHYyarOTCs
JMEKTPOHHBIE YCTPOHCTBA € OTAENbHBIM cuHTHIBaTeNnem (reader),
CUHTBLIBAIOLIEE YCTPOHCTBO, HHTErpHPORAHHOE ¢ KIOUYOM (HAnpumep,
noakmoyeHnoe x USB-nopty) u snekrpoHHble ycTpoiicTsa, KOTOPLIE
HCMONB3YIOT YCTPOHCTBO BBOAA H OCHOBHYIO AMATH KOMIBIOTEPA;

- Mo GYHKIMOHARBHOMY HA3HAYCHHIQ Pa3NHYAOTCA CTATHHUECKHE,
CHHXPOHHO-JHHAMHYECKHE M ACHHXPOHHO-NHHAMHKYECKHE INEKTPOHHBIE
YCTpOHRCTBa.

Cmamuvecxue ycmpoiicmea o6ecneqHBaloT XpaHeHHE NOCTOAHHON
YHHUKaNBHOH MHGOPMaUHK H UCNOAB3YIOTCH Al AYTEHTHOHKALMH HIIM
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uRenTHduKauun cy(beKTa. TIpocTe#IUM CTATHHECKHM yCTpOHCTBOM
MoxeT GbITh: AUCKETa, KapTa namATH, GyMaxHas kapra ¢ MarHUTHOH
nonocoti © ATM-kapra, cofepikaulHe, HanpHMep, uaeHTHUKaTOp,

napons, CepTHHKAT H T.A.
K coBpeMEHHBIM CTATHUECKHM YCTPOHCTBAM OTHOCATCA:

- cMapT-KapTel — kapTa pasMepoM C KpeAUTHYIC KapTy, Ha
KOTOpYIO YCTaHOBJIEH MHKPOIIPONECCOp; -
- USB-xmoud -  YCIpokcTBo,  KOTOpoe  FMOAKITIOYAETCA

gemocpeicteenne k. USB-nopry  KoMmbioTepa, COACPHKMUT
MHKPOMPOLECCOPHBIH KMMOY H CHHTBIBAKOIIES YCTPO#CTBO;
- anekTpoHHste Tabnerku iButton, HHOrZa Taloke Ha3bIBAOTCA

Touch Memory;
- GecKOHTAKTHBIC PaAHOUACTOTHBIC HAEHTAQHKATOPE! -

pamuometky RFID.

Cunxponnsle OQUHAMUNECKUE YCMpOUCmea TeHepupyIoT naposnu
qepe3 (PMKCHPOBAHHBIE MPOMEXYTKH BPEMEHH. CucTeMHOE BpeMs Ha
cepBepe U TOKeHe HEOHXOMMO CHHXPOHU3HPOBATE.

Acunxponnvie QUHaAMUYeCKue yempoiicméa TeHEpUpPYIOT OYEPEIHOR
napofb, KOra MpOHCXOANT cobpITHe (HanpuMmep, KOrAa HaKUMAaKOTCH
KHOMKH Ha cepsepe H TOKeEe). CHHXpOHHBIE H ACHHXPOHHBIE
ycTpoHCTBa MOTYT obecneyuBats paeHTHdHKALHIO no
CreHepUpOBaHHOMY Mapomio, a xogHoll [TMH-xoa uRu Napeis MOryr
obecrieyupats ayTenTHduKaumio. Kpome Toro, Takue CHCTEMb! MOTYT
copMHpOBATE By X(aKTOPHYO ayTeHTHQHKAUHIO ¢ NOMOILIO HMEHH

NoJE30BATEAA.

Vempoticmea ¢ «3anpoc-omeemy  pealH3yior OTHOHMEHHBIH
MexaHuaM ayTeHtnduxaups. KnuenT (W04) HHHUMMPYET 3ampoc,
cepeep, poIMONHAIOUINHA (YHKUMIO ayTeHTH(HKauuy, reHepHpyeT B
OTBET HeKOTOpbli nceBAOCTyYaiHbIA KO HAK ¢pasy U nepemaeT Hazaj
pa omou. Ha OCHOBE MONYMEHHBIX AAHHLIX 3JIEKTPOHHOE YCTPOHCTBO
BRIMHC/ISET OTBET IO YCTAHOBICHHOMY IFOPHTMY M OTNPABJAET €ro
obpatHo na ceppep. CepBep y3HaeT ICOPHTM, pEANH3OBAHHBIH B
KIOue, ¥ BRIOOJHACT ONMepaluio ayTeHTHdUKalUHY, KOTOpas NpPOoBepAET
NpaBHILHOCTh OTBETA OT KIIHEHTA.

DNeKTPOHHBIE YCTPONCTBA HMEIOT PAX HEAOCTATKOB:

- ycTpoitcTBO MOXeT ORITE HEYASHHO B3NOMAHO, €C/IH YCTPONCTBO
notpebnseT Hepruio, HeoOXOAMMO CNEAKTL 332 COCTOSHHEM €ro
HCTOYHHMKA THTAHHA,
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- yctpoitcTo MoxeT ObITh YKpaOeHo, NOTepaHO, oTobpaHo Hmu
HCNOMBb30BAHO KEM-THOO;

- MpOCThbIE YCTPOHACTBA MOXHO KIIOHHPOBATh;

- nomumo USB-Tokeros, ans GONbIIKHCTBA YCTpOCTB, TpebyeTes
HaNHyHe JONONHUTEABHBIX CHHTHBAIOIIKX YCTPOHCTE.

bunemei.  HpenTHdHKAUMIO M ayTEHTHQHKALKIO  MOXHO
NPEeACTaBHTH C MOMOILBIO HE TONBKO 3JMEKTPOHHBIX YCTPOHCTB, HO W
HE3aBUCKMOro Kpudntorpaduyeckoro Habopa yYHUKaNbHBIX AaHHbIX. B
CeTH LIMPOKO PACTPOCTPAHEHb! CEAHCOBBIE OMIETEI MAH MAaHAATHI,
MpeAoCcTaBAsAEMEIC YUaCTHHKAM BO BpeMs Mpouecca ayTeHTHGUKaLUH.
IIpumepom cucTeMBI, KOTOpas peallu3yeT MEXaHM3M ay TEHTHQHKALNY C
HcnoJib30BaHKueM GunetoB, MoxxHO Npusect Kepbepoc.

Ceresylo ayTeHTH}uKANHIO MOXHO pean3oBaTs
JEUEHTPanH30BaHO (HAa KaXAoi CTaHIiMK) WNH LEHTpanu3osaHHo. B
Clly4ae C LEeHTpaJIM30BaHHO| peanHsanueil, ¥CNoONb3yeTCA BLHIACNEHHELH
cepBep ayTeHTHHKALNH, Nonynapusim CEpPBHCOM ana
UEHTpaIH3cBaHHOH ayTeHTuduKauuu sBnserca Kepbepoc. Ero
OCHOBHBIE OCODEHHOCTH:

- MpH peanu3auue CTabMABHOH ayTeHTH(HKAUHH HCMOJB3YIOTCA
ceancosele OMeThl. BuAeT coaepxHT 3amHdpoBaHHbii CEKPETHBIA
KJNOY, XapaKTEPHCTHKA 3anpoca, BPEMeHHO# neTepsan obMena H T.4,;

- WCMOJB3YETCA CHMMETPHYHBIH  anrOpuTM  Jid  COKPBITHS
aytrenTHhHKaUMOHHOR HHPpOPMaLIHH;

- HCMONB3YIOTCA MEX3HH3Mbl R3AHMHON ayTeHTU(HKAUHH ABYX
craHyMil (KIHEHTa H cepBepa) A0 YCTAHOBNGHHS CBA3M MEXAY
KOMIMOHEHTaMH CETH;

- B CHCTEME peanu3oBaHa TEXHONOrHA EJWHOre AoCTyna. 3TO
ycTpaHseT HeoOXOAMMOCTE AN  aBTOPH30BAHHOID MOJNL3OBATENA
NOBTOPHO BBOJAMTE Napofb MOAL3CBATENA NIPH BHIMOMHEHHH PAsIHYHBIX
CEeTeBbIX 3apOCOB B paMKaX ceccHY,

- Kampaas CTaHUMS HMeeT JAOMroBpeMEHHBIH CEKpeTHBIH KoY,
xpanswuiica H #a cepsepe Kepbepoc.

Tleppona4ansHeiii aIFOPHTM AYTEHTH¢MKALHN MEXAY KIHEHTOM H
ceppepoM ¢ ywacTueM cepeepa Kepbepoc BeIrNAaHT CREAYIOLIHM
obpaszom:

- KJIMEHT OTMPABAAET 3anpoc Ha cepeep KepGepoc, Koropsiil
COJIEPKHUT UACHTHHHKATOP KIIHEHTA M 3ampallHBaeMBblil CEPBHC cepBepa,

- Kepbepoc ornpaenser ofpatHo KnueHTY C(OpMUPOBAHHEIH
Ouner, 3amHPOBAHHBLIA CEKPETHBIM KIIIOYOM Cepsepa, U KONHIO YacTH
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undopmauun  u3  Ourera, 3alH(POBAHHYIO CEKPETHBIM  KIIFOUOM

KITHEHTA;
- KIueHT paciundpoBbIBaET BTOPYIO HacTb 6HNIeTA ¥ OTNPABIAET €€

pMecTe ¢ GuneTom cepeepy;

- cepBep paclIH(pOBEIBAET GUJIET ¥ CPABHUBALT €r0 colepKuMoe ¢
JOMONHUTENEHOH uHdopMalLlHeH, oTnpasneHHon KJIHEHTOM.
CoBNAXEHHE TOATBEPKAZET, 4TO™ KIMEHT W CEpBep ABNAOTCR -
YIONHOMOYCHHEIMH aGOHEHTaMH B3aHMoAeiicTRuUA.

O6piuio mHgpopaHne Gunera BBHIMOAHAETCH C HCOOAB3OBAHHEM
cammeTpraHbIx anroput™os DES, 3DES, AES (Kerberos v3).

naprsii HenocTaTok cucrembl KepGepoc ceszaH ¢ HefocTaTkamn
SonpIIHHCTBA  LEHTPANMH3OBAHHBIX  CHCTEM, B  YaCTHOCTH, €
LEHTPANH30BAHHBIM  XPAHEHHEM  CEKPETHBIX Kmoueil B LEHTpe
pacipeneneHus kneoueit (Key Destribution Center, KDC).

Cnexyer OTMETHTb, 4TO ACHMMETPHUHOE wupoBaHHe U
3NMEKTPOHHAs UMGpOBas MOAMACE TAloke MOTYT HCHOAL3OBATLCA B
NpoToKO/IaxX ay TEHTH(UKALUH.

Fuomempuueckue  cucmemsl.  buomerpudeckne  ycTpoficTsa
OCHOBAHBI HA YHHKANBHBIX (H3HONOTHHECKHX HIH [OBEACHYECKUX
(MOnCO3HaTENbHEIX) XaPAKTEPHCTHKAX KHBOTO OPraHu3Ma.

PacnpocTpaHeHHEIE GHOMETPHUYECKHE METOIbI BKIIOYaloT (puc.4.2):

- mo ormeuaTkam mnaneteB. MeToo CKaHHPOBAHHA OTIEYATKOB
nabUEB OCHOBAH HA YHHKANLHOCTH (OpMBI KaMHARAPOB KaXAOFO
Mafbua HenoBexa. CKaHEpbl OTIEHATKOB NAIbUEB UMEIOT HeGonsuiue
pa3sMepE!, YHHBEPCANbHBI, HEAOPOFH, HPOKO MUCMONL3YIOTCS;

- mo GuoMeTpHuecko# dopme naaonH. DTOT METOA OCHOBaH Ha
dopMe MaIbLLEB PYKH. D¢ ek THBHOCTD HHCTPYMEHTOB CKAHHPOBAHMA
NAJONH MOXHO CPaBHHTE ¢ 3(QPEKTHBHOCTHIO CKAHEPOB OTIEYATKOB
nansues;

- mo ceryaTke rnas. B arom ciyyae wuHdpakpacHulf ceeT
HaNpaBJfAeTca Yepes 3padoK rna3a K KpOBEHOCHBIM COCY/iaM ero 3afaHeit
crenkn. Takum 0OpazoM, OCBELIEHHOE TIfIA3HOE OHO CKAaHMPYETCA ©
MOMOIIBIO CMELHANLHOK KaMepsi;

- no pagyxHoii obonouke rnasa. ITatHo Ha pagyXHoii o6onouke —
caMas YHHKAILHAs XAPAKTEPHCTAKA uenoseka. [Ipenmyliecrso MeTona
B TOM, YTO €ro MOXHO CKaHUPOBATE ¢ PAcCTOSHHUA. IJTO MO3BONAET
HRTErPUPOBATh CKaHEPhl C KaMepaMu HAGMIOAEHNAS;

- no dopme nHLa. MeToa OCHOBAH HA MOCTPOCHHH MHOTOMEPHOTO
H300pakeHHs NHIA YENOBEKa;
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- MO pPYKOMHCHOMY no4vepky. Mertoa ocHorad Ha rpadmueckoi
HAeHTH(MKANKN NOAMHCH HIK CELHANLHON Qpaskl;

- MO KAZBHATYPHEMY MOYEpKYy. JTOT MeTol OObIYHO OCHOBaH Ha
ocobeHHocTAX Habopa NpeaonpeaeneHHoro TEKCTa Ha KIaBHATYPE;

- no roaocy. Meron ocHOBaH Ha npoduAae YacTOTHBIX HIH
CTaTHCTHUYECKHX XapaKTepHCTHK uefoBedeckod peun. K coxaneHdio,
METO[ 3aBHCHT OT COCTORHHSA YeNoBeKa. -

Ortnevaroxk  Popma nuua 3pauok rnasa

naneua
Puc.4.2. ipamepnt GnomeTpuaeckux 06pasnos

HaeaneHplit OGuoMeTpuuecknii napaMerp ANA HCMONB3IOBAHMA B
obnactu ayTeHTHHKAUHH nofkeH HMETh Clenyrouue
XapaKTepHCTHKM:

- yHugepcasbHocmb — HalH4He OuOMETpHYECKHMX MApaMeTPoB Y
BCeX MOAb30BaTENeH;

- pasznoobpasnocmb — BHIGPaHHBIH GHOMETPHUECKHH napameTrp y
BCEX JIIOJEH OTAHYACTCA APYT OT ApYra;

- HeusmeHHOCMb — BHIGPaHHBIH GHOMETPHHECKHH mNapameTp He
MEHAETCA CO BPEMEHEM;

- cobupaemocmes — QU3HYECKOE CBOHCTBO, KOTOPOE MOXHO NIETKO
cobpatb. Ha nmpakTuke HakorneHHe (PHIHYeCKUX XapaKTEPHCTHK Takke
3aBHCHT OT BHUMAHHA HeJIoBeKa K [poleccy ayTeHTHQHKAHH.

Camas nanexHas 13 OHOMETPHYECKMX CHCTEM — CKaHHpOBaHHC
CEeTYATKH MMM pafykHOH 06onoukn. B mactrosmee Bpema Hanbonbuied
TOMHOCTHIO 0ONAafaloT KOMOGHHHPOBaHHbIE YCTPOHCTBA, TaKHE Kak
CKaHepbl NATH NANBLUEB M CHCTEMBI, UCHONB3YIOLIHE OAHOBPEMEHHO
OTIICYATOK MaNbLA N pafyxHylo o6onouky rnasa.

CymecTsylOT  crnefiyrowtne  ocofeHHOCTH W HEAOCTAaTKd
ayTeHTH(HKAMYE N0 OHOMeTPUYECKUM aTpHOYTaM:
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- 6HOMeTpHKa MPEIHA3HAYEHA TONBKO JUis KHBBIX OpPraHH3MoB,

- H3-3a BEpPOATHOCTHOrO Xapakrepa HeOOXOAHMO  YHHTHIBATL
YYBCTBHTENBHOCTD YCTPOIHCTB;

- BONPIIMHCTBO CPEACTB 3aBHCAT OT okpyXatoulei cpeasl,

BO3PACTa H 340POBbS YENOBEKA;
- B HacTosuIee BpeMs BCE CPEACTBA, KpOME CKaHEpOB OTNEHATKOB

naneues, AOBOMBHO JOPOrH;
- Hajp{4yHe HEeNoBepHA CPEAH floNp30BaTeneil Mo MOBOAY Yrpo3bl

TOTANMBEHOrO KOHTPOJA CO CTOPOHBI FOCYapCTBa.
C ToukH s3peHds noTpeburens CUCTEMA OGuomeTprYecKoH

ayTeHTA(HKAIMN XAPAKTEPU3YETCA CNENyIOLAMH ABYMS [1aDaAMETPaMH:

- FAR (False Acceptance Rate) - HacToTa OLIHBOYHBIX
paspeleHnAli Ha HCTIOML30BAHHE;
- FRR (False Rejection Rate) — 4acToTa HCMONB3YEMbIX

omuBGo4uHBIX OTKA30B,
Ompbxn l-ro u 2-ro THma (MHAMKATOPEI FAR u FRR)

B3aHMOCBA3aHL: YeM Jydlle OMHH MapaMeTp, TeM XyXe ApyroH, T.e.
apech  Habmopaerca  obparHad  3aBMCHMOCTB. B  uaeannHoit
HHOMETPHYECKOH CHCTEME ofia napaMerpa OWMGOK NOMKHBI GbITh
pasHbl HyMo. K COXaneHHIO, fuoMeTpUYECKas CHCTEMA HE HIeanbHa.
[To3TOMY MPUXOAHTCA YEM-TO MOKEPTBOBATD.

4.2. Jloruueckoe ynpasjiedne HCHOAbI0BAHHEM AAHHBIX

Konmponas docmyna. ABTopH3auys — 4acTb KOHTPOIA AOCTYNA AAA
OrpanHYeHUs peficTBuil ayTEHTHUUMPOBAHHBIX nonezosareneii, H B
GONBLIMHCTBE CAYHYAcB peau3yeTcs ¢ MOMOLILID Mozeneil koHTpons
AOCTYNA.

Vnpasneune AOCTYNOM — ONMPEAENCHUE BO3MOXHOCTH HCTOUHMKA
AKTKBHOCTH OOBEKTHO-OPHEHTHPOBAHHOH MEATENbHOCTH. B uenom
ypaBlieHHE ZOCTYIIOM OMTHCHBACTCH cnegytoliet cxemoit (puc. 4.3):

Hoctyn

PesynetaT Obvext

Puc.4.3. CxemMa ynpapieHHA 10CTYNOM
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B Hacrosuwice BpeMs WWHPOKO pacTpOCTPAHEHBl CREAYIOWHE
METO/b! YNpaBieHus JOCTYIOM 00BEKTOB B CHCTEMaxX:

- METOA AMCKPEUHOHHOrO ympasneHus AoctynoM (Discretionary
Access Control, DAC);

- METOJI MaHAATHOro ynpasneHusa jgoctynoM (Mandatory access
control, MAC);

- MeToi yNpaBleHHs XOCTYIIOM Ha ocHose poneii (Role-based
access control, RBAC);

- METOA ynpasieHHs JOCTYNOM Ha ocHoBe aTpibyToB (Attribute-
based access control, ABAC).

B cucreme 5TH METOABl He 0043aTENBHO HCMOJB3OBATE OTACALHO
ApYT OT ApYra, TO €CTh MOXHO MCIIOH30BaTh H UX KOMOKHALIKHIO.

Memod DAC ynpaerenus oocmynom. 3TOT METOR YOpPaBJCHUSA
HOCTYNOM MpHMEHAETCA A 3aI(UTLI NUYHbIX AKTHBOB B cHCTEME. B
COOTBETCTBMM C 3TUM, Blaienen obbexTa caM oONpeaenAer Mpaso
[OAL3OBAHUA HM H BHJ UCTIONbIOBAHHSA.

B DAC ymnpasnenue 0DBeKTaMH €O CTOpOHE] CYOHLEKTOB, OCHOBAHO
Ha pHdopmMauuK HaeHTHUKAUMH cybwexToB. Hanpumep, npu 3amute
¢aiinos B onepaunoHHof cHereme UNIX Bnanenen ¢afina MOXET
OpeAOCTaBUTh OCTANBHLIM OIHY HNH HECKONBKO ONepauuid wmewus
(read, r), sanucu (write, w) U ewinonnenun (execute, x). B obmem
ciyqae, Meroft DAC wucnonszyercs AnA ynpasReHUs HOCTYNOM B
GONBIIAHCTRE ONMepanyoHHLIX cicteM. Hanpumep, Ha puc. 4.4 nokasaHo
ncnons3osaHie Metona DAC B OC Windows NT/2k/XP.

Onuako, cepee3nofi npobnemoii Oezomacuoctt DAC apmserca
OTCYTCTBHE MOJHOH rapaHTHH TOTO, HTO OH He OymeT HCNONBL3OBATHCH
cyObexTaMH, HE MMEIOWMMH AOCTYyna K [JaHHBIM. JTa CHTyaud#d
npoABaseTcs, koraa moboll nonesoBaTens, HMmeLMH JAOCTYN K
JA2HHBIM, WMEeT BO3MOXKHOCTBE OTNPABHTE HX TNOAL3OBATENAM, HE
HMEIOWINM TPaBa HCHONb30BaTk AaHHbe Oe3 paspelleHHA Biaaebua.
Kpome Ttoro, emie oaHum HemoctatkoM DAC sBaserca 1o, YTO BCE
0OBEKTH! B CHCTEME MPHHAIUIEKAT CYOBEKTaM, KOTOPBIE ONPEACATIOT HX
ucnosib3oBanue. OAHAKO, HA NpakTHKe BcS HHOpMalHs B CHCTEME
NpHHALICHKKT HE OTACNBHBIM NHUAM, a Bced cucreMe. Harnsauki
DPHMEP 3TOre — HHPOPMALHOHHAA CHCTEMA.
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Puc.4.4. Henoanzosanue DAC 8 Windows XP

B xnacchveckoil cncreme DAC 06BeKT Ha3bIBACTCA «3AKPLITHIMY,
ec/IH O H3HAYaNnsHO HH K KOMY HE NpHBA3aH. Ecnu 00BEKT TIpHBA3AH K
[0/b30BATENIO H €CTh OrpasHyveHHs Ha HX HCMOML3OBAHHE, OH
Ha3pIBAETCA KOTKPBITHIMY OOBEKTOM.

Memod MAC ynpasaexus docmynom. YTpasneHre 10CTYIOM MAC
. 03BOAfAET ANMHHUCTPATOPY NONATUKH G€30NacHOCTH  BEINONHATL
yNpaBIeHHE HEHTPAH3OBANHO. B »TOM cliy4ae Nonp308aTeNb HE MOXKET
HIMEHHTh TOAUTHKY 6esonacHocT. A B Meroge DAC erapgeneqy
obBeKTa yCTaHaBAMBACT NOJKTHKY 6€30NaCHOCTH M ONpenensieT, KOMY
pa3pelleHo ee HCNONE30BATL.

MeTojl YIPaBICHUA AOCTYNOM MAC no3ponser agMHHUCTPATOpY
ONMTHXH Ge30(1ACHOCTH BHEAPATL MOJIMTHKY (e30MacHOCTH BO Beeid
OpraHmM3aluH. B merone MAC mone3oBaTeNd He MOTYT ClydaliHO UM
HAMEPEHHO OTMEHUTH 3TY TMOAHTHKY. 3TO MO3BOJAET AAMUHUCTPATODY
Ge30nacHOCTH YCTAHARAMBATL LCHTPANH3OBAHHYIO MOMAHTHKY, KOTOpas
rapaHTHPOBAHHO MPHMEHIETCA AA BCEX NMOML30BATENEH.

VnpaeneHHe AocTynoM B Merofe MAC  ocHoBako  Ha
knaccuduranu cy6nrekros H o6bekToB. Kaxabii cyOBeKT U 06beKT
cucremsl Gyner HMETh HECKONEKO yposHed GesonacHocTH. YpoBeHb
3aHLIEHHOCTH 06BEKTa XapaKTePH3YeTCA YPOBHEM BaXHOCTH obbexra
B OpraHH3alM{ HAM pPa3MEpoOM yWep6a, MPUYHHEHHOTO B Ciy4ae
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yTpaThl. A ypOBeHb 3alUHMINEHHOCTH CYOBEKTa ONpPEAERdeTca YPOBHEM
noeepua K Hemy. OObiuno jis ypoBHA 06€30MacHOCTH HasHaA4aKOTCA
CRenyIolIHe 3HaKH: «cosepuenno cexpemuoy (CC), wcexpemnor (C),
«konguoenyuanoron (K) u «omxpumoy (0). 3nece CC>C>K>0.

Obecnevenue xonpuoenyuarsnocmu ungopmayuu na ocrose MAC.
Ecay BBIMONHASTCA pAN YCNOBHH CBA3M Mexay yposHem 6e30nacHOCTH
o6nexra U cyGbekTa, To CyOBeKT HMEET NPABO HCMONb30BaTh 00BEKT. B
HACTHOCTH, IOJIKHEI 6bITh COOMOAEHBI CEAYIOME YCIOBHA (pHC. 4.5).

- YTEHHEe pazpetieHo, ecAd CYIIEeCTBYeT ypoBeHb Oe30MacHOCTH
obbeKTa Ha ypoBHe bezonacHocTH cyBnexra;

- 3amMch paspelleHa, ecau yposeHb OesonacHocTH CyDBeKTa
CYUeCTBYeT Ha ypoBHe bezonacHocTH obbexTa.

Cy0beKTbl O6bexTnI
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Puc.4.5. Cxema ynpapjieHHs! HHPOPMANHOHHBIMH HOTOKAMH AN
obecnetenns gudopmannonnoi GesonacHoCTH

B a0 Mofenn NOHATHA «HOJNL3ORATENE» H «CYOBEKT? OTIHHAKTCA
ApYr oT Apyra. B 4acTHOCTH, ecnd ypoBeHp Ge30NMacHOCTH MPHCBOEH
cyGBeKTy, NONB30BATEND CMOXET AciCTBOBATh OT UMEHH CyObeKTa B TO
unW wnHoe Bpema. Taxum obpasoM, B pasHeIx Cyqasx OJHH
MONB30BATENb CMOXET AEHCTBOBATL OT UMEHH PasnH4HbIX CyObeKTOB.
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OnHako BaxkHo, 4rebhl B  KakoH-TO onpefeacHHbA  MOMEHT
[onb30BaTeNs AGACTBOBAI OT HMEHHK TONBKO OAHOrO cy0bekra. Dto
rapaHTHpyeT, 4T0 HHGOpMalus He nepefiaeTcs OT BEPXHETG yPOBHA K
HWKHEMY.

EcTh RBa HEOMpEAENeHHbIX MHEHHA, KOTOPBIE CTABAT 104 COMHEHHE
COOTBETCTBHE BhIIIEYKA3aHHOH MOAEAH:

- 1. [Mone30BaTENs HA3KOTO YPOBHS MOXeT MHCaTh BO BCEe OOBEKTHI
BLICOKOTO YpoBHA. B 5TOM ciydae OH Takke MOXET NEPE3aNHUCaTh
CyIIeCTBYIOLIH  OOBEKT, YTO paBHAETCA YAAICHHIO. DTOT HejoCTaToK
MOXHO MCNPaBUTh, 3alPETHB 3aMKCh B BBICOKOM YPOBHC. [IpaBuna ana
310l cxeMbl cleayrolHe:

- yTeHHE pAa3pellCHO, €C/i YPOREHp 3ALMIUIEHHOCTH CyObekTa
BKIOYACT YPOBEHE 3aHIIEHHOCTH 00BEKTa;

- 3aMuchL paspelleHa, ey ypoBeHb 6e30MacHOCTH cybrekra pasen
ypoBHIO 6e3011acHOCTH 00BeKTa.

2. Kak BHAHO H3 CXEMBI, MONB30BATENd C BBICOKHM YpOBHEM
NOBEpHA HE MOTYT H3MEHATDH 0bbeKTsl € HH3KHM  YpOBHEM
Ge3omacHOCTH. B mpeofoneHHs SToH mpoGneMsl, MONB30BATENL MOXET
aeiicTeoBaTh OT HMEHH cy6BeKTOR € pasHbHIM YPOBHEM JIOBEPHS, YTOGBI
HCHIONIH30BATs Pa3Hbie NOKYMEHTHIL To ecTh NONB30BATENB C YPOBHEM
«C» MOXeT AeHcTBOBATh CaM OT HMEHH cyfnbexTa, AOBEPEHHOrO ypoBHS
«K» 1 «O».

O6ecnevenue wadexciocmu usgopmayuu. TloMumo obecnieverns
KOHQHMASHUHANBHOCTA MHPOpMALMH, HHOrAA Tpebyerca obecneduTs
nagexuocTs uudopmanny. To ecTh, yeMm Boillle YPOBEHL HAXLKHOCTH
o6LEKTa, TEM BBl HANEKHOCTH CyOBEKT2 M Y€M BBIUE yPOBEHb
GesonacHOCTH CyOnexTa, Tem onee HaAeXHbie NAHHBIE OH MOXeT
specTd 8 cuctemy. [IpvBeAeHHBle BhiEe APABUNA ANA 3TOH Monenu
MOMHO H3MEHMTE CIeAyoumuM obpazom:

- 3afMHChL paspellieHa, €Cld CYINecTBYeT YPOBeHb OezonacHocTtH
obbekTa Ha YpOBHE 6e30macHOCTH cyObeKTa;

- yTeHHEe pa3pelieHo, ecNH ypoBeHb O0e30NnacHOCTH cyOmexTa
HAXOJUTCA Ha YpoBHe DezonmachHocTH oGbeKTa.

Kak BHRHO, C/IYUaH, MOKAsaHHLIC HA puc. 4.5, NOMEHANHCE MecTaMHy
(puc. 4.6). Hapsgy ¢ ucnons3ceaHneM ypoBHei Ge30macHOCTH B MeTofe
MAC Tarke BO3MOXKHO MCHONbL30BaTh KaTeropun oOBEKTOR W
cyGrexToB. B 3TOM Ciydae, MOMHMO YpPOBHA ©O€30MaCHOCTH, MOMKET
OHTE NMPefOCTaB/ieH CIHCOK KATeropui, OTHOCALUXCA K KaKAOMY
o0bexTy U cybbekTy. Ecnm kareropum ob6bexkra HCHONB3YIOTCA ANA
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OTIMCaHKS MECT, e HCTIONB3YETCs 3TOT 06BEKT, TO KaTeropHs cybnexTa
onucsiBaeT 00nacTh, B KOTOpoil oOH AelicTByer. Takag cucTema
Mo3BONAET DoNee ASTAALHO YNPABIATE AOCTYIIOM.

Cy0beKThl O0beKTb!
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Puc.4.6. Cxema ynpasiieHHa HHPOPMATHOHHBIMHE NOTOKAMH
AN oGecnedeHHa HANEKHOCTH JaHHBIX

Memod RBAC ynpagnenusn docmynom. OcCHOBHAR HACA YNPaBACHUA
noctynoM B metofe RBAC — makcumansHO npuOmu3uts MPHHLAT
paGoThl CHCTEMBI K DPEANBHOMY pPa3fGNEHHI0 KaipoBBIX QyHKIHH B
OpraHn3aluH.

B meroae RBAC KoHTPOAL AocTyna nojp3osarels K HHGOPMalldd
OCHOBAH HA THME MOBENEHHR B cucteMe. Mcnons3oBanue 3TOro METOAA
npeanosaraet ofpeaeneHue poned B cucteme. TloHATHE POIH MOMKKHO
paccMaTpuBaTh Kak Habop aeficTBuii H o0g:aHHOCTEl, CBA3AHHBIX C
onpenencHHbIM THNOM AeaTenbHocTH. Takum o6pasom, BMECTO TOrO,
yTOOB! Ha3Ha4YaTh HOCTYN KAOKAOMY MONL3OBATEMO Al KaKAOTO
06BeKTa, IOCTATOMHO yKa3aTh AocTyn K obwexram s poau. [Ipu atom
MONL30BATENH, B CBOIO QUEpEAL, YKassiBaloT cBoH pomu. [1o1b30BaTENE,
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BRTOMHAIOLIHIA poib, By HET HMCTD NpaBO JOCTYNa, ONpeAcAeHHBIA i
PONH.

B 06itieM, M0nb30BATENb MOXKET BIMOMHATL pasHbie PoAM B PasHbIX
cuTyaunsx. MHoraa ofka ¥ Ta XKE€ PONb MOXET HCMONB30BATHCH
HECKONbKUMH [MOJIb30BaTe/AIMK  ORHOBPEMEHHO. Ecnu B HexoTOpbIX
cHCTeMax ROML3OBATEAI0 Paspelli€HO BBIMONHATE HECKONbKO posfei
OIHOBpEMEHHO, TO B ApYTHX -MOXCT B5ITH OrpaHuYeHne Ha OMHY MAH
HECKOALKO pONeH, KOTOpbIC HE KOHQIHUKTYIOT ApYyr ¢ apyroM B mo6oe
BpeMsL.

OcHoBHbIMH npenMyiLecTBamy MeToaa RBAC ssnsiores:

1. Hpocmoma  adMuHUCMPUPOSAHIA. B wraccugeckux Mogenax
ynpasJieHus JOCTYNOM Npasa Ha BBIMOMIHEHHE ONpEReneHHEIX AelicTBIi
¢ obwexToM OyAyT zaperHcTpHpOBatbl JUIA K&XN0ro nons3oBatesis MK
rpynasl NoNk30BaTeNeH. PoneBas MOAENE NPENCCTABASET BO3MOXKHOCTD
pasfieNieHHd [IOHATHH ponH A f0JIb30BATENS Ha JABE YacTH: onpeaeneHue
ponM MoNb30BaTENs W OMPEACICHHE JIOCTYTa K 0o0BeKTy ANA DPOSRH.
Takoii MOAXOH 3HAUMTENBHO YNPOIIAET MPOUECC YnpaBNeHHs, YAANsA
CTapYI0 POJb Y NMoNb30BATE/L npH H3menemjn 30HB! OTBETCTBEHHOCTH ¢
Ha3zHayas poJib, COOTBETCTBYIOILYiO HOBOW 3agaye. Ecmu Ol nmpaso
HCONb30BaHug GpUI0 ONpEAEAcHO HAMPAMYIO MEXY 0Nk30BaTeNem H
oBBekTaMd, NpoUeRypa MepeHasHAauYeHHs HOBBIX MpaB NoONb30BaTens
notpebopana 6bt GONBIIHX YCUJINH.

2. Hepapxus poneii. Co31aB HaCTOSUIYIO HEpapXuio poneii, MOXHO
cO3/aTh cHCTeMY posel, OTpKAIOIIYIO peansHbie 6u3Hec-npouecce. V
KaKAOi ponH MOryT OpiTh CBOH TMPHBHICTHH, a TAIOKE MPUBHIIEFHUH
HpYTHX poneH. Takoii NOAXOA 3HAMUTEIBHO YTPOLIAET YIpaBleHHE
cHCTEMOIL. ;

3. Ipupytn MUHUMAREHOIX NPUEURESUY. PoneBas mMoment nossonger
[1O/Ib30BATEMO 3aPETMCTPHPOBATECA C HAHMEHbWER ponbio, no3BoAAA
UM BHITONHATH HEODXOAHMEIE 3a1a4u B cucteme. [lonbzosareny c
MHOCOUHC/IEHHBIMH POJIAME HE BCEraa 00A3aHbl UCMOB30BATE BCE CBOR
NpUBHAETHH A BEINOTHCHHA ONPERENCHHOM 3aja4H.

[IpHHUMN MHHAMATEHLIX NPUBHIErHA oOueHhr BakeH Ans
obecreveHns HANSXHOCTH JAAHHBIX B CHCTeMe. DTo Tpebyer, 4ToBbi
noNEzoBaTeNo GELI0 NPEXOCTABIEHC TOJNBKO TO, MTO HEOBXOAMMO NS
BBIMONHEHHs KOHKPETHOH 3ajauu cpefiu onuuit. ina storo Tpebyercs
onpefeneHue LENH poid, COOp HEOOXONMMBIX AA ee BHINONHEHUA
fIpHBUACFU H OTrpaHHYEHHWE NPHBUIErHH [OJL30BaTeneif Ha 23ToM
ocuose. OTkas B npaBaX AONB30BATEIA, KOTOpeIE He TPeBYIOTCS nas
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BGINOJIHEHHA TeKyuwleHl 3aaaud, 3aUTHT CHCTEMY OT HapyLUeHHid
NOAUTHUKH 6€30MACHOCTH.

4.Pazdenenue omeemcmeennocmu. Eile OOHH BAKHBIA MPHHLMHM
YOpaBNeHUs JROCTYNOM — pacmpefeneHue 3ajla4d B cucreme. Ha
MPakTHKE JOCTATOMHO CJY4aeB, KOrja OT OJHOTO YENOBEKA HE
TpebyeTcs BBIIONHATE MHOXECTBO 3ajad, 4ToObl NpefoTBPATHTH
mollieHHuuecTBo. [IpumepoM sToro sBfisercs CO3AaHHE YENOBEKOM
nnaTexHoil HHPOpMAauHH, B ee moAaTEepkAeHHe. OQUEBHAHO, YTO 3TH
feficTBMA He MOryT ObiTb BBINOAHEHB! OAHMM uenosekoM. C apyroi
CTOPOHB], PONEBOH METO/l MOMOraeT pewmnTh 3Ty npobnemy
MAKCHMAIBHO JIETKO.

Oduuvansio Moaens RBAC MoxHO onucaTs crnenylomsmM obpasom
(puc. 4.7):

Hepapxita ponets

{Ipenocraenennoe
NMBHICTHe

Pons nonk3osarens

Pons nonssoeatens

Puc.4.7. Hio6paxenue monenn RBAC
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Mogens COCTOHMT H3: NOJub3OBaTeNncH, poiei u npuBAnerui.
[NonpzoBaTens MOMET ObITh UENOBEKOM MM  OPHAGKEHHEM,
nmeiicteyomuM ot ero HMmeHn. Ecnn pons — TR nedarensHocTH
MONL30BATENA B OPraHu3allHH, MAPUBHIErHA ONpeAenseTca Kak
paspelicHHe HAa MCMOMB30BAHUE OJHOTO HIIH HECKONBKHX 00BEKTOB
cHcTeMbl. OTHOUIEHHA «Ha3HAYATE POJIH HONB30BATEASMY» H KHA3HAYATH
MPHBHJIETHH» HA PHCYHKE MPHHAANEKAT KO MHOTHM THnam. To ecTs y
nons3opatens MoxeT OLITE HECKOALKO ponelt, ©  HECKOMBKO
nosae3oBareneii MOryT ObITe B ofHON ponu. TouHO TaK e HECKONBKO
MPHBHIIETHH MOTYT MPHHARNESKATE OAHOH PONH, UMK HECKONBLKO poseit
MOTYT UMEThH OZHY MPHBHJIETHIO.

Memoo ABAC ynpasnenua Oocmynom. Meron YIpaBIeHUs
JoctynoM Ha ocHose atpubyros (ABAC) ~ ynpaenenue JOCTYNIOM,
OCHOBaHHOE Ha aHanu3e aTpuOyTOB OGLEKTOR H CYGBEKTOBR, BOSMOKHBIX
AeACTBHA C HUMH H IPABHI ANA Cpefibl, COOTBETCTBYIOLLEH 2anpocam. B
npapiiax MeTofla MOXHO HCNONb30BaTE oGO Tunm  arpubyTa
(arpulyTsl nonb30BaTeNd, aTPUOYTEl pecypcos, aTpubyTel obbekTta
cpeasl M TA). 3Ta  MOACNAE OCHOBRIBAETCA HA  MNpaBMMax,
copmuposannbix ¢ «ECJIU, TO», COCTOAHHE O TOM, KTO BEIMONHAET
sanpoc, pecypc u aekicreue. Hanpumep, ECIIH saseutens spnsercsa
menemxepoM, TO JomKHO GBITH NPEAOCTABNEHO MPABO YHTATH/MKCATE
KoH(HUACHUHATBHYIO HHGOPMauHIo.

[MonuTnka Ha oCHOBE aTpHOYTOB Ae€NaeT YHpapiAeHHE AOCTYIIOM
Gonee SPQEKTHBHLIM 33 CYET CHIDKEHHA CAOXKHOCTH HOPMaTHBHbIX
TpebOBaHMM. HenonesoBaHue NOMMTHKHE, OCHOBAHHOH MMEHHO Ha 3THX
e aTpubyrax B Ppa3sHbIX CHCTEMaX, MOXET MOMOYb YNpPaBAATH
COOTBETCTBHEM B MHCMONB3CBAHHH DPECYPCOB B OPraHHzalUM MM
[apTHEPCKHX OpraHn3anuax. nOCKOﬂbe TaKoe ICHTPANH30BaHHOE
yrpaBeHHE JIOCTYNOM BKIIOYAET OJUH YTIONHOMOYEHHBIH HCTOYHHK, He
tpefyeTcs, dTOOBl KaXKAad MNONMTHKA T[IPOBEpAAA COOTBETCTRME
onpeneNeHHBIM CHCTEMHBIM TpeOoBaHUAM.

OpHum M3 OCHOBHBIX CTAHAAPTOB ANR YNPABIEHUS ROCTYNOM Ha
ocHose atpubyToB saBmAercs XACML (eXrensible Access Control
Markup Language), paspabotanusiii B 2001 roay opeanuzayuesi OASIS
(Organization for the Advancement of Structured Information
Standards).

Cranpapt XACML copepxur cleqyloHE OCHOBHBIC MOHATHS:
npasuna (rules), nonuTKy (policy), aNropuTMbl 06beAUHEH S paBUA #
nonuTHKy (rule-combing algorithms), atpubytut (attributes) {cybneKT,
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ofwekT, ycnosus aeficteua u cpeast), obszarenscrea (obligations) u
pekomenaaunu (advices). [Ipasuno ABNAETCA USHTPANBLHBIM IREMEHTOM
H Bmioyaer B cebs uenu, BozaclcTBHA, ycnoBud, o0d3aTenscrsa W
pekoMeHgauuu. [lens — peficTeua, koropsie CYOBEKT BLINONHNET HaR
o0beKTOM (uTeHHe, 3aNHCh, yAaneHue H T.A.). DddPeKr ocHOBaH Ha
JOTHYECKHX BLIPAKEHHAX, H JNA JOCTYNA K CHCTEME MOXET
NpefocTaBNATE OAHO ODOCHOBAHHOE pa3pellieHHe H3 CHENYIOLHX
COCTOSHHIL: paspewen, sanpeugen, He8OIMONCHO, He onpederen. Bosspat
KOMAHABl HE@O3MOXCHO TIPH HETPABHIBHOM JIOTHYECKOM YCIOBHH
yKassiBaeT Ha HamHuue Heonpedenennozo 3dipexra jgna  owmubok,
BO3HHKIIHX BO BpeMA BbluHCAeHHS Beipaxenud. Hike npusoautcs
npumep Metona ABAC.

Liens Y3ualimre rpynmy KpoEH MAuHEHTa W3 MENMUHHCKOR
KapTEl

Hetictene Pazpemenue

Ycnosue CybrexT, nomxHocts = Bpay & cpena, spems > = 8:00 &
cpena, epems <= 18:00

QbA3aTENLCTRO OrobpakeHHe BaTsl perucTpanus NpoCMOTpa
MEeAHLHHCKON KapThi (cpena, BpeMia) B XypHane

JTOT METOAl YAPaBNEHHA JAOCTYNIOM HCNOAL3YETCA B NPOAYKTAaX
Cisco Enterprise Policy Manager, u B Amazon Web Service, OpenStack
" T.0.

Mampuya ynpasnenus docmynom. Kiaccyyeckdii B aBTOpH3aLHK
HAaUYMHAETCs C MaTpUUbl YHpaBaeHHA Apocrynom Jlamncowa. 3ra
MaTpHUA COOEPXHT BCIO HHpopMalKIo, HEOOXOTHMYIO OnepalBOHHOM
CHCTEME AMA NPHHATHA pelieHus O TOM, KaK YNpaBNATh DPasHBIMH
JaHHLIMH ANA BCex monab3oparesnedi. B aToM cnyuae MONB30BATENH B
ONMEpPaUHOHHOH CHCTEME PpacCMATpUBAOTCA Kak  cyfbvexmsl, a
CHCTEMHbBIE pecypesl Kak obvexmer. B ofnacTe aBTOpH3aUMH eCTh ABa
OCHOBHbBIX MIOHATHA: cnucok ynpaenenun docmynom (Access control list,
ACL) w cnucox npueunezuii (Capability list, C-list), nonyueHHbE H3
MAaTpPHIL ynpaeicHus aoctynoMm JlammcoHa. To ecTe CTpOXH MATPHHEI
NpeacTaBnAOT CyGBEKT, a CTONOLUL! OpeACTABILIOT OOBEKTHI.
[MpuBusierud, NPEAOCTABNCHHBIE ONpeAeneHHOMY cyObexrty S W
o0bekTy (), COXpaHAIOTCA B TO4YKE, [A¢ KX HHIASKCEl B MaTpHuUE
nepecekaercs. Tabs. 4.1 nokassiBaeT MaTpHLYY YIPABASHHA ZOCTYNIOM, B
KOTOPOH NpuBuNeruy npeacTapieHsl B GopMe NpHBHIErHH B
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onepauuonHoii cucreme UNIX, To ecth x,r M w npeacTasnsioT coboii
ONCPALHH EWHONHERUR, YMEHUA W 3aNUCY, COOTBETCTBEHHO.

B npusenenHoii  Tabnuue  OyxranTepckad — nporpaMma
paccMaTpHBaercd kak cyOnekT H 00bekT. 3Te momesHsii BHIGOp,
MO3BOAMOLIMI HCMOAB30BaTh Gyxrantepckyld HHQOPMAUHI TORLKO
OyxrantepckHM mporpaMMHEIM ofecmevueruem. TO ecTb, Pa3NHYHBIE
ayauTht Gyxrantepckorc yvera u HanaHcoBag-HMHGOPMALHMA AOMKHLI
HCTIONIB30BATHCA TOMBKO HYXranTepcKHM MporpaMMHbIM ofecnedeHue,
U opma, NpencTaBneHHas B MaTpulie Bbille, ofecneudBaer 3ro.
Onuaxo 3Ta MaTpHUa HE NMPEAOTBPAILAET BCE BOIMOXKHBIE ATAKH H3-3a
TOrQ, 4MTO CHCTEMHBIH ANMHUHHCTPATOP MOMET HapYLIMTh JTY 3alUUTY,
3aMeHMB [porpaMMy, npHHamnexaiyw Oyxrantepy Coama, Ha
HETPaBHIIBHYIO BEPCHIO HITH NOMACABHYIO BepeHio. OIHAKO 3TOT MeTon
Aaet Anuce u Boly mpaBe UCMOAL30BATH YYeTHYHO wWHGopmauuio Oe3
HaMEepPEHHOro UM HEMPEAHAMEPEHHOTO BMELIATeNbCTBA.

TaGauya 4.1
MaTpuna ynpasjieHHA JOCTYIIOM
NMporpam- | Hudopma- | Hadopma- | Hudopma-
Obvexr | Onepau ::a ?‘:‘H. um? ofﬂ. 1?:mpo l?unpo
HOHHAA dyxranTe- | Oyxranre- | crpaxoBa- | IUIATeX-
Cybuexr cHeTema pHH puH HHH HOM cueTe
Bob X [p3 p - -
Anmca > rx P ™w ™
Cem rwx rwx p nw w
Ilporpamma
OTH. rx ™® w w P
dyirantepmu

ACL wnu C-list. Tabnmua ynpapieHUA HAOCTYNOM COCTOMT U3
nH(pOpMALHH, OTHOCAILeH A K pelleHusM o6 asTopusauun. OfgHAaKO, B
CHCTeMe ¢ COTHAMH (MM Gonee) cybbexToB M ThicsuaMu (Hiau Gonee)
O0BEKTOB BEIMOMHEHHE OMNEpalMif ABTOPU3AUMK ¢ MOMOWBI0 MATPHLBI
YNpaBiAcHAA AOCTYNOM ¢ MHIIHMOHaMH (Mnu Bonee) sanuced cozgaer
GobHIyI0 HATPY3KY HA BHIYHCIUTENBHYIO CHCTEMY.

Jns ONTUMANEHOrO BBINONHEHHUS ONepatuit ABTOPH3ALMHU MaTpuLua
YTpaBJeHHA JHOCTYIIOM JROMKHA OBITH pa3ieNeHa Ha ympaBiseMbie
4acTd. Ecte zBa criocoGa pa3bute MaTpuuy ynpaneHus ROCTYNOM.
CornacHo nepeoMy meToAy MaTpdila AENHICA Ha CTOAONBI, U KAXKABIH
CTonbel XpaHUTCS ¢ COOTBETCTBYIOWAM OGBEKTOM. B 3ToM chywae,
KOTAa 3anpallHBaeTCA [OCTYN K 0DBekry, 3TOT cTonfer MaTpHIb!

112



ynpaBlieHHs NOCTYIOM H3BNEKAeTcs, W NpoBEpAeTCA, uTo AeicTmHe
paspelieHo. DTH CTONGUEl MOXHO paccmaTpupatk kak cmucku ACL.
Hanpumep, ACL, oTHocawelcs k mH{opMauMd © CTpaxoBaHWH, B
Tabn.4.1 BRIFIAQKT cnenytolMM ofpazom:
(Bo6, —), (Anuca, rw), (CeMm, rw), (nporpaMma, OTHOCAWAACS
Gyxraatepuu, rw),

CornacHo BTOpOMY cilocofy MaTpuua pasdusaercs Ha CTPOKH, H
Ka)XaA CTPOKA COXPAHAETCR ¢ COOTBETCTBYIOUIMM cyGnexroM. B aTom
cnyyae, eclin cyOBEKT NLITAETCA BHLINONHHTH OnpeaceneHHoe ACHCTBHE,
COOTBETCTBYIONIAA  CTPOKA  MaTpuibi  YNPAaBAEHHMH  AOCTYNOM
npocMaTPUBAETCS, YTOOBl  y3HATh, pa3pellieH0 JH BHIMONHEHUE
neitcteus. Tako#l moaxon HassiBaeTcAa cAUCKOM npusiierui umy C-list.
Hanpumep, cniucok npesmyluecTs Anucsl B Taba, 4.1 unu C-list pasHo:

(0T, rx), (, nporpamMma, OTHOCSULAACH GYXTANTEPHR, T'X),
(nadopmannn, OTHOCALIAACA GYXraATEPHHN, T),
(paHHbIe cTPaxoBKH, W), (MHGOpMaLMA 0 MAATEKHOM CHETE, FW).

Xora ACL u C-list B3aMMHO JKBHBANEHTHBI, OHH [O-PAIHOMY
XpaHAT ofHy M Ty Xe¢ HHpopMmauuwo. OgHaKo Mexiy HHMH eCThb
He3aMeTHas pasHuUa. CpasHuTenbHu1i ananus ACL # C-list nokasaH Ha
puc. 4.8.

1]
[ ]
T
Dal | : Wl | daitn §
: nel
[ ]
[ ]
[ ]
[ 3
[ ]
. —
®atin 1 ‘ T Gaitn 1
[ ] r
[}
[ ]
[ ]
[ ]
: r [
®aitn | ' dpen ) [= ®aitn |
' pe I3 ]
'
[ ]
[ ]
[ ]
[ Y

cm |

Puc.4.8. ACL n CHlist
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Buano, 4TO nokazaTend Ha puc. 4.8 HMEOT NPOTHBOMONOXKHBIE
HanpasneHus, To ecTe Ana ACL nokasaTend OpHEHTHPOBaHbI OT
pecypca K Mois30BaTeMAM, a andt C-list mokasatenu opueHTHPOBAHBI OT
nonp3oBareneii kK pecypcaM. 2710, Kasanock Obl, HE3HAYUTENRHOE
paziMuue O3HAYAET, YTO CO CIUCKOM npuBHierui (C-list) cesss Mexay
[HOAb30BaTENAMH ¥ dailtnaMu BhiICTpaHBaeTCA BHYTPH cHcTemsel. OfHaKo
B cucTteMe Ha ocHOoBe ACL C-list HMeeT pHA NPEHMYIWECTB B MNaHe
GeszonacHocTH 1o cpaBHenuio ¢ ACL, AOCKONLKY MONbL30BaTEnsM
TpebyIOTCA OTAENBHBIE METOAB MJIA CChINKM Ha Gaiinebl, W MO3TOMY MO
C-list MpoBOAKMOCE MANQ HAYYHBIX HCCREAOBAHHKH.

Becnopadounwiii  nomowgrux  —  Kilaccudeckas — npobfema
6e30MacHOCTH BO MHOTHX OTHoweHusX. YToObl mponuTh CBET Ha 3Ty
npoGneMy, ObINa B3ATA CHCTEMa C XBYMS pecypcaMi: nepBmlif pecypc
66T KOMITUAATOPOM, BTOpoH — daiinom ¢ umerem BILL, coaepxamum
CEKPETHYIO IUIATEXHYIO MHPOPMALIHIO, H ONHHM [OJb30BATENEM,
Amucofi. B 3ToM cAydyae KOMIHJIATOP UMEET BO3MOXKHOCTH ITHCATH B
moboii daiin, a ANHCAa MOXET 3anyckaTe KoMmnunatop. Jlns astoro
TpeByercad BBECTH UMS alina, B KOTOPOM 3anucana HHGOpMAUHUS
otnaxku {npoliecca moHcka omwnbok B nporpamme). Onuako Anuce He
paspeLIeHo MMHCaTh, NIOCKOJIbKY 3TO MOXET MOBPEAUTS daiin c uMeHeM
BILL. Marpuua ynpaBieHHs AOCTYNOM AAA  3TOr0  CLEHApHS
npeActaBaeHa 8 Tabn. 4.2.

Tabnuya 4.2
MaTpuua ynpagjeuusa JOCTYHROM ANHA COCTORHMA
fecnopaaoYHOro NOMOUTHHKA
Komnunarop | BILL
Anuca X -
Komnunarop rx ™

[MpeAnonoXuM, ANHMCA 3aMyCKAeT KOMOMIATOP W YKa3biBaeT Ha
BILL B kauyectBe uMedu daiina. lNockonsky AnHca He MMeeT 3ToM
OPHBHIETHH, JaHHLIA opAnoK He npuMeHseTcd. OoHako, KOMIOHAATOP,
paGoTalOMi OT HMEHH ANMCBHI, MMEET BO3MOXHOCTH Nepe3anucath
¢aitn  BILL. Ecnd kommunsTop paboraer ¢  COOCTBEHHBIMM
BO3MOXKHOCTAMH H 3anycKaeTcs ANKMCON, TO OH MOXET MOBPEAUTL Gaiin

BILL (puc. 4.9).
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debug K BILL
——b
Haspanme draiina OMTETATOP

BILL

v

BILL

Puc.4.9. BecnopaxoyHbld TOMOMHHK

[ToueMy 23TO Ha3spiBaeTcR  OeCAOPANOYHBIM  MOMOIHHKOM?
[lockonbky KOMMOHNATOp HAaXOQMTCA Ha CTOpoMe AJIMCHL  H,
CNegoBaTeNbHO, €€ MOMOLIHKEK, OHa ACIICTBYET MO CBOEMY YCMOTPEHHIO,
a He MO NpHBUNErnaM ANHCHIL

[IpenotBpatTh 3TO cocTosHie ¢ nomouleio ACL oueHB CIONKHO
(uo Bo3amoxHO). C apyroii croponsl, ¢ momolsio C-list MOXET JIETKO
YCTPaHMTh 3TC. B CHCTeMax Ha OCHOBE NpHBHNeruil, korAa AJIHCA
IeNaeT 3anpoc KOMMHAATOPY, OHA BblAaeT el cpoil C-list. B atom
cnyuae womumnstop mposepser C-list AnMcel H co3gaer dain
OTHAAMHKA, B Ciydae, Koraa oH uMeeT npusuneruto. [Tockoasky Anuce
He paspellieHo nepesanuceiBate Gaiin BILL, catyanus Ha puc. 4.9 He
nabnronaerca.

OucHb NONE3HO B3AHMHO CPaBHUBAThH Mone3Hblie cropoHbl ACL n
C-list. ACL ofbqHo npeanouTHTeNbHEee, KOrga MOJNB30BATENS
KOHTPOJNIMPYET CBOH JaHHbBIE W COCPEAOTOYEH Ha 3ailNIeHHOH
uHpopmauuy. Tarke nerko oO6MEHHBATECH TNpaBaMH HAa pecype ¢
momoweio ACL. C Jgpyroli cTopoHbl, JNerko MpefoCTaBAAThH
MONHOMOYHA C MOMOILBIO CIIHCKA TIApAMETPORB, H MOL30BATENIO OYeHb
nerko Ao6aBnATe HAH YAANATH. braroaapa cnocoBHOCTH NpeaocTapiaTh
MORHOMOYHA MOXHO Nerko usbexars npobrnem ¢ Gecnopaao4HBEIM
noMoIHKAKoM. ONHAKO pealH3aliA BO3MOKHOCTEH HEMHOTO CIOXKHA H
TpeOyeT OGonpwIHX 3aTpaT. XOTA 3TO HE COBCEM NOHATHO, MHOrHE
npoBnemMsl, MPUCYLUHE PACMPEAENCHHBIM CUCTEMaM, BO3HHKAIOT € HMX
BosMoxHOCTAMH. [loatomy ACL B HacTosumiee ppeMa HCMOMB3YETCH
6onbue, yem C-list.
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4.3. Muoroyposnessie MoaciH GezonacHOCTH

CylecTByeT MHOKECTEO MoAenei MHOroyposHeBoii Ge30macHOCTH
(multilevel security, MLC). Hibke MOXHO MO3HaKOMHTHCA C CAMbIMH
NPOCTHIMH U3 HHX.

Mooens Benna-/Ialladyast. Hazpauve Benna-Jlallanyna cessano ¢
HMEHAMM ero cosgarenedt bBemma u Jlaflagyne. Drta  mofens
HCIIONE3YeTCd A dopMmanuzauiu  MeXaHH3IMOB  YMpaBieHMA
MaHJaTHBIM ROCTYNMOM C YYeTOM YPOBHA KOHDHUACHLUMANBEHOCTH.
HapectHo, uTO MaHZaTHuti NPUHUAN  OrpaHUdeHHs  ZOCTYna
HORpa3yMeBaeT HaHYHe HepapXH4ECKHX ypoBHEi
KOHQUICHUHANLHOCTY OGBLEKTOB M COOTBETCTBYIOIUME MM METKH
KOHPHMIEHUIHANBHOCTH.

B mogmenu Benna-Jlallagynet cy6eekThl M OOBEKTH! B CHCTEME
pacnpefendioTcas B COOTBEICTBHH ¢ IpUPOM  CeKpeTHOCTH, H
cobI0RAIOTCA CNEAYIOUHE aBTOPCKHE NpaBHIA!

1. «llpocmoe npasuro 6Gesonacwocmupy (Simple  security).
CornacHo 3ToMy NpaBHAYy, CYOBEKT HMEET [paBo HYUTaTh HHOOPMALHIO
TONbKO H3 JOKYMEHTOR, YPOBEHb O€30IIacHOCTH KOTOPHIX HE
npeBbilllacT ero ypoBeHs OeszomacHocTd. CxeMa HHGOPMaUMOHHBIX
[IOTOKOB, COOTBETCTBYIOLIAS peannd3aldH 3TOTO IpaBHia B CHCTEME C

TpeMs YPOBHSIMH CeKPEeTHOCTH, MpeAcTasieHa Ha puc. 4.10.

Cogepureritio
06BeKT A CEKpeTHO

Uncxme - obrekT B CexperHo

cybeKTOM
obrext C Hprnex
LHATBHG

Puc.4.10. Cxeme uHGopMALHOHHLIX TOTOKOB A/ CBOHCTEA
«Simple Security»
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2. «-csolicmeo» (-property). CoriacHo 3ToMy MpaBHIY, CyOBexT
MOXET BBOAHUTE HHOOPMALHIO B ZOKYMEHTBb!, YpOBeHb Oe30nacHoCTy
KOTODLIX HE HUXe ero ypoBHa 6e30nacHoCcTH. CxeMa HHOOPMALHOHHBIX
NOTOKOB, COOTBETCTBYIOIWIAA peali3allH DTOTO NpaBHAa B CUCTEME C
TPEMS YPOBHAMH CEKPETHOCTH, NpefcTaBieHa Ha puc. 4.11.

Cosepme
- obreRTA T HHO
CERPETHO

cy?:::r;m o o3tekT B CeKpetho
T Korgmpex
HAAEHO

Puc.4.1]. Cxema nHpopMaHOHHBIX MOTOKOR ANA cBoiicTBa
«-property»

3. «-Cmpozoe ceoiicmeo» (-Strong Property). COrnacHo 3TOMy
npaeuny, cyOBeKkT ¢ MpaBoM YTEHHUA M 3aMHCH MOXET BHIMOJHATH
omepauud ToNAbko ¢ ofbekTaMH Ha cBoeM ypopHe. Cxema
HHPOPMALHOHHEIX TIOTOKOB, COOTRETCTBYHOIAA PEANH3alHH 3TOre
npasujia B CHCTEME ¢ TPEMA YPOBHAMH CEKPETHOCTH, NPEACTABICHA HA

puc. 4.12,
CoBEpIIEHHD
ob1eKT A CEKPETHO
4
llr:;;;:‘:a::u < -I obwext B I Ceiperio
<7
-
G
UHANEHO

Puc.4.12. Cxema nundopmanHoHabIX NOTOKOB 171 CBolicTBa
« - Strong Property»
Modens Buba. D1a mogens Asnferca MoAudHKauued Mopenu
Benna-Jlanagyner, opueHTpoBanHOH Ha ofecreueHue UENOCTHOCTH
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nanusbix. Bazosele npasna moaeny Buba gopmymMpyOTCa CrenyoWUM
ofpasom:

1.«Illpocmoe npasuno yenocmuocmuy (Simple Integrity, Si).
Corfacso 3TOMY NpPapuiy, CyOBeKT He MOXET HHTaTh HHpOpMaumio ¢
ypoBHS LENOCTHOCTH, KOTOpasd HIDKe CBoero ypoBHa. Cxema
HHOOPMALIMOHHBIX MOTOKOB, COOTBETCTBYIOUIAA peanu3auuy 3TOro

npaBusia B CHCTEME T TPeMsl YPOBHAMH LENOCTHOCTH, NPEACTaBNEHA HA
puc. 4.13.

vkt A Bepxunii

YpOBEHE

Yrenne / ofivext B Cpeaun#

cyOserToM YPOREHE
>
£

obtext C Hivoxnuft

YpoBeHs

Puc.4.13. Cxema nuopMAIHORHBIX NOTOKOB A/ CBOHCTBA
«Simple integrity»
2. «IJenocmuocme» (-Property). CornacHo 3roMy Npasuiy, o0BexT
He MOXET 3alHCBhIBaTh: HHGOPMAUMIO CO CBoero yposHAa Ha Gonee
BHICOKHH ypoBeHE HeNOCTHOCTH. CXxemMa NHOQOPMAUHOHHEIX MOTOKOR,
COOTBETCTBYIONIAsA peanu3anyy 3TOT0 MNpaBHia B CHCTEME C TpeM#
YPOBHAMH ESIOCTHOCTH, MPEACTABNEHa Ha pHC. 4.14.

A obuekT Bepxaui
YPUBEHD

3anucs Cpeannii
cynexToM o B ofuexr YPOHCHE
€ obtexT Hipxnui

YPORCHE

Puc.4.14. Cxema nadOPMANUOHHBIX MOTOKOB 1A CBOHCTBA
«=Property»
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3. «Csoiicmeo ewizoean (Invocation Property). [lo aToMy npasuny
cyOBeKT He MOXET 3aMpaLIiBaTh CEPBHC ¥ OOLEKTA ¢ BHICOKHM YPOBHEM
UEAOCTHOCTH.

Crenyer OTMETHTb, YTO YPOBHM LENOCTHOCTH B Mozenn Buba
Heob6XonHMO NPHHUMATH 33 YPOBHH HOCTOBEPHOCTH. COOTBETCTRYIOUIHE
HHPOpMALMOHHBIE MOTOKH, C APYrofi CTOPOHEL, CNENYET PACCMATPHBATH
KaKk mepemady wHdopMmalHK K3 Gonee AoCcTOBEpHOTG HaBopa NaHHLIX B
MEHee OCTOBEpHEI U HaoGopoT.

Vnpaenenue nozuveckum u gusuvecsum docmynom. Jlornueckue
CpelACTBa ANA YNpaBAEHWS NOCTYMOM HCNONB3YIOTCA AN MaHZaTa,
YTBEDKACHKS, aBTOpH3auiiM H obsf3atenscTBa B uHPpacTpykType M
CHCTEMAX BHYTPH HEe. 3TH KOMIMOHEHTH! NPHMEHAIOT MEPH YNIPABNEHUS
HOCTYNOM K CHCTeMaM, MpHAOKEHHAM, TpolleccaM KM HMHPOpPMauuu.
JaHHbIH MeTOd YyNpaBNeHHR AOCTYNOM TAIOKE MOXET HCIOJS30BATECS B
nporpaMmMHOM obecneyeHHH, onepauHoHHOH cHcreMme, §ase AaHHBIX.
VYnpaenenue ¢QHIMYECKHM OOCTYNOM — MEXAHWYCCKWUNA BHA, KOTOpLIit
MOXHC CPaBHHTB ¢ (H3HYECKHM JOCTYNIOM K 3alHpaeMoil KOMHATe.
CaM ¢akr pa3neneHus A0TM4eCKoro W U3MUECKOro THNA YNpPaBlICHUH
JOCTYNOM  ABNACTCA  HEOAHO3Ha4HbIM. Hanpumep, ¢u3muueckHi
KOHTPOJIb OOLIYHO OCYIIECTBAAETCE € IOMOIIbIO IMEKTPUUECKHX
3aMkoB, paboTalOmKX 4epe3 MNpOrpaMMbl, KapTOYHBIX 4YMOOB M
nporpaMMioe obecneyenune. To ecTs, B 3TOM KOHTeKCTe (HIUMECKHIA
JOCTYT TAKOKE MOXKHO CYUTATh TIOTHUYECKHM.

4.4, OUIHYECKAN 3AIMTA JAHHBIX

OpnuM W3 nepsblx wWaro Mo ofecnedeHn:o MHGOPMAUMOHHOMN
Ge3onacHOCTH ABNACTCA Qusuveckan bezonachocmp. OpraHu3ally
JOKHBI HAXOOHTBCA B CPeAbl COOTBETCTBYIOIIEr0 YNpaBJCHHSA
Puznueckoit 6e30nacHOCThIO Ins NpeAOTBpaLICHHA
HECAHKLHOHHPOBAHHOrO GH3HYSCKOro YNpasneHus, yrpos, HCXOAALMX
OT OTAEJBHBIX NHU, H Yrpo3d okpyxawomeii cpefe. CuHcTeMHBIH
AIMHHUCTPATOP JIOMKEH rapaHTHpOBaTb, YTO MeEpeEl QUIHN4EcKoi
fe3onacHOCTH YCTAaHOBNEHB! M paboTaloT JOMKHBIM obpa3soM 1
3alHTH OT YFPo3 PpU3HUeCKoi 6€30MacHOCTH.

Ou3nyeckas 5e30MacHOCTh 3aiMUIAET YCTPOHCTBa, MOACH, CeTH K
JaHHBIE OT aTaK. 3alHTa JaHHBIX, CETH H YCTPOHCTR, BKIIOYAET 3ALUHTY
OT €CTECTBEHHBIX M HCKYCCTBEHHBIX {OCYIIECTBJIEHHBIX CO CTOPOHEI
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Henoseka) yrpos.  OpraHusaliMM  QO/DKHBI  YYMTRIBATE  BCe
ofcTosTenscTBa, BAHAOMHE Ha ¢usuueckyio 6e30MacHOCTE WX
HHQPacTPYKTYpel H HH(GOPMAUMOHHBIX CHCTEM, NpPH HCMOJb30BAHKYH
COOTBETCTBYIOIMAX Mep 6e30TacHOCTH AN obecneueHHs Quzuyeckoi
6e3onacuocTH.

QPuzuyeckan Oezonacwocmb — BaXKHAA 4acTk  MPOrpaMmbl
uHbopMalHonHoff 6e30MaCHOCTH OPTaHH3AUMH, H B NMpEeKHUE BpeMeHa
MOoRH ans obecnedeHus ¢H3HYeckoidl GezonacRoCTH [MMOJNB30BANKCDH
KMOYaMM, OXpaHHHXami, mnarGaymamu, soporaMH H T.1. Ha
CeroAHAHNUHN JieHs popMa (pusHUeCKOl §e30NacCHOCTH pPe3Ko MEHseTCH,
¥ OT OpraHuzauuii TpeGyeTcd KOHTPONHPOBATH 3alUHTY NEPCOHANA,
aKTHBOB H HenswxkuMocTH. Obecneuenue Pusnyeckoii GesonacHocTu
3THX AKTHBOB ABAAETCA OXHOW M3 BAKHBIX 3afay AJIA OPraHU3aLNY, U
npH NpoexTHpoBaHHH (u3HuecKoi 6e30MacHOCTH OCHOBHOE BHHMaHHE
yAeNnaeTcs apxurekType 3Aaius, obopynosanuio, pabouedl cune,
NPHPOANBIM SBICHHUAM, HCTOYHHKY SHEPrHH, KOHTPOMO TEMNEPATY bt U
MHOTOMY IpYIOoMY.

3afaua pusdueckoil Ge30MaCHOCTH 3aKNIOYAeTCA B 3aLIMTE 3NaHWS

W aKTHBOB OPraHH3alMM OT KpaX, BTOpXeHWH, cTuxuiiusx beacreuii,
H3MEHEHHA KTUMATA, H3MEHEHHH OKpyXalowed cpeibl H YENOBEHeCKuX
yrpos. MuoroyposHeBsie Mepb! 3aLUMTHI 3AMALAIOT OPTAHU3ALHIO OT
pasAuyHbIX  H3MYECKHX YIPO3. [Teperili yposeHb ©€30MacHOCTH
KOHTPOMHPYET BHEIIHMA JOCTYN B NOMEUICHUS OpraHusalud H
JBHKEHHE BHELIHMX TPAHCMOPTHLIX CPEACTB. JTOT YPOBEHL 3AIUMTHL
NpefOTBPAIIACT IPOHHKHOBEHHE MOCTOPOHHKX HIH 30YMBILICHHHKOB
HA TEpPHTOPMIO OPraHM3ALMK M CHIDKAET MOTEHLHANLHBIC PUCKH Js
OpraHH3alMH Ha HAYANHLHOM YPOBHE. Cnenyiouiii ypoBeHb 3aUIUTHL
saMIaeT aBTOMOCHH, MoAed ¥ Ipyrue aKkTHBbl OpraHMIaluM OT
BHYTPEHHHX H BHEIUHHX YTpoO3. Ha 3tom yposHe obecne4uBaercs
GecriepeGoliHas  MEKTPOIHEPrHs, OTAENEHHE OCHOBHLIX  3HNaHMii
opraHmMsalMy OT MapKOBOK, YCTaHOBKa Xopowo oBopyaoBarHoH
BOOTIPOBOJHOH  CHCTEMbl €  COOTBETCTBYIOWNGH  BEHTHIALMEH,
COOTBETCTBYIOUIMMH CHCTEMaMH CHTHaNM3aUMH W T.4. Cheayomui
ypoBeHh — BakHeimas 4acTe (u3udeckoif 3amMTH, KOTOpad
KORTpOIMpYeT {MEpCcoHan), BXOAAIUMX H3BHE W M3HYTPU. Ecnn
3MOYMBILICHHAK HAYMHACT aTaKy Ha (u3MuecKkuli akTHB, OH MoOXeT
OMYMHTB HOCTYI K CeKpeTHol HHGOpMaLuH opraHH3alHu.

Heobxooumocms  gusuveckot  Bezonachocmu.  ChaoxHOCTS
kubepaTak CTAHOBHUTCA MPHYHHOH HCNONB3OBAHHA 3N0YMBILIEHHHKAMH
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pasnu4HBIX METOL0B BanoMa duzHueckol 6e30NacHOCTH OPraHH3alHy.
3nOYMBIUNEHHHKH  OCYLIECTBIAIOT CBOH  NHCTBHSA, HCMONB3YA
yA3BUMOCTH B cHcTeMe (u3nyeckoii Ge3onacHOCTH OpraHU3aUuiH.
Uccnenosanne, npoeegennoe Department of Health and Human
Services Breach Portal CIIIA, nokasano, urto Haubonee
PAcpOCTPAHEHHLIMH HHUHASHTAMM, CBA3AHHBIME ¢ 0e30MacHOCTBIO B
opraHusauuax B 2015 roay, GbuUTH MONBITKE HapyLeHHS (HIUHECKOH =
GezonacHocTH (piHc. 4.15).

= Hapvineune
dH3MYCCKOTO KOHTPOAA

NMHIYHECROS XHIUCH e

""" - XarkuHr/ Hapyuenne
v
- ,-"lp)'l‘lte

Puc.4.15. Inarpamma HapymeHuii B COOTBETCTBHH C
uccnegosanusmu HIPAA (Health Insurance Portability and
Accountability Act)

B ornHuMe 0T Zpyrux HapyiweHuil GesomacHocTd, (U3H4ECKHE
HApylleHHs 6€30macHOCTH MoryT ObiTb  OCymecTBAeHBl  6e3
TEXHHYECKHX 3HaHWH B oueHr pegkux chydasx. Ecn  Mepel
TpaadUMOHHON  O€30MacHOCTH, HanpuMep, MEXCETEBOH  SKpaH
(FireWall), IDS (Instrusion Detection System) # Apyrue Cpeacrtsa
sauThl He ofecneueHs! dH3uveckoll Ge3zonacHOCTHIO, Mpobiembl
fezonacHOCTH BO3pacTyT ewe Gombuwe. Hanpumep, MexceTeBolt SKpaH
ofecfle4HBaeT 3aLIUTY B Pa3NHYHbX YpoBHAX Mogemu OSI. OnHako 310
HE MOXET NOBMHATE HA (Qu3Hteckylo 6Ge30MacHOCTb OPraHH3alMH
(puc.4.16).

dusznyeckas 6e30MacHOCTh 0fECTeHBACT 3AUIHTY HA (U3HUECKOM
yposxe moneny OSI. Ouznueckuii yposeHs BRIFOHACT:
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BCe KabEeNBHBIE K CETEBBIE CHCTEMBI;
(usnueckuit KOHTPONSL CHCTEM H kabenei;
anekTpocHabxeHHe cucTemM 1 Kabeneit;
cpeja MOAAEPKKH CHCTEMBL.

- I 7 [IpHxnanHoH '
YPOBSHE

& YpoBeiE TpanHuHoHHsOE
| UpefcTanRenys | MexceTkeoi Jkpan

l 5 Ceancoantlt yporeHs |

3 CeTenoii yposett |

1
1
t
)
]
| 4 TpaxcnopTHuit y poseHE I !
1
1
1
1
1
1
1
1
1

2 KananuHei ypoBeHs l

| Duzimeckuit ypooenn

Puc.4.16. Hcionb30BaHHE MEKCETeBhIX IKPAHOB HA CETEBLIX
yPOBRSAX

Paxmopei, erusiowue na Gusuveckyio besonacrnocms. Daxtops,
BAMXIOM{HE Ha HapylleHHs dusugeckoil Ge30MacHOCTH, MOXHO
pasfenuTs Ha ABe Pymnbl: ecmecmsennsle/Veposvl UHMOPMAYUOHHO
cpedei U YTPO3bl CO CIMOPONbL HEROBEKA (uckyccmseiHbte).

EcTecTBeHHEIE YTPO3HL.

Hasoouenue OOLIYMHO BOZHMKAET H3-3a MPONHBHBIX J0XkAeH U
TasHUeM Jbma. HaBoaHEHHME MOXET NOBPEAUTH 3JEKTpocHabxkeHHe
OpraHH3alNK H CEPBEPHBIC MNOMEILCHHUA. OOBIMHO H3-3a TOro, 4TO
cepBepHble KOMHATH! B OPTraHM3auusx paclOAaraloTcs B NOABaJE
3paKMid, 3aTON/ICHHE MOXET HaHecTH elie Honbluuil yumept.

Tosicapyt OOBIYHO BO3HHKAIOT H3-33 KOPOTKOrO 3aMblKaHWA H
CTapblX CTPOMTENBHBIX MaTepuanoe. PesynbTar noxapa moxer
MPHBECTH K MONHOMY HJIM YACTHHHOMY MOBPEKAESHHIO KOMNBIOTEPHBIX
aymuTopuli W pabo4HX 34aHHH OpraHM3alUMM, a TaKKe YCTpOWHCTB,
kabenei ¥ ApYTHX BAKHBIX COCTABNAOILMNX.

3emnempRcenue BO3BHHMKACT BHE3ANMHO B pE3YAbTaTe CHALHOM
3HEpruM, KOTOpas co3jaeT cecMHYecKne konebaHus B 3eMHoil kope.
310 MOXET NOBAUATh HA (H3HYECKYIO HHPACTPYKTYpY OPraHn3aliuy 1
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HAHECTH CEphe3HBI YINepd KOMMBIOTEpaM H ApYTHM YCTPOHCTBAM, H
NOKYMEHTAM, XPaHALHMCS B 3ALMUICHHOH cpeie BRYTPH OpraHu3altH.
Monnus u 2posa BO3HHWKAOT 8 pe3ynbrate H3IMEHCHHH B
OKPYXKAIOLIEH Cpefie, YTO NPHBOAMT K MpeKpatieHHIO BCEX BHELNHHX
AeiicTeuii. B pesynbrate MONHHM H FPO3bl H3MEHACTCA MEKTpHYECKas
MOWUIHOCTb, YTO BIHAET HA MPOHU3BOAMTENBHOCTE H HA YaCTH MaMATH
YCTPO#CTE B oprann3auvu. Kpome Toro, MONHHSA H TPOM MOTYT BEI3BATh
KOpPOTKQE 3aMEfKaHHE B kabemnax u HAPYTHX CHCTEMAXN MOAKNOUYECHHS.

Hnn HopmansHOM paboTsl BEMUCTHTENBHBIX YCTpOiicTB, Tpebyercs,
4TOObI OHH HAXOOWNHCH B ONpeldeNcHHON memnepamypuoil cpefe.
KomMnbioTepHble CpeiCTBa He npefHazHaueHs! A paboThl NPH BRICOKHMX
Temnepatypax. XOTH KOMNBIOTEPHBIE CHCTEMBI HMEIOT CHCTEMY
OXMMKACHYA, BbICOXHE BHEIUHHE TEMMEparypbl MOTYT OTPHUATCABHO
CXa3aTbCAd Ha HX MPOH3BOOUTENbHOCTH. 3ACKTPHUECKOE B JICKTPOHHOS
oﬁopynoaaﬂne B OpraHuazaummu NOABEDKEHO BJIHAHHIO H3MeHeHNil
gnaxcnocmu. BeICOKAS BIDKHOCTL MOAET BhitBATH Kopp03m0, KOpPOTKOE
3aMBIKAHHE HIH CEpPbe3HO MOBMHATL HA MATHUTHEIE H ONTHYECKHE
HaKOIMKHTENH.

Hexycemeennole yepossi. BONBIIHHCTBO HEMATHBHBIX MOCAENCTBHH
Ans HUIHHECKHX KOMMOHEHTOB W CETH TNPOHCXONHT B Ppe3ynbTaTe
HeMpeAHAMEPEHHONH HAM MpeaHAMEPEeHHON OIUMOKH, COBEPLUCHHOH
amoaemH.  CymecTsyor ciefywluue  yrposbl, OCYLIECTBIASMBIC
YeNOBEKOM B CHCTEMe ¢H3KHueckol 6e30nacHOCTH:

Banoanuzm. QBHeHHBIE COTPYAHMKM WIH OLIBIUHE COTPYAHHKH
MOryT MOMBITATECA AMCKPEAUTHPOBATb CHCTEMY, HapYILHE HWAH
MOBPEAHB KOMITOHEHTH! CHCTEMBI.

Tomepa ycmpoiicmsa. HecaHKUHOHHPOBAHHOE HCIOAL3OBAHHE
MOXET MPHBECTH K NOTEPe BAKHON HHPOpMaUKH HIH YCTPOHCTBA. Ecnu
3ALUMTHI YCTPOHCTBA HELOCTATOUHO, STO MOXKET MPHBECTH K €r0 Kpaxe.

Hapywenue pabomu gusuveckux ycmpoticms. HencnpasroCTH
YCTpOMCTBA, TakW€ KkaK HENpaBHALHOE XpaHeHWe YCTPOHCTB KM
JaHHBLIX, OTKa3 OT 3aMEHbLl NMOBpPEeXACHHBIX YCTPOHCTB H YA3BHMBIE
kabenu, MOryT Bbi3BaTh CEPhLE3HBIE MOBPEXACHUA bu3HIeCKHX
YCTPOHCTB.

Bopoecmeo. VS3BUMOCTH B cucTeMe O€30MAaCHOCTH MOCYT
NPHBECTH K Kpaxke 000pyROBaHHA.

Teppopusm. TeppopucTHYeckue aKThl PAIOM ¢ OpraHMsaUMed Win
BHYTPH Hee, TAKUE KaK, B3pbIBBI B MAlLHHE, B3PLIBLI IHUHOH GoMOBL HITH
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B3phiBa HoMOL ¢ [OMCTAHLHOHHBIM YNpPaBAeHWEM, MOTYT HAHECTH
pazHoo6pasuelif yiept duzuyeckoi 6€301aCHOCTH OpraHU3auHK.

Coyuanoran UHNCEHEPUA. Couuanshas HHXEHEpHA
DACCMATPHBAETCHA, KaK [OMBITKA UENOBEKA MNONYYHTE AWYHYIO
uudopmManHio HesakoHHEIM nyTeM. Hapyumrens moayusaer moxon or
COTPYAHHKOB OPraHu3aliid C [OMOIUBI0 COUHANBHON HHXKEHEpUH,
~ NYTeM HEeCAaHKLHOHMPOBaHHOTO (PHIHYECKOrO HABMONEHHS. -

Hecanxyuonuposannotif  xonmpoab  cucmem. [Jelcteue ofeux
Nons30BaTenei, KaKk BHYTPEHHHX, TAK K BHELUHHX NPUBOAWT K yTe4Ke
HHpopMauuy o6  OpraHM3aMH  HMY  HECAHKLHOHHPOBAHHOMY
YNPABACHHIO CHCTEMOIA.

Koumpons uzuueckoii  bezonaciocmu.  Bes  Haanexauiero
KOHTpoOnsAs  BesomacHOCTH  cnoxHo  obecneunts  duznyeckyro
fesomacHocTb. B 3aBHCHMOCTH OT TOFO, B Kakoél CTelmeHH
OCYINECTBRAETCA KOHTPOAL Gu3Hueckoil 0e30macHOCTH, ero MOXHO
KnaccUULUHPOBATE CEAYIOIHUM obpasomM:

- QOMUHUCMDAMUGHLIE KOMMPOA> ODBEAMHACT uYeloBeYecKHil
daktop B  ynpasneHun  GesomacHocThio. Ilpu  nocrpoenuu
ANMHUHHCTPATHBHOTO KOHTPONA CeflyeT YUHTEIBATE BCEX COTPYIHHKOB
Ha pasHbIX AC/KHOCTAX. AJAMUHUCTDaTHBHEIH KOHTDOJIb OCHOBaH Ha
pecypcax, KOTOPBIMH MOXET YRPABIATe KaXAbIH MNONAB30BaTENb,
BKAIOYAS OTNPaHHYeHHMs YNpaBieHHs, NPOLEAYPEl MPHIOKEHHUA,
npoueaypbl peanH3auuH y4eTHO} 3anHCH H COOTBETCTBYIOUHHE YPOBEeHB
saUThl MHGOPMAUHOHHOM CHCTeMbl. OH B OCHOBHOM peanusyer
OPHUEHTHPOBAHHDIE HA MHYHOCTH METOABI AJIA YIIPABICHNA YENOBEKOM;

- Q‘;usuqecxuﬁ KOMMPORb 3aHHMAETCA NpeROTEPatlicHHEM
foBpeXAEHHA (QUINIECKHX CHCTEM B OPrasHM3allisAX M OXBaThBaeT
3alMTY YCTPOWCTB, 3AaHHMH uaM nioGoll cekperHoli cpemel ot
HeCaHKHOHMPOBAHROrO KOHTPONS. MU3HUECKHH KOHTPONB CAYXHT A
3alMTHl YCTPOHCTBA OT TAKMX Yrpo3, KaK NOTEPA HIH KpaXa, cnyyaiiHoe
MIOBpEXIACHHE WK PaspyLUEHHE, M0XKAP WIH CTUXHHAHBIE GeacTBUS;

- MeXHUYECKuid KOHMPOMb, KaK H JNOTHYECKHH KOHTpOIS,
HCTONB3YET TEXHONOMHH JUIA KOHTPOJIS AOCTYNA (PH3HYECKUX AKTHBOB
MIH 3AaHHH B OpPraHM3IaUMH, OOBIYHO N KOHTPONA JOCTYNa B
OTpaHHHEHHOH 30HE OH HCHONE3YET KOMMOBIOTEPHBIE YCTPOHCTERA,
NporpaMMBl, CNEPalHH H MPHAOXKEHH;

- Kowmpone ¢usuneckoli  besonacwocmu, pacnoasoxcerue u
apxumexmypa. Ilpexae 4eM NOKYMaTh WK apeRIOBaTh MOMEILCHHEe s
OPraHH3aUHK ClEOYeT: YYHUTBIBATL PACMOJIOKEHHE 3JaHHA, COCeIHHE

124



3IAAHHA; HCTOYHMKH DJIEKTPHYECTBA MW  BOABI, KAHATH3AUKOHHYHO
cHcTeMy; OMM3OCTL K ManeIM M KpPYNHBIM JIOpOraM, TPaHCMOPTHLIE
MpoGaeMsl; MECTOHAXOKACHHE MAlUKMHBI CKOPOH MOMoLM, GMM30CTh K
GonbHuue, a3poNoOpTY; YpOBEHE MNPECTYOHOCTH B paiioHe WM
pasau4Hble HHUNACHTH GE30MacHOCTH — OHM OOIDKHB! YYMTHIBATh BCe
thakTopel, KOTOpPble MOrYT NOBAHATL HA ZAOCTYMHOCTB # APYIYHO
¢u3nueckylo Gezonacuocts. Buifpannas TeppHTOpHR pekOMeHAyeTcs™
ObiTh ¢BOOOHHON OT CTHxXMitHBIX OencTBHH, TAKHX KaK HABOAHEHHS,
TOPHAAO, 3EMIETPACEHHSA, YParaHbt, NOKaphL.

Hmes nocratounyio undopmausio 0 pacnoNoXeHHH 3MaHHH,
OpraHu3auMs JO/KHA NOArOTOBUTH CIHCOK BCEX aKTHBOB B 3AaHHH BO
BpeMA NPOCKTHPOBAHHA H MNNAHMPOBaH®A BHYTPEHHEH CTPYKTYpPbHI M
APXUTEKTYPBI.

[Ipy  npoexkTHpoBaHHM  UHPPacTPYKTYpH! M APXHTEKTYph
OpraHu3alHy cneayer obpaiaTe BHIEMAHKUE HA CAEHYIOLIHE ACNeKThE

- Ha KOMHYECTBO BXOAHBIX Agepeil B 3faHHe, MapaiAHbli BXO,
necTHULbL, NPT, MAPKOBOYHBIE MECTA, HPOXOAE! H NPUEMHBIE;

- Ha To, 4TO 6610 MpoRefcHO cofecenosanye ¢ BIAAENLLAMH H
YIpaBIAOIAME 30aHHH, 4ToOBI ysHate Gonbille O BHYTpeHHEH H
BHEUIHEH aPXHTEKTYPE COCEAHMX 30aHUi K MPHAEralOUIHX TEPPHTOPHIL;

- Ha Yrpo3bl, KOTOpble MOLYT HaHecTH ymepG B pesyibrare
KaracTpobHueckux c6oes U NOABNEHHSA AKTHBOB U3BHE,

- Ha M3YYEHHOCTh BNWAHHA HA BALUW NMYHbIE JAHHBIE W BAXKHBIE
aKTHBBl MNPH HCNOMBL30BAHWM 3M3HHUA B [apPTHEPCTBE ¢ JPYTHMH
OpraHU3aluAMH;

- HAa ONpefeNeHWE KPHTHUHMECKH BaxHOR MHPPACTPYKTYpHI,
HeoOxomumol 1A obecneyernn ¢usnueckoil 6e30NacCHOCTH, XPaHEHHUA
koHHACHUHANbHOH uHbOpMauuKd U koHTpondA, 3a dSdipeKTHBHOM
OpraHM3allieH AEATENbHOCTH OpraHU3aiHH.

Koumponv  gusuveckoli  Gesonacnocmu: NpoMuUSGRONCAPHBIE
cucmemsi. [IpoTHBONONKApPHBIE CHCTEMBl OOBEAMHAIOT AKMUGHYIO H
HACCUGHYIG NPOMUSOROICAPHYIO ayumy, KoTopaAa ABJAETCH BaAXHBIM
dakTopom B obecneucHnu Puznyeckol 6e30MacHOCTH, ONPEALIAIOMIUM
BO3HHKHOBEHME noxapa ABTOMATH3UPOBAHHEIM HITH
HEaBTOMATH3NPOBAHHBEIM criocofoM (puc. 4.17).
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Puc.4.17. ObopyAoBaHHA NPOTHBOMOXK2PHOK 32 IHTHI

CpeactBa  axmuenoli  3awumbi  om  noxcapa  ODBIYHO
YCTAHABNKBAKOTCH 8 KOMMEPYECKMX, TPOMBIIUICHHBIX H KYMEUKHX
MAHAAX JUIA (peAynpeXAeHHs O Noxape B opraHHzauud. OcHOBHas
Hens STOFO METOAA 3ALIHTE! — MPENOTBPATHTE PAcNpOoCTPaHEHHE OrHS
Ha ApYrue 4acTH 3fanud, H TpebyeTcs BHIMOMHEeHHE ONpeaeNeHHEIX Mep
ABTOMATH3HPOBAHHBIM MK HEABTOMATH3HPOBAHHBIM CHOCOGOM.

CucreMa akTHBHOH 3alHTHI OT MOXKAapa BKJAIOYAET B ce0d CHCTEMB]
pacnbUleHHs.  BOAbL,  ABIMA/MOXADHOH  CHTHANW3AUMH, CHCTEMEI
IOKAPOTYLICHHS H pasIHYHBIE CHCTEMBl pACNBUICHHA JKHAKOCTH
(copes).

CHcTeMbl aKTHBHOTO NOXAPOTYIEHHS BKKOYAIOT B cedi:

- cHMcTeMa obHapyxcenus nozcapa BKmo4aer B cebd damvuxu
ObiMa, Oamyuuxu nagMeRu H mennoavie 0amuuxu, KOTOPHE NOMOraioT
oGHapyXHBaTh NOXKap A0 PacnpoOCTPaHEHHA OTHA.

- cucmembi NPeOOMEPAEHUL NONCAPA IPENOTEPALLAIOT [TOXAPSI
HA padHMX cTafusx O0e3 BMEINATENBCTBA UYENOBEKA, YMEHbLLIAIOT
MOBPEXACHHA H 3aUHIAOT ofopyaosanue oT paspymeHHs. CHCTEMBI
NpellOTBpallieHks NOXapa [eNATCA Ha  ABTOMaTM3HPOBaHHbIE U
HeasTOMaTH3upoBaHHele. [IpuMepaMH  TakMX CHCTEM  ABJIIOTCA
OZHEMYWUMENR Y U CUCTEMBL PACNBIAEHUS 800bI.

IIpomuseonoixcapuuie naccuenbie CUCIEMbE augumol
pacCMaTPHBAIOTCA KaK 3AUMTHBIE MEPsl MPOTHBONOXKAPHBIX ABEpEi,
OKOH M CTEH, MPEeJOTBPALIAOIIHE pacHpOCTpaHeHHe OrHsf MO BCeMy
3MaHKIO, He TpebylollHe BBOAA B IKCIAYaTalMI) KakoH-nuGO Apyroi
CHUCTEMEL.

Ha npakTHKe 3TH CHCTEMBI PEANTHIYIOTCA CHEAYIOMMMHU COOCOGaMH:

- MUHHMANBHOE HCI0/b30BaHHE JErKOBOCIAMEH AFOLEHXCA
MaTepHaJOB;
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- CTPOWTENBCTBO JIONORHHTENLHBIX 3TaXKeH MMM moMeweHud ans
NpeAOTBPAlIEHUSA PACTIPOCTPAHEHHS OTHA B 3MaHHH;

- O3HaKOMJICHHE MnoAb3oBaTENeH 3faHMi ¢ paboTamy, KOTOpBIE
HeOBXOAHMO BBIMONIHATE B CyYae NoXxapa;

- HAIMEXALas NOANEPKKE CHCTEM NMOXKAPOTYLUCHHS,

- obecneyeHHe HaMH4uA JAOCTATOMHOTO KOJIHUECTBA 3aMACHBIX
BBIXOZOB.  ~ -

Koumpone ¢usuueckoi  Gesonachocmu:  Qusuneckue bapvepul.
Obecneyenne ¢usHueckol Ge3onacHOCTH 00BMHO NpedOTBpalaeT
HECAHKUMOHHPOBAHHOE  HCITONB30BAHWE B OPTaHW3AUHMH  OYyTeM
otneneHus ¢$usMyeckoik rpaHHusl oT obwel 30HBL A0 30HBL
OrpaHU4YEHHOro JOCTYNAa C TMOMOINBI0 PasNMMHBIX  (H3HYECKHX
6apbepoB. bapbepbl MOXHO pasgennTs Ha 6Heuiwiie, cpeoHue H
eHympeHHue, B 3aBHCHMOCTH OT paciionoxenus. K sHewHum Gaprepam
00BIYHO OTHOCATCA xawaeot, cmensl W T.J. Cpeduue 6apsepbl OOBIYHO
HCNONB3YOTCA AN NPEeAOTBPAUIEHNA HECAHKLIMOHHPOBAHHOI'O BXOAA
TONMNLE M NioaAcH. BHyTpennue Oapbepst BKMNIOUAIOT JABEpH, OKHA,
PELIETKH, OKHA, WITOPLI ¥ MHOroe apyroe (puc. 4.18).

a) DaeKTprIECcKHe B) TymGet
Sapbepsl Mevamnngeckue Typuuxer
6aprnepbl
Puc.4.18. Ilpumeps! 6apLepos

B noMmemieHHM HCHOONB3YIOTCA CHEAYIOLWIHE THObI HUIHYECKHX
6apLepos:

- cmenvt/ apexmpuveckue cmenvl Memannuveckue 6Gapbepul
O0BIYHO HCITONIB3YIOTCA AMA 0003HAYSHHA 30H OrPpaHHYEHHOrO AOCTYNA,
KOHTPONHPYEMbIX 30H H 3ALIMTEl OT HECAHKUHOHHPOBAKHONO AOCTYNa.
OcHOBHaA LEAk peanu3aunH GUHYEeCKHX nperpai:

- 3a0NOKMPOBATE H 3a]1epXaTh 3M0YMbILINCHHHKA;
onpeaeneHne rpaHull OpraHu3aluH;

- 3ayuTa 6e3onacHoi 30HBI OT BHEIIHMX aTaK;
- 3allHTa BbE3/la TPAHCTIOPTHLIX CPENICTB;
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- 33l[ATA OT JHBEPCHOHHBIX ATaK.

- mymba umeem HeGONBUIYI0 BEPTHKANLHYIO GOpMY M 3aLUMWGACT
BBE3A aBTOMOOHNeH;

- mypHuxems! TO3BOJSIOT OAHOMY HE€NOBEKY BOHTH BHYTPb
NOMEHEHHA MAH BHITH M3 Hero, MOCPEACTBOM TNPEABABNEHHS HM
noaxonsweit MOHETH!, GH/eTa, OTIEeYaTKa NANbUA HITH KETOHA;

- - paanuqubze 586‘}?“,— OKHa, pewemxu, OKOHHbIe wmopbx TaloKe
HCTIOAB3YIOTCS NPH OPraHH3auHH PU3AYECKOH JaIHTLL.

Konmpono dususecxoli bezonacnocmu. compydnux besonacrocmu
(oxpaHa) BHIMONHSET QYHKUMH OPraHM3aUMH, MOHMTOPHHTA U
nopAepxKka ¢usuueckoli §e30NacCHOCTH OPraHM3aUMH, H OTBEYaeT 3a
YCTAHOBKY, OLEHKY M pa3paloTKy cucTeMbl $€30MacHOCTH ANs 3aIUThI
OT  [OTEPH, KPaXH H HEMpaBOMEPHOTQ HCITONMb3OBAHMA
konduaenquanbHoli HHQOpMaUHK. BbicoxokBaTHGHUKPOBaHHBIH U
ONBITHBEIE COTPYAHHK MIpaeT BaKHYI ponb B Oe3omacHocTH nwoboil
OpraHM3alKH. 3anuTa, ocymecTensemMas paboTHHKaAMH B OPraHN3aLtH,
ZOJKHA  OCYIIECTBIATECA B MOpAgke 24x7x365. K  nuuam,
yuacTBYIOIHM B 0becneycHHu tusHyeckoil 6e30NACHOCTH, OTHOCATCA:

Oxpannuxu OBBIMHO HECYT OTBETCTBEHHOCTH 33 KOHTPONb 32
BhEDKAIOUIUMH H T[EPCOHANOM Yepe3 FNaBHbie BXOAHBIE OBepH M
BOpOTA, B 4YacTHOCTH, OHH o0A3aHbI CNeAMTh 33 TeM, YTOOBI
OCTOPOHHHE HE MNPOHHKAIKH Ha TEPPHUTOPHIO OPraHu3audH U He
MPHHOCHAM 3ampelleHHbIC NPeAMETEL. Cutyaliis Ha BCEX BXOAHBIX
BOPOTAX B OPraHM3aUMH KOHTPONHPYETCH OXPAaHHHKAMH € MOMOLIBIO
xamep CCTV (Closed-circuit television) 1 ¢gukcupyeTca U xpanutcs B
onpeneneHHOS BpeMs.

HauanpHux oxpanet 6 opzanusayuu. HavanekHUK oxpaHbl B
opraHM3aliiy OTBEHAET 33 HabnoACHHE NeliCTBHAME  OXPAHHUKOB,
[IOMOIL[b OXPaHHHKAM NPH HEOOXOAUMOCTH, DA3rOH TOJBY, yrpaBieHUe
3aMKaMH B 312HHH, CHCTEMAMH OCBELICHHA.

CompyOnuk Gezonackocmu AOIKEH YCTAHOBWUTH, YOPABNATE M
rapaHTHpOBaTh, 4TO CBA3aHHOE C GezonacHocThlo OGOpYAOBaHHE B
opraHnzauuu paboTaet J0MKHBIM 0BpazoM.

Pyxosodumens cayxcbu ungpopmayuonnoii bezonacnocmu (Chief
Information Securify Officer). 3a nocnegHue rofa, pyKOBOIUTENH
cayx6e MHpOpMaLHOHHOH 6€30MacHOCTH HEC OTBETCTBEHHOCTH 3a
KOHTpoNbL BCEX  [POUECCOB, CBASAHHBIX ¢ 0e30NacHOCTLI0 B
OpraH{3alKH, TaKkKe 33 CeTb M CHCTeM OezonacHocTH. B HacTosuiee
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BpemMsa TpebyeTc, YTobE 3TH MoK OONANANH TEXHHIECKHMH FHAHUSIMHU
H HaBLIKaMH.

Kouwmpone docmyna: memodw  aymenmugpuxayuu. 3agada
ayTeHTH(HKALUK UL BHYTPH OPraHU3aLUK TAKKE MOXKET BHITONHATHCH
TYPHHKETAMM, BBICTYNAIOIHMH B Ka4ECTBE NPOMEKYTOUHLIX Gapeepos,
HJIH OXPaHHHKAMH.

Koumpone gusuneckoii  besonacrocmu. -pusuveckue 3Iamxu
HCTIOAR3YHOTCA A7 OTPAHNYEHHUA HECAHKUHOHNPOBAHHOTO (H3HYECKOTO
Aoctyna. Kaxaas opranuzauns aomxHa BeIGMPATe KX HA OCHOBE CBOUX
TpeboBauuii  Gesonacioctd. Ha npakTHke WHpOKO HCHOABIYIOTCA
CNeaYIOWHE THNbL PHIHYECKUX 3aMKOB:

Mexanuueckue 3amiu: 3TO caMbiii NpocTol cHOCOB OrpaHU4HTH
du3nveckuit AOCTYN B OPraHU3alMH, OHK MOCYT OLITH C K/IKOYOM WIH
6e3 ktova. [lpuMeps! MeXaHWYECKHX 3aMKOB NPHBEAEHEL Ha puC. 4.19.

—————

Puc.4.19. MexanuuecKHe 3aMKH

Lugpposbie 3amku: 9TOOH OTKPHITL ABEPU ¢ HHGPOBLIM 3aMKOM HE
Tpefyerca Huduero (K04} HOCHTE ¢ coboif, JIerko HCOONB3OBATh
OTREYATOK Nansua, cMapT-kapty une [TMH-kox.

Onexmpunecxue/ snexmpomazHumubie 3amxu: 3NEKTPHYECKAs HIH
NEKTPOHHAA  CHCTEMA  3anUpaHUMsA OCHOBAHA HA  CHIDKEHHM
JNEKTPOIHEPTHH, B PE3YNbTATE YErd ABEPH OTKpbIBaeTcA. OOBINHO OHH
aKTHBHPYIOTCH H JEaKTHBHPYIOTCA MAarHHTHbIM HJIH
anexTpoABHraTeneM. Jlng oTKpLITHA 3THX 3aMKOB K04 He TpeSyeTcs.

Kombunayuonnvie 3samwu TpebyioT BBOzA CEeKpeTHOro koaa,
COCTOALIEro U3 KOMOMHALMHY LUpP H CHMBONOB.

Konmpony  usuvecxoii  Gesonacriocmu:  ycmpoiicmeo  OaR
obrapydicenus CAPAMARKO20  Opyscwy ycmpoiicme xoHmpabanosL.
Opranusatuu o0OBLIMHO obuapyxupalor  ofopyAoBaHHe HIH
MHCTPYMEHTBI, Pa3IUMHOE OpYXHe uAM KOHTpaGaHAHbIE YCTDPOHCTBa,
GoMOB! MMM OTHECTPERbHOE OpyXkHe, NPUHECEHHBIE OTAENGHEIMH
JHLAMH € MIOMOLLBIY CHelHanbHbLIX ckaHepoB. B kauecTBe mpuMepa K
TAKHM CKAHEpPAM MOMHO MpPHBECTH METAJUIOJETEKTOPE!, CHUCTEMEL
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oBHapyxenus X-ray H CHCTEMB! 0OHapyeHRA MeTalia N0 NepHMETpY
(puc. 4.20).

Puc.4.20. X-Ray METaNN0AETEKTOPLI

Koumpone pusuveckoii Besonacvocmu: Rogyuxa — CPeRcTBO
konTpons  (uznyeckoii  Ge30MacHOCTH, KOTOpOEe  3aXBaThbIBAET
HapYWMTENA TPaHULBl M OOBIMHO OTAENSET ONACHYIO 30HY OT
GezonacHoli 3oHLL. JloByllka npeactapiser coboli ueSonburyio 3oHy,
OCHOBAHHYIO Ha ABYXIBEPHOH MEXaHWHECKOH CHCTEMe 3amMpaHus, NpH
KOTOpOl TiepBast JBEPL 3aKPIBAETCS JIO OTKPHITHA BTOPOH ABepw.
HpenTnduKanus MOXeT ObiTh APOH3BEACHA ¢ NOMOWBIO CMAPT-KapTE,

[TUH-koaa 1an GHOMETPHYECKHX METOMOB (puc. 4.21).

Puc.4. 2‘ . JloBymxka

Kowmpone gusuveckoil Gesonacrocmu: apawixu besonacHocmu u
npedynpexcoarouite CUZHanbl. JApnutkH  yAoOHEI ang orpaHHuYEHHA
paspeuieHuif NpH HCMOMB30BAHHH HHGOPMALMK C pasHBIM YPOBHEM
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GesonacHoctd. J{nA 3TOro NaHHBIM B OPTaHM3ALHH NPHCBAHBAIOTCA
apasikH 6e3onacHocTy. JlocTyNKEbI CNERYIOLIHE APbIKK BE30MacCHOCTH:

- OoTkpbIThIe gasHble (unclassified);

- JaHHBIE C OrPAHHUYCHHEIM JOCTYNOM (resiricted);

- KoHpHAeHUManbHble faHHble (confidential);

- cexpetHble AaHHbIE (secret);

- COBEpLIEHHO CEKPeTHLIE JaHHBIE (top secret).

l'lepeu. HCMONB30OBAHHEM an:iopmauuu, B 3aBHCHMOCTH OT €&
APABIKA, ONpelcAAeTeA, CYIUECTBYET JIH pa3pellleHHe WAH HeT, H €ClH
paspelleHo, TO MOKHO HCMOAL2ORATSE €e.

[penynpexgarouwpe cUrHaibl  O0LIYHO  HCMONBL3YIOTCA  AUIA
OrpaHH4YEHHA HECAHKIHOHUPOBAHHLIX AeiicTBUil HonbWIOro KONHYECTBA
COTPYAHHKOB B opraHm3anuu. K npumepaM apesynpexiatolux
CHTHAOB MOXHO NIPUBECTH Takue clopoco4eTanHA kak «3AITPETHASA
30HA» (RESTRICTED AREA), «BHUMAHUE» (WARNING) u
«Ol'lACHO» (DANGER) (pac 4.22).

' HIGH
L VOLTAGE

Puc. 4.22. Hpenynpemammue IHAKH

Konmpone duzuvecxoit besonacnocmu; cpedcmeaa
guogeonabnrodenuss  ABAAIOTCH BLKHBIM KOMIIOHEHTOM ODecrneMeHHA
¢uzuyeckor  De30MacHOCTH AKTHBOB OpraHW3aiuu. YCTpoHcTBA
puneoHabmoAeHus 0oOBIMHO YCTAHARMMBAIOTCA Y BXOAHBIX INBEpeH,
XONNOB U PabOuMX 30H OpPraHM3al(MK, YTO MOMOTAET KOHTPOJHPOBATH
BXOAHbIE H  BbIXOOHbIEe  gBHxeHHA. CoBpeMeHHBIE  CPEACTBA
BuNe0HA0MONCHHS NMO3BOMOT HE TONbKO (PUKCHPOBATH ABHXKEHHA, HO
M obHapykuBaTh  HeXefaTenbHuble  aAsikenns.  Hanpewmep,
00HApYKHBATH CHTYAUHIC BBO34 KJIM BBIBO3a 3aNpeieHHOr0 ycTpOitCcTBa
MM OTNPaBNATE OPECAYNpexRaoWUil curHan npu  OOHAPYXKEHHH
KOHQIMKTHOH cuTyanid. B Hacrosulee BpeMs HCIONB3YIOTCH B
KauecTBE  CPEACTB  BMACOHAOMONEHHA  CHACAYHOLIHE  KAMEPEI
(puc. 4.23).
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a) Dome CCTV 6) Bullet CCTV ") C-mount r) Day/ night
CCTV CCTV

Puc.4.23. Kamepnbl HaGnioaeHus

Koumpone guanueckoii Ge30ndcHocmu: RORUMuKY u Rpoyedypbl
dusuvecxoil 6esonacnocmu. Kaxxaas opranuzains 10/kHa pealu3oBaTs
IONMTHKY M Mpoueaypsl ¢pusuueckoit HezonacHocTH, HeoGXOAUMEIE 71a
obecneuenns 3pdexTupHOH Quinveckoii GesonmacHocTh. [MonuThxm
¢uznueckoli  Ge30MacHOCTH ANA  PalHbiX  OpraHW3aUMil  MOryT
pa3AH4YaThCA. B 4acTHOCTH, NOAHTHKA (uUINYecKkod ©Oe30nacHOCTH
opraHM3allH{ BKITIOWAET B ceba cnenyouee:

— npasa ¥ 06A3aHHOCTH COTPYAHHKOB;

— KOHTPONE YNPaBICHUA AOCTYNOM,

— perdcrpauus H 8y AMT.

Ipoueaypsl pu3HUECKOH G€30MACHOCTH BIUTIOHAIOT:

- ynpaBACHHE cHCcTeMOH 3anHpaHuis;

- perucrpauHs HHOUAEHTOB NPpCHUKHOBEHHS,

- yl‘lpaBJleHHB OCETHTENAMH;

YHUUTOKEHHE KOH(HACHUHANLHBIX MATEPUATOB;

- peajin3alya NOMUTHKH wucmozo cmora Aaf HHOpMAaLKK Ha
Gymare ¥ NOJIMTHKY YUCMOZ0 3Kpara ANd obpaboTku uHpOpMalHH.

Cornacuo NOJNTHKE KYUCMO20 CMOoAay, HHGOPMaLUA, BaXHas AN
OpraHM3alKH, He JODKHA OCTaBaTbCH €3 BHUMaHUA COTPYAHHKOB W HE
AOJBDKHA BBIHOCHTBCH C paboyero Mecta. A NONHTHKA Yucmozo IKpand,
HATIpaBJieHa Ha To, 4TOObl He OCTABAATH COTPYAHWKA Ges mpucMoTpa
npiu UCOONb3CBaHKK CBOETO KOMIBIOTEpA.

Jpyeue mepsi Qusuieckou bezonacHocmu: cucmemsl oceeugenu.
CucteMb! OCBELIEHHA WrpaloT BaXHYK ponb B obecnieyeHHH
fe3011aCHOCTH OpraHH3alHoOHHOro 31anKa. Henocrarounoe oceelenue
BOKPYlr  3JaHHA  OpraHM3auyi  HETAaTHBHO  CKalbiBaeTcd  Ha
s pexTuBHOCTH apyrHX Mep OesonacHoctd. Hanpumep, ecnu cucrema
OCBELLEHNA HE COOTBETCTBYET TPeOOBaHUAM Ha BXOAE B OPraHM3allMIO,
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Ha 3BTOCTOSHKAX HNH B APYTHX MECTaxX, TAE YCTAHOBRNEHLI KAMEPBI
BuacoHabmoneHHd, waHcel obHapyXeHHs He3aKOHHBIX HeHcTBHH Ha
ITHUX TEPPHUTOPHAX CHIKAWTCA. CHcTeMa OQCBELCHHA OKDYXaloleH
cpelbl JefMHWTCA Ha CcleAyiollHe B 3aBHCHMOCTH OT COCTOAHHA U
YYBCTBHTENBHOCTH:

- cucmembt ROCMORHHOZ20 OCBEUEHUR — OCBETUTENBHBIE CPEACTEa,
YCTAHOBJICHHBIC BOKDYT 3/JaHHA OpraHH3aldH,

=  CHCMEMUDI OCBEUeHUn 8 pedcume OoCHOAHIR — OCBEeTHTENBbHBIE
ycTpoiicTBa, KkoTopble  paboTaloT B aBTOMATHYECKOM MM
HEeaBTOMATHHECKOM pekume non BO3AcicTBHEM noboro
npeaynpexaarnero Curiana;

- Mobunvrble cucmemul Oceeujeruss — PYUHBIE OCBETHTENbLHBbIE
CpEACTBa, KOTOPEIE MPH HEOOXOAHMOCTH HCTIOJIBL3YITCA AAA OCBEILEHHA
B TEMHOTE;

-  cHCcmeMbl a&apuﬁnozo ocggtige ] — HCOONB3YHTCA  ANA
BPEMEHHOrO OCBEILEHHA OMUCHBIX 3fKaHHi B clyuyae OTKIIOHMEHMI
ANEKTPOIHEPrHnt.

pyzue mepor Quzuveckoi He30NACHOCMU: UCTIONRUKU 3IHEPIUU.
HMcTouHUKM JHEPrHM OKa3biBalOT §ONLlIOE BAMAHME HE TOABLKO Ha
CHCTeMY HH(OPMALMOHHBIX TEXHOJOrHE OpraHH3aALMH, HO H Ha
cHcTeMbl ¢H3nueckoil GezonacHocTH. HenocTaTo4Has MOIMHOCTH HIH
yacTeie c60H 3HEpTHN MOIyT noBpeauts obopyacsanue. JInA CHIXKEHHS
yuwep6a oT nepeBoes B MNOfade IUEKTPOSHEPTHH B OPraHH3ALMIX
HeOOXOAUMO NPUHATE CAEAYIOUIHE Mephl 6e30MacHOCTH:

- OBbITb NOTOBUM K JHEPreTHYECKHM KoebanusM;

- KCMONL3OBaHHE UCTOYHMKOB GecnepeGoiinoro muranus (UPS —
Unintrruptible power supply) B c/Iyuae oTKIIOYEHHA 21EKTPOIREPIHY;

- YCTAHOBKA CHCTEM 3allUThl CPEACTB OT YIPos;

- YCTAHOBKAa CHCTEM 3aLIUTHI OT CTATHYECKOTO 3NEKTPHYUECTBA Ha
paboueM MecTe;

- MpaBMJIbHOE  HCNOJbL30BaHUE cpeacts, paboTarollpX  HA
MIEKTPOSHEPIHHU.

Besonacnocms  pabouezo  mecma: NpuUeMHAR. [Ipuemnan
OpPraHy3auKN BCErAa SBJUIETCA BAXHLIM MECTOM BO B3aHMOJEHCTBHH
rocta # opraausaund. [IpakTuyecku kaxgerii geHs B NPHEMHOH
opraHM3auMy ObIBAIOT DasHbie OCTH, MapTHEPHl, COTPYIHHUKH H T.A.
{TosroMy HaxXOAAIKECA B NPHEMHON NOMKHBL MONLITATHCA 3alOMHHTD H
3aperucTPUPOBaTh KAKXAOrO H3 HUX.
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Besonacnocmy  pabovezo mecma:  Besonackocme cepaepoe/
YCMpOoTicne pe3epeHo20 KoNUpOSaHUR. Kaxpasi oprannzauus [0/KHA
yaenaTs BHHMaHHe (Qu3HHeckol 6e30MacHOCTH CBOEro CceppBepa H
cpeACTBAM  PE3EPBHOrO  KOMWPOBAHUA. H3-3a  orpaHn4eHHOrO
(pH3HHECKOrO AOCTYNA K 3THM CPEICTBAM OHM MOrYT HCMO/b30BATHCA
TONBKO YNOMHOMOueHHbIMH nuuama. Jlns obecneuenus tu3nveckoit
Ge30MacHOCTM cepBepa H  YCTpOHCTB  pe3epBHOTO  KOMHPOBAHHA
BEIIOAHAETC CleAyomee:

- XpaHeHME CepBepa M YCTPONCTB pe3epBHOIC KOMHPOBAHUA B
OTAENBHOM MOMELLIEHHH. DT1a Mepa QTpaHuUBaeT
HECAHKL{HOHHPOBAHHOE ynpaseHHe ITUMH ycTpoitcTBaMH

HeH3BECTHBIMU JIHI{AMH HIIH EPCOHANOM;
- BHeApeHHE Kamep HaGMIONEHHA M AYTEHTH(MKAUMH Ha OCHOBE

cMapT-KapThl MM GHOMETPHYECKHX NApaMEeTPOB B MOMEIUCHUH HIH
cpeme, rO€ PpAaCIIONOMEHHl CePBEP M YCTPOHCTBA  pe3epBHOrO
KOMMPOBaHHA,;

- YCTAHOBKA CEPBEPOB HA CNEUHANEHEIE OCHOBAHMA AN 3aIUUTHI OT
KpaXH U NOBPEXICHH;

- nomxmodenue cepeepoB k pesepsHoMy UPS ans sammtel of
pa3nMuHbIX H3IMEHEHHH JHEPIHH,

- xpaHeHye YCTPOHCTB B 3aMHPaeMblX HOMEILICHAX;

- obecnedense TOro, YTO COTPYAHHKH HE KOMHPYIOT AaHHBIE ¢
pe3sepBHbIX XPAHKMHUILL { HE BHIHOCST CEPBEPHEIE CPE/CTBa.

BezonacrHocmb pa6ouezo Mecma., BANCHbBIE axmiugs i
nopmamusHole ycmpoiicmsa. OprauuzauuamM Bceraa cneayer ofpawarts
BHMMatHKe Ha Oe30NaCHOCTh CBOETO CEPBEPa M CPEACTB Pe3epBHOFO
KONHPOBAHHSA, 8 TaKKe APYTHX BAXHBIX aKTUBOB, pabouyux cramumii,
MapIIpyTH3aTOpoB M  KOMMYTATOPOB, NPWHTEPOB, MNOPTATHBHBIX
gocuteneil U T.A. [TocKONBKY BCE BXONMIME H WCXONAIMIHE AaHHBIE
[IOCTYNaloT B  OpPraHU3alHIo  'epes HHPOPMAUMOHHYIO  CETh,
opraHM3alUMi TAOKE [ODKHA YACIAT NDHCTaNkHOE BHUMaHUE
PaCMONOKEHHIO CeTEBHIX kabene#l 1 nx 0€30MacCHOCTH.

Bezonacrocms pabovezo Mecma: nopmamueHele cpedcmea. B
pacTosulee BpeMs B KAKINOH OPraHM3alMK HCHONB3YIOTCH pasHEIE
nopratusHble cpeacTsa. [IpHMepaMu fABNSIOTCA HOYTOYKHM, NAGHILETEI,
[pOEKTOpbl M T.O., KOTOPhIE MOXHO JIErKO YKpacTb, MOTEpATH HJH
nospeauts. OfecneyeHne pU3HIECkodl 6€30MacHOCTH ITHX YCTPOUCTS,
TpefyeT ucnonb3oBaHHA PasMYHBIX MEXaHHUECKHX 3AMKOB WIIH Mep No
MX XpaHeHHIO B 6e30MacHbIX HOMEIUEHHAX (pHc. 4.24).
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Puc.4.24. CpeactBo xpenieHus HOYT0yKa K CTONY

Koumpoav  cpedui: cucmemtt omonnenusr, eenmmunayuu
oxaaxcoernun (Heating, ventilating and air-conditioning system, HVAC).
DTH CHCTEMB! HCMONL3YIOTCA AN  YNPaBACHHA Cpenoi BHYTPH
MOMEINEHHS MK 3[aHHS U CHyXaT AJIA CO3NAHHA Cpelbl, HEOOXOANMOH
ans paboTel yCTpoOWHCTB B opradnsauui. Hexkortopeie cucremst HVAC
TAKKE HMEIOT CHCTEMY 3aMOPAKHBAHHA, HA3BIBAEMYIO CHCTEMaMu
HVAC&R (Refrigeration). OHn cnonp3yoTCa He TONBKO AAA CO3AAaHHA
noaxoaduleit paboueii cpeabl A% YCTPORCTB, HO TAIOKE UIA CO3JAHHA
cpeabl, Heobxoaumoll ans paboThl nepcoHana M OpraHH3aUHOHHOH
JEATENEHOCTH.

Koumpono cpedul! 3KPAHUDOGBAHUE 3AEKMPOMAZHUMHNBIX NHOMEX.
ONEKTPOMArHWTHEIE MOMEXH OT  3JNEKTPOHHBIX  YCTPOHCTB B
OopraHu3aldn MOryT MNOBNHATE Ha pafoTy J[pYrHX OKPYXAIOLMX
ycTpOHCTB.  [IpM  3KPaHHPOBAHMH  3MEKTPOMATHHTHBIX  NOMEX
SNEKTPOHHbIE YCTPOHCTBA NOKPBIBAIOT METAJUIOM, B Pe3ysbTarTe 4ero
pe3Ko YMEHBIUACTCA BNHMAHUE pPacOpPOCTPaHAIOWIEHEA NEKTPUIECKOH
BOJHLI Ha npyrue cpenst. Taxke BO3MOXHO OTHENMTs yCTpoOHCTBA OT
JPYTHX YCTPOWACTB, 3aC/IOHHB HX ClenMansHelMH Matephanamu. Korza
OpraHH3aUMK YMEIOT OOMBbLIOE KONMYECTBO INEKTPOHHBIX YCTPOHCTB
(nanpumep, B TENCKOMMYHHKAUMAX HIH 60NbHKLAX), OTPeGHOCTD B HX
9KPAHHPOBAHHH BO3PACTaET.

Pusuneckan Oesonacwocme: pazvacnenue/ obyuenue. Xopolo
00y4eHHBIH H KBanHpHIHpOBaARHBIiH COTPYAHUK MOXET
MHHUMU3HPOBATh PUCKK ANS GHu3KuecKol 6e30macHOCTH OpraHU3atHH.
B uenax obecneyeHHMA  BBICOKOW  (usuveckoili  Ge30nacHOCTH
opraHH3alus AOMKHA OpraHH3oBaTh HH(pOpMALIHOHHO-
pashACHUTENBHYO DalOTY AfA CBOMX cOTpyaHWkoB. IIporpamsl
pasbACHEHHA WK O0Y4EeHHS JOOKHES YUHTHIBATE CAEAYIOWIEE:

- obecneuenre CnoCoBOB YMEHRILIEHHS aTak;

- PHCKH XPaHEHHs CEKPETHOH uHOpMaluy;

- BAXHOCTb COTPYAHHKOB cnyxOb1 H€30NaCHOCTH;
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- OLEHKY BEPOATHOCTH BO3MOXHBIX aTak Ha Bce YCTpOHCTBa ¢
AaHHEIE.

Opranusayui MOTYT HCMOAB30BATE pasnuuHele METOABl AN
OpraHH3AUEH PaFBACHUTENBHBIX/ yuebHBIX KypcoB [0 u3HIeCKOR
6ezonacHocTH:

- aydumopnwme ypoxu —  TIPEHMYINECTBA HHTEPAKTHBHBIX
ayFATOPHEIX YPOKOB, OCHOBAHHBIX HA NEKIHH: -

- BCe HEMOHATHbIE M HEOJHO3HAYHBIC BOMPOCHI BEIABMAOTCA Ha
MecTe;

- NPOBOAATCA TPEHHHTH HepeE3 Bed WK Ha OUHO# OCHOBE;

- MOTYT GbITb Gonee MHTEPAKTHBHBIMK C OMOLIBIO pONEBBIX UIP
HIIM CUMYJISTOPOB,

- sanAMUA 3 KpY2TLLM CMOROM — 3TH KYPCHl 0OBIYHO NPOBOASATCA
exeMEeCIHHO UIH eXEeHeNeNBHO ¥ MPOBOAATCA Al 00y4eHus NepcoHana
opraHuzauuH, koria Tpebyercs pusuyeckas GezonacHoCTh;

- geb-caiim, ungopmupylouuii o besonacrkocmu — CO3AaB Beb-caiiT
¢ HMHpopMauueld o fe30MacHOCTY, COTPYAHUKH y3HaoT Oolnbllle ©
BOINOKEHHBIX HA HUX 3anayax. TeKywwad CHTyauHs obBACHAETCA 8 HeM
Ha OCHOBE pa3THYHbIX uz00pakeHUH, BUACO U NPUMEDOB;

- ypoXu Macmep-kAGCCel — CMEHa Napond HiM €ro yHaneHue Ge3s
SHAHMS IAPONIA BLIMONHAETCA HA YPOKaX MACTEp-KIaccax.

Peanuzainus usHyeckol 6e300aCHOCTH OUEHUBAETCA € MOMOUILIO
cAEeXYIOLHX KPHTEPHEB:

1. VcTaHOBKA COOTBETCTBYIOUIMX METOAOB KOHTPONA NOCTYMOM

151 OpeAOTRPAIIeHHs HECAHKUMOHUPOBAHHOIO ZOCTy A,
2. KoHTpOnh BaXHHIX 30H Ha OCHOBE OpaBHALHOH CHCOTEMBI
OCBEIICHIM

3. YcTaHOBKA K HCOPAaBHOCTH pabOTh! CHCTeMbl O0HApYXEHHS M
(peAYNpeXASHHAS PaHYHEIX YIPO3, 0XAPa, AbIM3, JACKTPUUCCTEA,
BOABL U T 1.

4. [papanbHAan YCTBHOBKA ABEPHBIX 3aMKOB H HX MpaBHIbHAs
paborta.

5. OxpaHa 3[aHHf H TEPPHTOPHH ODPraHH3AUKMM AOCTATOMHBLIM
KOJHYECTBOM OXPaHHUKOB.

6. OrnpaBKa OXPaHHHKOB Ha Y4eGHBIE 3aHATHA.

7. Habop COTpYAHHMKOB CHYXObl 0€30MacHOCTH U3 HAAEKHBIX
areHTCTB.

8. [papunbHas yCTaHOBKA KaMepsl HAGNIOACHAS B OPTaHH3aLHH H
HenpepsisHad pabora.
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9. Haznekawee BoIMONHEHHE NPOUECAYP N0 OOHAPYXECHHIO U
pErHCTPaLHH HHITWACHTOB, CBA3AHHBIX C (u3HYeckoii 6E30MaCHOCTEIO.

10.Hanuyue uedopMauur O KOHTAKTE € NEPCOHANOM B
Ype3BBIYAHHBIX CHTYAIHSX.

KouTpoJbHbIC BONPOCH

1. OcHoBHbIE MOHATHA KOHTPOJIA AOCTYNA.

2. KakoBbl MeToZbl ayTeHTHQMKAUMH TnoONb30BAaTENeH H HX
cnenHpHYECKHE XapaKTEPUCTHRH T

3. Meron ayteHtHduKanuH RO TapoNiiy, €ro NpeHMyINEeCTBa H
HENOCTaTKH.

4. Kak naponu xpaHatcs B 6aze AaHHBIX H METO/bI HX CPABHCHHA.

5. UYTo BE TOHWMaETe MO NOMHYECKHM YTIPABIeHHEM ROCTYA?

6. Metoa ynpasnenus gocrynom DAC H ero XapakT€pPHCTHAKH.

7. Metoa ynpaenenus pgoctynoMm MAC ® ero OCHOBHBIE
XapaKTepPUCTHKH.

8. Metoa ynpasnenua poctynoMm RBAC H ero OCHOBHBIE
XapaKTepHCTHKH.

9. Meroa ynpaenenus pgoctynoM ABAC u ero OCHOBHbIE
XapaKTEePHCTHKH.

10.06bacuuTe nouatua ACL u C-list, MaTpHubl YOpaBIeHHA
NOCTYTIOM.

11.Moaens benna-Jlanany el u €e OCHOBHOE HA3HAYEHHE.

12.Moaens bnba u ee 0OCHOBHOE Ha3HAYEHHE.

13. O6BACHKTE QHIHYECKYIO 3aHTY HHPOpMaLKH, H €€ BAXHOCTD.

14.EcrecTBeHHBIE M HCKYCCTBEHHble (AKTOPHl, BAHAIOWHE HA
usuueckyto Ge3onacHocTe HHGOpMALKH.

15.Cnoco6sl NPOTHBONOXAPHOA 3aIKTEL.

16.Ponie OXpaHHWUKOB H KaMep HabRIOACHHA B OpraHH3alHE.
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I'JIABA 5. BE3OIACHOCTEL CETEH

5.1. OcHOBHBIC NOHATHA KOMObLIOTEPHBIX ceTeH

KOMOBIOTEPHEIE CETH COCTOAT H3 COBOKYNHOCTH HECKOJIBKUX
KOMIBIOTEPOB AN 0OMeHa pecypcamu. Daiinbl, mporpaMMel, NPHHTEPEI,
MofieMbl 4 Joboe ceresoe oBopynoBaHHe MOryT ObITh OOIIHMH HITH
pazgenseMbiMu  pecypcami. Jlna  obpeanHeHMs — KOMITBEOTEPOB
HCMOMB3YIOTCA Pa3fiMYHbIe CPEICTB2 Nepefadyy JaHHBIX: KaHANMb! CBA3M,
KOMMYTHPYFOLAs annapaTypa, peTPaHCAATOp. U T.A.

KomMnbioTep ceTi, KOTOPOMY NOPYYEHO NPENOCTABAATH pasnudHble
CeTeBbIC PECYPCHl C NOMOLIBI COOTBETCTBYHONIHX CETEBbIX CITy*O,
Ha3sIBaeTCs cepeepom. CeTeBrle YCTPOHCTBA, KOTOPhIE OTNPaBAAIOT Ha
cepBep 3ampocsl B UENAAX JOCTYHa K CETECBBLIM pecypcaM H
HCIOMB30BAHWSA  PasNHYHBIX  CETEBEIX  CEpBHCOB,  HA3BIBAIOTCS
NAUCHTIAMIL KommnsioTep, paboTtasournii ABTOHOMHO HIH
MOMAKTIOYEHHBIA K CEeTH B Ka4ecTBe K/HEHTa, 0O0BYHO HasbIBAIOT

paboueil cmanyuei.

KoMNBIOTepHBIE CETH MOXHO KIacCHpHUHPOBATE CREAYIOWHM
obpasoM:

— MO perHOHANBHLIM MTApaMeTpamM;

— [0 MeToAy aAMHHHCTPHPOBaHHA;

— [0 TOMOJOCTHH.

flo perdoHaNBHBEIM M2paMeTpaM PalNM4aloT JOoKaTbHEIE (LAN,
Local Area Network) u rno6aneusie (WAN, Wide Area Network)

BLUACTHTEABHLIE CETH.
JlokanbHAast BEIMHCAUTENLHAA CETh COCTOMT H3 KOMMBIOTEPHOH ceThn,

PACIIONOKEHHOH Ha HeGONBIIOM YYAcTKE, B KOMHATe MAH 3MaHHH.
Pasmep NOKaIbHOH CeTH 3aBHCHT OT TEXHHYECKOH apXHTEKTYpPhl CeTH M
tina noaKmoyeHus (tuna xabens). O6LMMHO AHAMETP NOKANBEHOM ceTH
He MpesblLaeT 2,5 KM.

I'no6ansHas BBIYMCNHTENbHASA CeTb - PErvOHANLHO
pacnpefeneHHas ~ CHCTeMa,  KOTOpPas  OXBaThlBaerT  OOMBLIYIO
reorpaH«ecKyio Cpelly H COCTOMT H3 MHOXECTBA BBLIYHCIHTENLHBIX
cereil H YRQIEHHBIX KOMIMbBIOTEPOB, CBA3AHHLIX MAarHCTPAILHEIMH
nuHuAMH cBs3K. CeTH, CO3AaHHbIE B NPeAeNax MeramoyiHca H perHoHa,
COOTBETCTBEHHO, HA3LIBAIOTCA TOPOACKOH cetbio (MAN, Metropolitan
Area Network) # peroHanbHOi ceTbio (PAN, Personal Area Network).
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Camas nponynapuas rnobanbHaa cetb — wMeracets HHTepHer,
OCHOBaHHas Ha §ase NaHHBIX cTeka npotokonos TCP/IP. B Hekotopsix
nyOnuKauKsax HCMONb3yeTes BhpaKEHHE «KOpNOpaTHBHas cetby. [lon
JITHM BBIDRKEHHEM NOHHUMAETCE COBOKYMHOCTD HECKONBKHX CeTeii,
NOCTPOCHHBIX ~ HA  Pa3HbIX  TEXHWYECKMX, MpPOTPaMMHBIX ¢
HHPOPMALMOHHSEIX NPHHUKNAX.

- KoprniopatuBHyio  rnolanbHy0 ~ ceTe, HCMONL3YIOMYRO  ANA
coeiHHeHus (QUMUanoB MeTaceTs HutepHer, HasnBaloT DKCTPaHET
(extranet). KopnopaTiBHytO ceTh, peanniosanuyio Ha 6asze npoTokona
TCP/IP, HO H3OMHPOBAHHYIO OT rNODANBHOH CETH MEXAYHAPOIHOTO
obmexa HuTtepuer, Hassisalor Hutpaner.

Ilo cnocoby admurucmpuposanus CeTH pasfiensioT  Ha
«OOHOPaHTOBHIE» H (MIIKEHT-CEPREPHbIEy. B OXHOPAHIOBSIX CETAX BCE
KOMMBIOTEPHl MOTYT OBITb Kak KAHEHTCKHMH, TAK M CEPBEPHBIMH,
[Mpumepom moryT 6k1Te UNIX cery.

CeTH, MOCTPOCHHBIC MO TeXHONOruK KANEHT-CEPBEP, HMEIOT
CMEUHANbHO BEAENEHHbIH ceprep. Tlpumepbl BBUIEAEHHLIX CEPBEpPOB:
(halinoBpiii cepBep, CepBEp NevaTH, cepsepbl MPUICKEHWH, cepsepbl
perucTpauMn  (KOHTPOJIEPBI  AOMEHa), BeG-cepBepbl, CepBepsl
3NIEKTPOHHOH TOYTHI, CEPBEpBl YAANEHHOIO AOCTYNA, TEpMHHANbHbIE
cepBepbl, Tene(OHHEIE CEPBEPDL, NPOKCH-CEPBEPD! H T.A.

B cersx «WIMEHT-CEpBep» 3a CHeT LEHTPAAM30BAHHOH
apxuTekTyphl nerue obecmeunsats ywKUMH aIMUHHCTPMPOBAHUA H
macmTabupoBaHua ceTH, OesonachocTd M BoccTaHoBneHuA. ONHAKO,
cnafbiM MECTOM TEKHX CETelt (Kak M Bcex HeHTPATHIOBAHHBIX CHCTEM)
apasetcs cepeep. COoH cepmepa moxer npusectn K cOoio BeeH
cicrembl. KpoMe TOro, And mocrpoeHus CeTH (KIHEHT-CEPBEP»
TpebyeTcs BHICOKONPOH3BOANTENEHEIH KOMILIOTEP H COOTBETCTBYIOIIAS
onepaunMoHHa" cepeepHas cpena. CooTBETCTBEHHO, B TaKHX CETAX
RomxeH O661Th NPodecCHOHANBHBIA AAMHHHCTPATOP CETH.

[To monorvzuu cemu paznuyarT ofmue wyHHble (bus), KONLLUEBLIE
(ring), 3Bespoobpashbie (star), coromele (mesh) M CMELIRHHBIE
TOMONOruU. TONMONOTUA «00Was tuunay COCTOUT H3 CETH, TPOJNCKEHHOH
Ha oaHol nuHun. Kabens uper ot ogHoro komnptoTepa k APYTOMy, a
3aTeM K cnepyomemMy (puc. 5.1).
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Puc.5.7. Tononorusa «o0LIasn MEHA»

Ha kaxaoM KoHHEe [WIHHEI AoMkeH ObTe TepMHMHATOD
(McTovaloINHi oTpakeHne curHana). OauMH KOHEU MMHE CHefyer
3a3eMAMTh. [IIHHHAA TOMONOrHA CYMTAETCA (MNACCHBHOH», NOCKONBKY
KOMIBIOTEPH! He pereHepupytoT curHansl. [Ipu pemwseHuu npobnembl
MOA3BJEHHA CHTHAaNa HCNONbL3YIOTCA nosroputenn. OGpHIB LIMHBI
MOJET MPUBECTH K HapylleHHIO paboTe! Beeit cetH (32 cuer oTpakeHus
curHana). Cnefyer OTMETHTb, YTO Ha (PUIUUECKOM YPOBHE CHCTEMA
uudopmaumu cnabo salWHiesa. ITO CBA3AHO C TeM, 4TO cooflieHue,
OTIpaB/eHHOE OAHHM KOMIIBIOTEPOM IPYTOMY, MOXKET GbITh NOMYHEHO

Ha 1060oM APYTroM KOMIBIOTEpE.
B «xonvyesotin TONONOTHH KAKABIK KOMOBIOTEP NOAKMIOHEH K

ABYM ApYTMM KOMNbIOTEpaM, H CHTHAI PacnpoCTPaHAETCs MO Kpyry
(puc. 5.2).

Puc.5.2. Tononorus «koJabuo»

KonbLesas TONONOTHS ABNAETCS «AKTHBHONY, MOTOMY YTO KAXABL
KOMIBIOTEpP PETEHEPUPYET CuTHaN Ha cnefyromuéi komnstotep. K
HeAoCTATKaM TONOJIOTHH MOXHO OTHECTH CJIOKHOCTD
maciiTabupoBaHud M cOOH ceTH B chnyuae mnpepblBanus, Xak B
tomonorus ofwas 1wwMHa, a TaKke CcnRAabyl0  3AMMLIEHHOCTH

HHpOpMaLHH.
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Tononorus «3pesna» cosgaercs nMyTeM ROAKMIOHEHHS KaXAOCO
KOMMBIOTEPA K LUEHTPANILHOMY KOHUEHTpaTOpy (pHC. 5.3).

$H

Puc.5.3. Tononorus Beina»

[peumyiecTBaMH TOMONOrHU SBAMOTCA YCTOMUMBOCTL CETH K
pa3pbiBaM (OTKIIIOYAETCS TO/ILKO OAMH KOMMBIOTEP), BO3MONHOCTH
nofasedns KOMObOTepoB. K HegoctaTkamM TOMOMOTHM  OTHOCAT
3aTpaThl Ha KOHEHTPaTop.

B «a4eucTodd» TOMONOTHH KAKABIH KOMNBIOTEP MOAKMOYEH K
apyroMy. B pesynbTate nocturaercs makcumanbHas yCTOHUMBOCTb 1IPH
paspblBe COeAMHEHHH. B kauecTBe HezocTaTKa TOMONOCHH MOXHO
yKa3aTh CTOUMOCTb KabeNbHEIX coeauueHHmii.

Cnexyer OTMETHTb, YTO TOMOAOrHA MOXET ObITh (QHUIUNECKOH M
aoruveckoi. DHU3NYECKAA TOMONOTMA MoOApasyMeBaeT MyTh, NO
KOTOPOMY TPOJIOXNKEeH kabenb, a JOoruveckas TOMONOTHA — 3TO NYTh, NO
KOTOPOMY MPOXOAHT curian. Hanpumep, xots apxurextypa Token Ring
MpeACTaBAACT 3BEINHYIO TONONOTHIO ¢ Gu3RUECKOM TOUKM 3PEHHS, OHA
npeacTaBIfseT CoboH KONBUEBYIO TOMONOTHIO C JIOTMYECKOH TOYKH
3peHHA.

Tpebosanus x ceTn:

- OmMKpeimocme — BO3MOXHOCTh BHECEHHsS AOUONHHTEILHBIX
aBOHEHTCKHX KOMNBIOTEPOB M ITHHHI (kananoB) cBasu 6e3 WIMEHEHUS
TEXHUHECKHX H MPOrPaMMHBIX CPEACTB CYLIECTBYIOIHX KOMIIOHEHTOB
CeTH,

- 2ubxocme — COCTOSHME, KOIa CTPYKTYDHBIE H3MEHCHHA B
pe3y/bTaTe BbIX0AA U3 CTPOA KOMIbIOTEpPA UIH NKHHH CBA3H HE BIHSIOT
Ha paboTocnoco6HOCTD;

- agpexmuenocme — obecneuenue TpebyemMoro Kayecrsa
ofcnyxHBaHUs MONb3OBaTENEH 32 CYET HUIKMX 3aTPaT.

CeTb — COBOKYIMHOCTb Pa3HbIX YCTPOKCTB, CAEAOBATENBHO, BOMPOC
MX COBMECTHOTO HCMONBb30OBAHWUA ABNACTCA CEPHE3HOH MNPOGNEMOH.
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[lporpecc B CTPOMTENBECTBE PAlTHYHBEIX CETEH Hepo3MoxeH Oe3
cobmofenus  MPOU3BOAMTENAMH  OOUIMX MPaBUA  H3TOTOBNCHHA
ycrpodictea. [loaTomy, JOCTHXEHWE B oONacTH  KOMMBIOTEPOB
oTpaxailoTca B ctaHgaprax. JIpyrume crnosamu, nodas TeXHOMOrHS
HMeeT «IOPHAMYECKYIO» 3alMTY TONBKO TOrJa, KOrfga ee coaepiuaHue
OTpaXKEHO B CTaHJapTax.

Mogens, co3gaHHad psAAOM OpraHHsauMi [0 CTAaHIapTH3AUMH B
rayane 1980-x rogos, crirpana 8aKHylo poib B pa3BHTHH OTpaciu. 3Ta
MOJeb Ha3bIBAETCS MOCERLIO 83AUMOOLUCMIBUA OMKPLIMBIX CUCEM
(Open System Interconnection) wunn modenvio OSI. Mopens OSI
onpejNenseT pa3sNH4YHble YPOBHH B3aUMOMACGHCTBHA CHCTEM, AaeT HM
CTaHJapTHHIE MMEHA U YKa3blBaeT, Kakue (DYHKUHH AOSMKEH BBIMOMHATH
KKl yposeub.' B cooTeBercTtEMH c TpeGOBaHMAMH 3TOH MoOAeaH
Kaxnaad cHCTEMa CCTH nOo/mKHa O5ITh B3aHMOCBA3AHA MYTeM nepenavyH
kafapa naHHbX. CornacHo mogenu OS], rexnepaiins U nepeaaya Kagpos
BBINOMHAETCA ¢ MOMOIUBI0 7 MOCNe]OBATENbHBIX AeHcTBUH (pUc. 5.4).
T AcHCTBHA HA3RIBAIOTCA «YPOBHAMU B3aHMOACHCTBHAY.

Ot npasuresns Tomytavens
7. [Tphxnannolf ypoaens 7. Nprcaaanofi yposedt

6. Yposeth NpeIcTaBAeHHS :I 6. ¥poseHs NpeC TABTSHHA

6. Ceanconulil ypoREHE 6. Ceancoenii ypopeHs +

4. TparenopTHuti ¥ porens 4. Tpancnoprietl yposenk

3. Cevcnofi ypoeens 3. Ceteroit ypoacus

2. Kananuusti yposers 2. Kasianbunht yposeus

. PwmMueCkHl YpoBCHE 1. ©mHaecki ypooeHh
————

My s HubopMatiin

Puc.5.4. IIyrs nudopmanun oT aloHenTa K A00OHEHTY COrNTACHO
mopenn OS]

B CcOOTBETCTBHH ¢ OCHOBHOW Haeell 5Toil MOOENH, KaKIOMY
YpPOBHIO CTABHTCA OMpeleNieHHas 3ada4a. B pesynbraTe, BOIPOC
nepesavd DaHHbIX Pa3feNfIeTCA Ha OTeNbHbIC BONPOCH], KOTOPBIE JIErKO
Moo 3aMeTHTh. B Monieny OSI cpeacTpa B3aHMOCBA3H pPazReNeHbl HA
CeMb  ypoBHeli: nNpHKAAAHOH, NPERCTABHTENBHBIH, CEaHCOBBIH,
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TPAHCNOPTHLIA, ceTeBol, kaHanbHbIH H usnueckuil. Kaxxaplit yporeHb
paGoTaeT ¢ OMPENENCHHBIM YPOBHEM CBA3H MeXAY CeTeBbIMH
YCTpPOHCTBAMH.

Hrax, mycTs npuioxeHHe 0OpatyaeTcs ¢ 3anpocoM K HPHKAANHOMY
ypOBHIO, Hanpumep, K daiinosoit cnyxbe. Ha ocHosankK sToro sanpoca
nporpaMmHoe  obecneuenne MNpHKIAgHOTO  YpoBHA  (opMHpYyeT
cTaufapTHeIR dopMmar HHPOPMALIHH, COCTOAMMHA H3 3aronoBka M MOMA
MAHHBIX. 3aronoBOK COACPKHT cayxebHyrd uH(pOpMauHio, KOTOPYIO
HeoOX0ANMO Nepenars Yepes CeTh NPEeACTABHTENBHOMY YPOBHIO, YyToOb
cOOBLIHTEL EMY, KaKyl0 paboTy Hafo BRIMONHUTE, 3arojoBOK, O4EBHAHO,
OOJGKEH coaepXath HHPOPMALIMIO O MeCTe HaxokAeHHA aiina H o THne
OnepaLMy, KOTOPYIO HEODXOAHMO Hal HWM BbINONHHTL. Kak TombKo
Hudopmauna cpopMHpOBaHA, NPUKNaZHOK YpOBEeHh HampaBlser eé
BHM3 N0  CTEKY  fIpeAcTaBuTensHOMy  ypoBHw.  IlpoToxon
ApPeACTABUTENLHONO YPOBHA HA OCHOBaHHH HH(OpMALMH, MONYyYEHHOH
H3 3aT0N0BKa NPHKIAJHOrO YpOBHE, BRINONHSET TpedyeMble AckicTend
pobaenAer CcOOCTBEHHYIO CAYKeOHylo MHGOPMAlLMIO — 3arofoBOK
npeACTaBHTENLHOrO YpOBHA. [lomydenHas wuHQOpMauus nepema&rcs
BHH3 CEaHCOBOMY YPOBHIO, KOTODLIH, B CBOK odepens, Aobasiser cBoi
zaronoBok, M T.A. Haxoneu, uHQOpMauMd ROCTHraer HHUKHErO,
(pu3n4ECcKOro ypoBHs, KOTOPBIit NepegaéT e€ nmo MMHHUSM CBA3M MallHHE
aapecaty. K stoMy MoMeHTY uHdopMauus «oOpacTaet» 3aroloBKaMH
gcex yposHeH. Kak Tonbko wuHpoOpMaUMs [OCTHUraeT MALIMHHOTO
anpecara, OHAa NEpPEeAaéTCA HaBepx no ypoBHAM., Kaxaplii yporeHb
aHanu3MpyeT H HCMOeNbL3YET CBOH COBCTBEHHMIH 3arcnoBoK YpOBHS,
BHITONHAA 337244, COOTBETCTBYIOHIHE I3TOMY YPOBHKO. 3aTeM OH
yHanser 3arofioBOK W nepenaer undopManuio Ha Gonee BHICOKHMIH
YpOBEHb.

B mopenn OSI paineyaioT ABa TUNa npoToxonoB. B npotokonax ¢
ycmaroarenuem coeduHenus (connection oriented) g0 obmena
uHpopMalHel, HYMKHO YCTAHOBUTH COSOUHEHHE OTNPABHTENA H
nofy4yarens, H, BOIMOXHO, Clenyer BLIOpaTh HEKOTOpbie MapaMeTphl
NpoTOKONa, Hcnole3yeMoro pns ofbmeHa uHdopmanueil. Koraa
ofLieHHe 33KOHYHTCA, OHH JOJOKHBI OTKMOYHTHCA. [IpHMEpOM
B34UMOJECHCTBHA Ha OCHOBE COEINHEHUA ABNAETCA TenedoH.

Bropas rpynna npoTOK0J0B — nporokonsl 0e3 YCTAHOBNEHUA
NpeABapUTEABHOr0 COSAWHEHHA {(connection less). TakHe NpPOTOKOAB!
TAalOke HA3bIBAIOTCA TNpOTOKONaMu ¢ datagramma. OTOpaBHTENb
nepenaer MHGOPMAUHIO, KOTAa owa rorosa. [IpHMepom cBssu Oes
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YCTAHOBKH NPENBAPHTENBHOrO COCAHHEHHA HABAAETCA OTNYCKaHHE
nuceMa B mouToBslid AWK, Jlpu B3aUMOACHCTBHH KOMIBIOTEPOB
HCIOJIL3YIOTCA 064 THNA NPOTOKOJOB.

5.2. IIpo6nemnr ceTepoii GezonachocTn

B o6nacth nudopmauuoHHoH, HHTepHeT w ;comnuo-repuoﬁ
OezomacHocTH OCONBMIMHCTBO MONL30BATENEH YacTO HMCHOAB3YIOT
OOHATUS Yrpo3bl, YA3BHMOCTH M aTakd. ONHaKo ecTh CIyYau HX 3aMeHb!
OoRBLHIMHCTBOM NMONbL30BATENEi].

Vaszaumocme — HENOCTATOK, KOTOPHLIH MOXET MPHBECTH K
HEOXXHAAHHBIM H HEPACKPHITHIM COOBITHAM, KOTODBIE MOTYT MOCTaBHTE
nofl yrpo3y Ge3omacHOCTb CHCTEMBI NDH «B3pbIBE» HIM OLIMOKe B
APOSKTHPOBAHHH HIIH peanu3alluu.

Yaposa (yeposza ungpopmayuonnoii besonacrocmu) — COBOKYNHOCTh
ycnoBHii H (aKTOPOB, CO3JAIOWKX TNOTEHUHANERYIO MAH PeanbHO
CyIIECTBYIOILYIO ONACHOCTh HApyIEHHUs bezonacHocTy HHGOpPMaLHN.

Amaxa — HapylieHHe 0€30MaCHOCTH MHQOPMAUHOHHON CHCTEMBI,
NO3BOJMIOILEE 3aXBAaTYHKY YNPaBMATL ONEPallMOHHOMR cpexoi.

B HactosAuee Bpems chaenylouHe ¢akTopel CcnocoGCTBYIOT
yBEHUEHHIO KONHYECTBA 3a/a4, PEATH3YEMbIX YEPE3 CETh:

Henpasuionan wacmpoiika Yempoiicmea  URU  RPOZPDAMMHO20
cpedcmea. YSI3BHMOCTH B CUCTEME 0e30macHOCTH OOBIYHO BLIZBAHBI
HEepaBUIEHO  HACTPOEHHBIM YCTpPOHCTBOM KAH  MPOrpaMMHBIM
obecneyennem B ceti. Hanpumep, HCNIOAB30OBaHKE IPOTOKONA, KOTOPHIN
HeMPABWBHO HACTPOSH HJH HE HMeeT WUPOBAHHA, MOXKET OBbITh
OpUYHHO pacKphITUA cexpeTHOH uHdopMalus, nepenapaeMoii no ceTy.

Ipoexmupogarue cemu webesonacrem ¥ ysazgumeim obpazom.
HenpasuneHO H HeOe30MacHO CNPOEKTHPOBAHHAS CeTh MOXET
CTONKHYTBCA C Pa3MUYHBIMU YIPO3aMH M BO3MOXHOCTBIO TOTEpH
paHHLX. Hanmpumep, ecld TeXHOJNOIMMH MEXKCeTeBoro sxpana, IDS u
pUpTyaibHOH 4acTHOR ceTH (VPN) peanuzopaHbl Hebe3onmacHo, OHH
MOTYT CAENATh CETh YASBHMOM [NIA pasii4HbIX YIpos.

Bpoorcdennas mexHonozuteckas ysseumocms. Ecnu ycrpoiicTeo
HIH NPOrpaMMHOE CPEJICTBO HE MOKET [IPEAOTBPATUTS ONpENeIeHHEIE
THMNBI CETEBbIX aTaK, OHO OyIeT y43BHMO Ans 3Tux atak. Hanpumep,
ecny Be6-Gpaysep, HCHIONB3YeMBIH B CHCTEMAX, HE ODHOBNIGH, OH 6yner
Gonee He yCcTOWYMBLIM 4718 pacnpeAcneHHbIX aTak.
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Hegnumamenbrocme noas3osamenetl., HesHuMaTensHOCTS
nones3oBaTesiell CETH MOXET Cepbe3HO NOBNHATH HA 0e30NacHOCTb CETH.
B pesynbrate AeHCTBMH 4YENOBEKAa MOTYT BOZHHKHYTH CEpbe3Hbie
npobneMe! DE30MIACHOCTH, TAKHE KaK [IOTEPS ¥ yTEUKa AaHHBIX.

Vmetunennote Oeticmeun noavaosamened. Jlaxe eciid COTPYIHHK
yBOJIEH, OH BCE €MIE MOXET HMETh JOCTYN K pacnpefeNieHHOMY BHMCKY. B
3TOM CJlIy4Yae OH MOXET CTAaTh MPHYHHOK YTEUKH KOH(MHAeHUHANBHOH
HHpopMALYH B OpraHH3audu. [laHHad cHTyauus paccMaTpHBaeTCH Kak
yMBILLICHHbIE NSHCTBHA MONb3oBaTeNek.

Budw yzpo3z cemesoii 6ezonacnocmu. CeTeBbie yrpossl 0OBIUHO
nenAaTcd Ha ABa tuna (puc. 5.5)

- BHYTPEHHHE YTpO3Li;

- BHELIHHE Yrpo3hi.

Buympennue  yeposw. 80% npectynnerui, CBA3AHHLIX C
KOMIBIOTEPOM HAH YIHTEPHETOM, ABNAIOTCA BHYTPEHHHMM ATAKAMH.
3TH aTakH MOTYT OCYMIECTRAATLCA H3HYTPH OPraHW3alHH ODHKEHHBIMH
COTPYAHHKAMH WM COTPYAHHKAMH CO 3ABIM YMBICIOM. DONBIUIHHCTBO
S5THX aTaK OCYIIECTBAAETCA NPUBUNCTHPOBAHHBIMM TIONE30BATENAMH
CETH.

Brewnue yepossl. BHelllHHe aTaKH OCYLIECTBIAIOTCA B pe3yibTare
YA3BHMOCTH, YX€ CYMIECTBYHOWEH B ceTH. 3noyMBIIICHHHK MOXET
MpoBOAHTH 3TH ATaKH MPOCTO pagd WHTepeca, MAaTepHanbHOH BBIPOIbE
UNH CHHXEHHA penyTalWH opraHHzauud. B stoMm crmyudae aTaKyIolni
obnanaeT BLICOKON KBwMQUKALHEH M MOXET NPOBOAMTE ATaKy B
rpynne.

Breminde  yrpo3nt  oOBlMHO  JenATcs HA  ABa THOA:
CHCMEMAMUSUDOBAHHBIE U HECUCMEMAMUIUPOSAHHbe BHEILIHHE YTPO3bl
(puc. 5.5). CHCTEMaTH3NPOBaHHbIE BHEIIHHE YIPpo3b OCYLMIECTBANIOTCS
BRICOKOKBaNU(PHUHPOBAHHEIMY ClELHANACTAMHA. DTH JIoAn oOMafatoT
BO3MOXHOCTBIO 6picTpO HaeHTRGHUHPOBATH CyILECTBYOLIME
YA3BHMOCTH B CE€TH H HCNOMB30BATH MX B CBOHX LeMAX.
HecHcTeMaTH3HPOBAHHBIC BHEWHHE Yrpo3bt OObIMHO pealH3yIoTCA
HeKBaNH(UUHPOBAHHBIMA JIHUAMM C TOMOLULI) PA3MHUHBIX [OTOBBIX
CpeACTB B310Ma H CKPHNTOB (CueHapues). DTH THOB aTaK o0pIYHO
BBINONHSAKTCA OTACNBHBIM JIHUOM, 4TOOLI NPOBEPHTE CBOH cnocobHOCTH
HNM MPOBEPHTH HAJIHYHE CNAbbIX MeCT B OpraHH3alliH.
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Puc.5.5. Pa3gH4HELe YIPO3bl, HANPARTEHHLIE HA CeTh

[To Mepe yBenHYeHHA KOMHYECTBA arak Ha CeTh OpPraHM3aldH
cTankMBaloTcad ¢ npobremaMy B obecnedeHHH Ge30MacHOCTH CBOHX
cerefi. KpoMe Toro, TOT (aKT, 4TO 3INOYMBILICHHHKH MJH XaKepsl
HCMONB3YHOT BCe HOBBIE CMOCOORI A0CTYNa K CeTH, pasHooOpasme HX
MOTHEBOB YCyrybsser 3Ty cnoxHocTe. CeTeBble aTakH OOBIYHO
KIacCH(UUHPYIOTC ClieAyIowuM obpasom:

Pasgedsteamencuste amaxu. PaspenpiaTeNbHEle aTaku cobupaloT
aHdopMauHio 00 OpraHH3aluMK W CETH C UENbIO MPOCTOH peanH3aliu
Cepbe3HOH aTakd, 4YTO TMO3BONAET 3NOYMBIMNICHHHKAM BBIABIATH
NOTEHUHANbHBIE YA3BHMOCTH, KOTOpPLIE MOrYT CYLIECTBOBATE.

OcHoBHOH UeNbl0 pa3BeABIBATENLHOH aTakk cuuTaerca cOop
uA(OPMALUH, OTHOCSIUEHCA K C/IEAYIOIUM KaTETOPHAM:

- O CeTH;

- O CHCTEME;

- 00 opraHH3auKH.

CyLIeCTBYIOT CACAYIOUINE THIIBI Pa3BeAbIBATENBHBIX aTAK:

AxmugHvie pa3seduleamensrete amaxu, AKTHBHBIE
Pa3BEeAbIBATENBHEIC ATAKK B OCHOBHOM HANPABACHBI HA CKaHHpOBaHHE
MOpTOB U ONEpaHoHHOH cucTeMbl. Jlna 3TOro ataxylowmil paccbinaeT
pa3Hpie (TakeTbl ¢ NOMOLUBIH CHELHAABHBIX ApOrpaMMH&BIX CPEeNCTE.
Hanpumep, cnelHanbHOE NPOrpaMMHOE CPEsCTBO MOMOraer cobpaTh
sce [P-anpeca, KOTOpbIE HAYT Ha MAPWIPYTH3ATOP M MEXCETEBOH SKpPaH.

ITaccuanwie passeovisamenvuie amaxuy. [TaccusHeie
pasBeAplBaTeNIbHEIC ATAaKH MOMBITAKOTCH CoOpaTh MHGMOPMALMIO Hepes
Tpaduk. Jlin 3T0r0 aTaKyroWHMA HCMOAB3YET NMPOrPamMMHOE CPEACTBO,
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HassipaeMoe  cHudpepoM. Kpome Tore, arakywowuit  MOXeT
HCNONB30BATE MHOXECTBO CPEJCTB.

Bxoonste amaki. Kak rtoneko Oyaer cobpaso [OCTATOUYHO
HH)OPMALMH © TNpeAnoNiaraeMoil CeTH, aTaKkylolHHd MNOmbITaeTCd
MOMYHHTh AOCTYM K CETH, HCMIONB3YA pasnuuHbe TexHOMOrHH. To ecth
OH MBITAETCH YMPABNATE CHCTEMOH HAH Cerbid. DTH THMNB arak
HA3LIBAIOTCH BXOAHBIMH arakamu. B KauecTBe NpHMepa MOMCHO
NPHUBECTH Hecauxuuouﬂpoaaﬂﬂmﬁ AOCTYIM, XECTKHE CHIOBBIE ATAKH,
NOBLIIEHHE NDHBHIETHIA, aTaKa MOCPEXHNKA H APYTOE.

Amaxu, nanpagienumwe Ha napofb. ATaKd, RamnpasneHHble Ha
napofk, NPOBOSATCA C UENBIO NOMYHEHHA KOHTPONS HAX KOMINBIOTEPHOH
CHUCTEMOH  WITH HEeCAHKUHOHHUPOBAHHOrO  AOCTYNma.  ATakH,
HarpaBlieHHbIE HA MApONb, HANEMEHBI Ha KPAXY CEKPETHBIX AAHHBIX.
Jlng 3TOr0 HCMOAB3YIOTCA pasiu4Bble MeTOAB! W cpeactsa. Huke
nepevHCIIEH bl MPHMEPH] LHPOKO PaCHpOCTPatEHHbIX ATaK:
aTaKa, QCHOBaHHAd Ha CnoBape;
aTaka rpyboil CHnbl KK aTaka noAHoro Bbibopa BCeX BApHAHTOB;
rudpuaHaa aTaxka (Ha OCHOBE CI0BAPHBIX ATaK ¥ rpyloil CHABI);
ataku Tabmuupl Rainbow (Tabnuubi, & kOTOPBIX XpaHATCHs X3MM-
3HAYEHHA 3apaHee BbIYMCNEHHBIX, LIMDOKO pAacNpOCTPAHEHHBIX
naponeit).

Amaxa nocpednuxa. B arake mocpegnuka (Man in the middle
attack, MITM) aTakywolH# MPOHHKAET B YCTAHOBJNEHHYIO CBA3b H
obGpsiBacT €e. B OTOM ciywae aTakywulii NONYYHT HE TOHBKO
uudopMaumioo, OOMEHUBAEMYIO CTOPOHAMH, HO K  BO3MOXHOCTBH
OTNpasnATe Qansneble coobwenus. C nomowsio araku MITM,
aTaKyolMid MOXET YNpaBNiTh OpPOLECCOM CBf3M, Pa3roBOpOB HAM
ofiMeHa AaHHBIMH B PEXHME PealbHOro BPEMEHH.

Amaxu omxasa 8 obcrayycueanuu (Denial of Service, DoS). B
arakax, HanpasNEHHbIX Ha OTKa3 B OOCHyXHMBAaHKM, aTaKyOIHi
NBITaETCA  OTPAHHYMTL  KJIHEHTOB, [OJb3OBaTeneii  yciyramu,
JOCTYNHEIMHA B opraHu3auui. Xora ataku DoS He npuBOAAT K Kpaxke
und norepe KakoH-nubo uHPoOpMauHW, OHM npHBOAAT K HE
¢yHKIHOHHPOBAHUIO OPraHH3aUuK. ATaky DoS Biusior Ha daitnet U
ApYTYIO CEKPETHYIO MH(QOPMAIINIO, XPAHAMIYIOCA B CHCTEME, H Jaxe Ha
paboty BeG-caiita. C 3TOH aTakoi MOKHO NPHOCTAHOBHTH ACATENLHOCTE
Beb-caiTa.

Pacnpedenennvie DoS amaxu: (Distributed DoS, DDoS). DDoS —
aTaKka, HanpasBlicHHad Ha HapyMIeHHe HCIONB30BaHUA CEpBHCa B
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IHHPDOKOM CICKTpE LEeREBBIX CHCTEM H CCTEBBIX pecypcoB, KoTOpas
OCYIIECTBISETCA  HEMOCPEACTBEHHO Yepe3  MHOXecTBO  30MOM-
koMnsioTepog B MuTepHete. B 7TOM Ciydae cepBuChl, HaxoaAuuecs
nog artakoif, pacCMaTpHBAalOTCA KaK OCHOBHaf [eNb, a 3aHMKEHHE
penyTauuy cHcTeM (epeBofl HX B COCTOAHHE 30M0u) paccMATpHBaeTCH
KaK BTODHYHAA LUEb.
=~ Bpedonocuste amaxi. BpeROHOCHBIE aTaKH MpPAMO WA KOCBEHHO
BAHAIOT HAa CHCTEMY Wi ceTb. BpeaoHocHaa nporpamMa — daiin,
KOTOpLIli HMEET BO3MOXHOCTh YrPOXATh KOMNBIOTEPHOMH CHUCTEME H
MOXET HMETE (JopMY TPOSHOB, BHPYCOB K «4epBeli».
BpenoHocHoe nporpaMMuoe obecneyerue — CPEACTBO, HALlENIEHHOE
Ha BBHITONHEHHE 3MOHAMEpPEeHHBIX MEHCTBMH, Kak W arakyrowdi, Ges
paspelleHHa IONB30BATENsA, W MOXET ObITh B dopme 3arpyxaemoro
kofa (.exe), akTHBHOrO KOHTEHTa, CKPHOTOB H T.[1. ATaKy}ou_[Hi-i MOXKET
HCTIONB30BaTh  BPeJOHOCHOE  NpOrpaMMHOe  obecneyenue U
3aHKEHHA PENyTAIUH CUCTEMBI 6e30MAaCHOCTH, HapywWweHHa oflepauuil
KOMIBIOTEpa, cBopa cekpeTHo# HH$opMaLuH, MOgHDHKALMH, YIaNeHUS
uaH gobaBieHHa KOHTEHTa Ha BeO-CalT W NOMyueHns ynpaBneHHA Hajl
KOMIBIOTEPOM MOJB30BaTeNA. BpeaoHOCHad fporpaMMa Taioke MOXeT
HCIIONb30BaThCA ANA  nodaydeHHs Oonbuwux o6bLeMOB  cekpeTHoit
MegOpMaUM¥  OT TOCYAapCTBEHHBIX OPIaHOB W KOPHOPATHBHBIX
opranusauyii. B HacTOsllee BPEMS LIMPOKO  PACHPOCTPAHEHBI
ClIeAyIOIUHMe THITEL BPETOHOCHBIX NPOrpaMm:
- 8upycel: CaMOYMHOKAIOLIHECH POrpaMMsl, KOTOPbIC

NpUKDEIULUOTCS K APYrOd NpOrpaMMe, 3arpy3oqHoMy —CeKTOpY

KOMIIBIOTEPA HITH HOKYMEHTY,
- MPpOANCKUE KOKU: COCTOMT H3 CKPBITOrO BPENOHOCHOTO KOA4, HO

npospager cebd Kak OpOrpaMMHOE CPCACTBO, KOTOpoe Ha MepBbli

B3r/A BHITAAHT XOPOLUNM H ITOJE3HBIM,
- Adware: nporpamMmHoe  ofiecnieueniue, OTCREXUBAIOUIEE

nesTenbHOCTh MONb30BaTENeH B MApKETHHIOBBIX WensX HOH AnA

ACMOHCTPALIHA PEKIaMEL;
- Spyware: nporpaMMHbIAi KON, cOGHpalOWMil NoNB30BATENBCKHE

JaHHBIE ¥ OTNPABIAOLUMI HX aTaKyloLIEMY;
- Rootkits: 3Ta BpeAOHOCHAA MPOrpaMMa CKPHIBAET CBOM ACHCTBHA

TaK, YTO He 0DHapYKHUBAETCH CO CTOPOHBI ONEPaLUOHHOM CHCTEMBI;

- Backdoors: BpPeAOHOCHbIE TIPOrPpaMMHEIE KOABI, MO3BOJIAKILHE
ataKyioweMy oOOHTH cHcTeMy Oe3 ayTeHTHgMkauuu, Hanpumep,
NOJNYYHTh NPHBUNErHyd 6es napons aIMHHUCTpaTOopa;
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- nRozuveckue OGomber. BpPEAOHOCHOE TMPOrPAaMMHOE CPEACTBO,
OCYIECTBIAIOWIEE CBOH JIeAiCTBHA NpPH BHIMOJHEHWH Kakoro-nubo
NOrKYECKOT'e YCNOBHS;

- Bomuem: KOMIBIOTEPH! C 3aHMMKeHHo# penyTauwmeii B Marepuere,
KOTOpbIE HCTICHL3YIOTCA ATAKYIOLMM AN NPOBEACHHS pacnpeAcneHHRIX
atax;

-_Ransomware:  BpEOOHOCHOE  nporpammHoe  ofecneucHue

wuppyeT WK GNOKHpYeT HeHHble dalinbl, JOCTYNHEE Ha KOMNbIOTEPE
MEPTBEI, ¥ TPEOYET ONMathl.

5.3. Cpeacrea, ofecneunBaloiue ceTesyio 6e30nacHOCTL

B Hacrosuiee BpeMA K cpeacTBaMm ofecrneyeHHs CeTeBoli
6e30NmacHOCTH OTHOCAT: 0a30Bbie CpENCTBA OCPAHUYEHHS CETEBOTO
nocTyna (Mexceresoil 3KpaH) M cpeacTBa 3aulHILEHHOH nepeaadvH
maHHbIX (Kpuntommo3sl 1 VPN - peiifeHns), taxke QONONHHTENBHBIE
CETEBBIE CPEeACTBA aHANH3a 3alMIEHHOCTH, CPEACTBa MOHHTOPHHIA
TpaduKa, TOXKHEIE CETEBBIE LIENH H T.A.

Mexccemeeoe panuposanue. Mexceresoit sxpar  (firewall,
brandmauer) — §a30B0e CPEACTBO pasrpaHHyeHHA CETEBOro JOCTYNA Ha
OCHOBE MeXaHW3Ma ¢unbTpauvu Tpaduka. MexaHusM GUABTPALIAH
[oJpa3yMEeBAacT NPOBEAEHHBIE CPaBHEHWS Npoxofsulero Tpaduka ¢
3a7aHHbIMK NpaBHAaMy (GUILTPAMH) H NPHHATHE PEEHNS O NPOITYCKe
1nH BAOKHPOBAHUHY CETEBBIX MAKETOB.

Mexcereble 3KpaHs! OOBLIMHO KNAacCHOHUMPYHOT OTHOCHTENBHO
HCMONB3YEMbIX TEXHOMOrUH PUALTPaLMK M 62308010 YPOBHS STANIOHOM
smogenu OSI (Tabn. 5.1).

YrpapaseMsle KOMMYTATOPH, GYHKLIMOHUPYIOIHE HAa KAHANBHOM
ypOBHE, MO3BOMMIIOT BHLINOAHATE GyHKUMH ¢uabTpauuu TpabHka,
Hanpumep, Ha ocHoBauHK MAC-agpecos, noproB u ApYFHX
MapaMeTpoB, MONYHEHHBIX M2 3arollOBKOB KaApoB. JIOCTOWHCTEOM
YIPaBAAEMbIX KOMMYTATOPOB OTHOCAT yA0OCTRO agAMHHHCTPHPOBaHUA
rpYRN  CETEBHIX  YCTPOMCTB, MOBBHUUGHUME MNPOH3BOAHTENLHOCTH
NOKansHOH cetu. Ol"pal-lH‘{EHl-[aa (byﬂxuuoﬂanbuoc'rb, HBY.I[OGCTBO
dusuueckoit pexoOHQUIypauuu, ¥ yA3BHMOCTE K arakam NOAMEHEI
MAC-aapeca CYHTAIOTCR HEAOCTATKAMH YNpPAB/IACMBIX KOMMYTaTOPOB.
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Tabauya 5.1

THRLI MeXceTeRbIX IKPAHOB
Texuonorun THR MeXkCeTeBBIX
YpoBenn mogenu OS]
GunLTpaUHH IKpaHoB
IpuknagHo# YpoBeHs Tpoxcu Tlpuknaauoii nocpeaumk
INpoxcu CeaHCcoBbIH NOCPEAHHK
CeaHcoBbIH YpOBeHSs _ Hucnexuua naketos HHcnexTop cocTOAHNA
D uETPaLHA NAKETOR Junamuveckuil punstp
Oxpannpywwuii
Cetepolt ypoBeHB PHABTPALHA TAKETOB MapIIpyTH3aTOp,
nakeTHIH PIIETD
¥YnpasmaeMeli
KananpHbli ypoBeHb CermeHTanus Tpaduka {3KpaHHpyrOOIRiT)
KOMMYTAaTOp

(DHABTPEI NaKkeTOB CETEBOT0 YPOBHA W MAapPUIPYTH3ATOPSI
MO3BOJIAIOT BBINONHATL (yHKUMIO ¢unsTpanuu no [P-aapecy, noptam,
THNY MNPOTOKOAA W T.A. HenocTaTkaMH MakeTHsIX QUNBTPOB ABIAIOTCA
orpaHH4eHHasA (YHKIMOHANBHOCTD CETEBOTO H TPAHCIIOPTHOIO YPoBHEH
H yA3BMMOCTH K aTakam noamedsi [P-appeca.

IMakeTHrie ¢HUALTPLI CEAHCOBOTO YPOBHA MO3BONAOT BBIAOJHATH
GHUALTPalMIO C y4eTOM GOABILOro HHCAZ MapaMeTpPOB (UALTPaUHH
(COOTBETCTBYIOWIMX CCAHCY).

[MocpenHHKH — MPOMEXYTOUHBIE CETEBhIE CPEACTBa, KOTopsie
YCTAHABAMBAIOT COBCTBEHHOE COeNMHEHHE H 0DpabaTeBaloT Tpadiik Ha
AOMNONHUTENBHOM YCTpO#CTBE. 3TO, B CBOIO O4YEpelb, [O3BOAAET
BHIMNCAHATE CIEAYIOIKE 3a0a4H:

-  ayTeHTHQHKALHIO,

- ACHHXPOHHYIO, B3aHMOJIECHCTBHE KIIHEHTOB U CEpPBEPOBR;

- TpaHCHAUMIO (M CKPBITHE) aJIpECOB;

- OepeajpecalHio ¢ NEbl0 MepepacnpeacfieHus Harpyskd Ha
ceTb;

- XeWMPOBaHWE C LENLIO [MOBBILEHUS INPOU3BOOHTENbHOCTH
obMeHa;

- perucrpantuio Tpaduka.

B To e BpeMs HCMONB30BaHHE MOCPEAHHKOB TpeGyeT pelleHHs
3apaqd obecnedyernna Tpebyemoil NPOM3BOAUTENBHOCTH IO MEPUMETPY
CeTH, Tak Kak TpadHK BTOpHYHO obpabaTsiBaeTcsl Ha AOMOMAHHTENLHOM
yCTpo#cTBe.
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Ocofoe BHHMAHHE CTOHT YACJHTH TEXHONOTHH MAPLIPYTH3ALHH,
peanuzyemMoil MOCPEAHHKOM. B COOTBETCTBUH ¢ HHM BBIIOJHACTCA
TpaHcnAuua cereBsix agpecoB (Network Address Translation, NAT),
T.6. BHYTpPEHHH#l aJpec X0OCTa 3aMEHACTCA JIWYHBIM  &ApecoM
nocpeauuka. Jpyrumu caosamu, NAT peannsyer NONHTHKY CKPHITHA
OT BHELIHeH CEeTH BHYTPEHHHX CETEBbIX AXPECOB H NMO3BOAAET HASHAYATE
nmocpenHHKy oAHH IP-aapec nnd BHyTpeHHel ceTu. Tpancnauua-aapecos
MO¥eT ObITh HA3HAMEHA CTATHYECKH K OJHHAMHYECKH.

K nocpenHHxam ceaHCOBOTO YPOBHA MOXHO OTHECTH MOCPENHHKY,
SOCKet  Secure  (SOCKSS5), xkoTopblit  uUMeeT  BHICOKYKO
NPON3BOANTENLHOCT, 3dQexTHBHOE 06OpYAOBaHHE, CKpPHIBAOLIEE
ajgpeca, H BO3MOXHOCTE Bbigenenuss TCP/UDP-tpaduxa. [locpenruiu
HTTP / HTTPS wu nocpeanuxu FTP mMpoxo pacnpocTpaHeHs! B
KauecTBe SIPUKIAJHOrO MOCPeiHuKA, DTH NOCPEOHHKH MO3BONSIOT
(uUNBTPOBATH NO KOHTEHTY NPHKAAAHGIO NPOTOKONA.

Wucnekropel  coctosiHMA  (PuasTpel ¢ paclllMpeHHBIMH
BO3MOXHOCTAMM CEAHCOBOrO YPOBHS) BhiNOAHAIOT HHTEUIEKTYAIBHYIO
GHABTPALMIC HAa OCHOBE JAHHEIX H3 3aroJIOBKOB MPOTOKCAA CEAHCOBOrO
ypoBHA. 3TO TMO3BOAAET TnOMyuHMTs 3dekt dunsTPaUkH Ha
BHIIECTOAUIMX YPOBHAX. Taxue MexkceTeBbie JKpaHbl He TPeBYyHOT
YCTAHOBKM MocpeAHuKa. TakuM 06pazom, NPou3BOAHTENLHOCTE CETH HE
CHUXEeTcA, HO HeoDXxoAuMbIit ypoBeHs GesonacHocTH obecrneydBaeTcs.
Va06cTBO MacluTaOHPOBaHHA TAKOKE MOXKHO Z0OABUTE K MPeUMYLICCTBY
HHCIIEKTOPOB COCTORHHA.

B npakThHke ofecfieueHus MexceTeROlH 3alnTH HHPOPMALMOHHBIX
pecypcos MOXHO Betperuts nouatue UTM — yerpoiictsa (Unifield
Threat Management) ¥ MEXCETEBOro SKpasa CHeAyIOUEro NOKOASHHUA
(Next Generation, NG firewall).

UTM — kOMIIEKCHOE pellicHHe npobneMs! 3auIMThl MEPUMETPA
yctpoiictea. [loMumo Moaynell MeceTeBoro 3IkpaHMpoBaHHA, B €T0
COCTaB MOIYT BXOJAHTE CHCTEMBI Oﬁl-lapy)l(euua B'rop:[(eﬂﬂi'{, NOTOKOBLH
aHTHBUPYC, PELICHHA ANS 3ALIMTH OT CHaMa, KPUITOLLIO3 H T.JL.

NG firewall cxox ¢ UTM ¥ npeanasnaved ansi oOBCAMHCHHA
TEXHHKH (UNBTPALUN NOPTOB, CHCTEM NpeAyNpexacHUs BTOPHKEHHH H
dunesTpanuu TpadgrKa Ha YpOBHE NPUNOKEHHI.

Bupmyansnste sacmusie cemu. [log supryansHoil YACTHOH CETEIO
(Virtual Private Network, VPN) nonuMaercs CpeACTBO 3alllMTBI
nepejasaeMsix MAaHHLIX NYTEM CO3NAaHHS BpPEMEHHOro 3AalMHLICHHOro
KaHala CBA3K Ha 0a3e MEXaHH3MOB HHKanCyNAlHH AAHHBIX, & TAKKe
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AOMONHHTENbHO#H ayTeHTH(HKaLIHH, wHudposanu, KOHTpOIA
LenocTHocTH. Kak creflyer u3 naspanus, ocHoBHas uged VPN cocTout
B TOM, YT00LI BpeMeHHo (Bo BpeMs ceaHca) HHKaNCyrypoBaTh nepeaady
NaHHBIX, TO €CTh CO3AATH 3ALUMILEHHBIH TYHHENb MyTeM OOBEAHHEHHA
CETEBOrO flakeTa OZHOTO YPOBHS B OAHH NAKeT Go/ee BEICOKOTO YPOBH.

HmenHO BO3MOXHOCTE OpraHH3auMii BPEMEHHOTO  TYHHENd
AEMOHCTPHPYET TIpeHMYLIECTBO Mepef OpPraHu3auAeH MOCTORHHOrO
S2UHINEHHOrO KaHaiia MJAH  apeHisl, BRIAENEHHOHA JNIMHHH, &
MHKaMCYJAUHA naKera JaHHBIX B [aKeT BLILIECTOAWIErC YPOBHA
MO3BOIAET JIerko peanwsopath TpeBOBAHHA NO WHPPOBAHHIO U
KOHTPOJIIO UEeNIOCTHOCTH NepeaaBacMbIX JaHHbIX.

[Ipunsta knaccudukauna BUPTYANsHBIX YACTHBIX CeTeH, 8
OCHOBHOM, N0 ypoBHsm moaenn OSI u cnocobom nopxmoueHus. [lo
ROMKTIOMEHHIO PazNMYAOT CMoco6Bl «TOMKA-TOWKA» («y3en-y3em),
«TOYKa-CeTE» H «ceTb-ToYkan. B tabmr. 5.2 npencrasneHsl Haubonee
MOMyNAPHEIC MPOTOKOMb BHPTYaNEHOH YaCcTHOH CeTH.

PPTP (Point-to-Point Tunneling Protocol) - npoTokon
TYHHENHPOBAHUA KAHAIGHOTO YPOBHS THOA «TOYKA-TOHKa». OITOT
npoTokon HHkancymupyer xanpel PPP B IP-nakets!, ucnone3ys
nononuuTensHoe TCP-coeadenne g oOcnykMBaHuS TYHHE.
[MToanepxxusaer pasnuuHbie NPOTOKOMABI YAAICHHOrO AocTYNa AJNA
ayTeHTHHUKAUMK KiaenToB, Bimoyas nporokon MSCHAPvZ. Ilpu
wudposaHuH  nopnepxuBaercda nporokon MPPE, peanusylouuit

anroput™m RC4.

Tatauya 5.2
TIpoToKoNbLI BHPTYANLHOH YACTHOH CeTH
YpoBeHnn BazoBbiii nporoken Cpeactea mudposanus
mogenn OSI TYHHeJIMPORAHNS pel P
Ceancobsli SOCKS HcenoneayeT Hibkenexallde
YpOBeHb HPOTOKMIS
TpaHcnOpTHEIH SSH AES, 3DES, Blowfish
YPORCHb SSL/TLS AES, 3DES, IDEA, RC4 u ap.
Cerenoft IPSec (ESP) AES, 3DES  ap.
YPOBEHE
KanansHodi L2TP Hcnonezyer reltiectodmHe
BeHL NPOTOKONEL
ypo PPTP MPPE (RC4)

L2TP (Layer 2 Tunneling Protocol) — mpotokon TyHHENHpOBaHHA
KaHANBLHOTO YPOBHSA, KOTOpBIH HHKancynupyeT kaapet PPP B nakerwi
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ceteBoro ypoBHA. K JOCTOMHCTBY NpOTOKONA OTHOCAT MOAAEPKKY
NPHOPHTETOB AOCTYNIA H  MYNbTHNPOTOKOABHOCTh (TEOPETHHECKH
HesapicuMocTe OT IP). Mexanusm wmdposanus Aaenerupyercs
BLIIUECTOAIEMY YPOBHIO, 4TO MOXeT OBITh peanusoBaHO, HApuMeEp, C
ucronszopaiueM annapara IPSec. B otnnune ot PPTP, B cersaix TCP /
[P TOT NpOTOKON OPHEHTHPOBAH K TPAHCHOPTHOMY npoTtokory UDP.

Mpotokon IPSec ~(IP Security) paBotaer B aByx pexsiMax —
TPAHCNOPTHOM M TYHHENbHOM. B TpancnopraoM pexxume (3TOT pexuM
HCOONb3yeTcA AAA YCTAHOBNEHHA coeauHeHuil mexay xocramu) IPSec
MOXET MCIONL30BaTbCA ANA 3alIUTEl TYHHeNe# THMA «TOYKA-TOUKA»,
OpPraHW30BaHHBIX KaKHM-HHOYAb APYTHM cnocofoM, B HacTHOCTH,
L2TP, korophtii He umeeT dynkuun unppopanus. TyHHENbHBIR pexuM
MO3BONIAET CO3[4aBaTh COOTBETCBEHHLIE TYHHENW, B KOTOPBIX BECh
3alIMOPOBAHHBIA MAKET MHKANCYNHPYETCA Ha YpOBeHb BhIIE JAA
IOCTaBKH ajpecaTy.

Hononnumensnste cpedcmsa, véecnequsarouiue bezonacuocms
cemu. Cucmema obwapyocenun emopxcenuit (Intrusion Detection
System, IDS). B ocuoee IDS nexunt 6a3a DaHHBIX aTak, conepXal(as
COOTBETCTBYIOLIHE IIAGNOHDBI, CHPHATYPEI HIH MPO(HIH, H HMEHHO C
31O Ga30l JaHHBIX CPABHHBAIOTCA MAHHbIE, MONYYEHHBIE OT CEHCOPOB.
Cnaenosatensho, ¢pdektusrocth [DS 3apucuT oT pemyrauuu Gaskt
nauHbix arak. JIna ofHapyxeHHR BropxeHHH MOXHO WCMONB3OBATh
CRENyIoLIME METOAB!:

- CHrHaTYpHBIE MeTOA — o0HapyxeHue BTOpXeHud no Habopy
RaHHbIX, XapaXTEPHLIX NAA KAKOH-NUO0 aTakn;

- METOR BHIABMECHUA 2ZHOMANHA ~ BHIABACHHE, HE XapaKTePHBIX ANA
HOPMAJILHOTO COCTONHHA MPH3HAKOB;

- METOO Ha OCHOBEe TMOJHTAK Ge30nacHOCTH — BbIABJIEHHE
HapyLWIeHUH apaMeTpoB, ONpeACAeHHbIX B MTOMMTHKE 6e30MacHOCTH.

[To yposHio MoHHTOpHEra [DS-cucTeMbl AensTcs Ha:

- IDS ceresoro yposusa (Network based IDS, NIDS);

- IDS, yposus yzia (Host based IDS, HIDS).

NIDS MoxeT 3aliMINATeE XOCTBI 4epe3 MOHHTOPHHI CETEBOro
TpadKKa, NOCTYHNAIOLIEr0 H3 HECKONBKMX XOCTOB, MOAKMOYEHHBIX K
cermeHTy cerd. HIDS paboraer ¢ ungopmanueit, cobpautol c
eAHHCTBEHHOTO KOMIIBIOTEDPA, B OCHOBHOM M3 )XYPHAIOB ONEPALlHOHHBIX
CHCTEM H CHCTEMB! 3aIMMTHl HHGOpMaluK, NPoduiA MOML3OBATEN H
T.A. [MoaroMy, ecn Hcnonpiopawue NIDS cumractcs yAOOHBIM npH
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onpenencHuu kommbloTepHbix atak, to HIDS w#cnonezyerca s
HKCALUMH ZOCTOBEPHBX (PAKTOB HECAHKLIHOHHPOBAHHOTO JOCTYNA.

IDS  akrusHore  (in-line} THMa  Ha3LIBAKOT  CHCTEMOH
npexynpexaesus sropxenii (Intrusion Prevention System, IPS).

Cpedemea anaausa 3aupuuensocmu. VICMOAB30BAaHHE Pa3THYHbIX
CPencTs aHaiu3a 3aIUMLIEHHOCTH AJA BbUBACHUS NOTEHUHANBHBIX H
peaNbHBIX YA3BMMOCTE# MO TEXHHYECKOMY dYAHTY CHEUHANHCTOB.
Cy1ecTBYIOT CNEAYIOIHE KIACCH CPEACTB aHANK3A 3allHIIEHHOCTH:

- ceTeBble CKaHephbl YA3BHMOCTEH;

- ckaHepsl 6e30nacHOCTH BeO-NPUAOKEHUH;

- CpeAcTBa aHATH3a KOHQUIYPaHH CHCTEMEL,

- crneuHATbHEIE CPeICTBa TECTHPOBAHUA.

CeTeBbIe CKAHEPB! YAIBHMOCTEH — CMEUMANILHBIE MNPOrpaMMHbIE
cpencTsa, B KOTOPBIX YYACTBYIOT B KauecTse BXOAHOH MHbopMautuu
cnucok CcKaHupyemslX IP-anpecos, a B kayecTBe BBIXOAHOM
HHGOPMALMHE  OTHET o6 oOHapyxeHHbIX Yya2BHMOcTIX. OCHOBHOIR
npuHuun paboTel — oOrnpeaencHue TOYHOH BEPCHH MOpPOTPaMMHOrO
obecreyends, YCTAHOBMEHHOrO Ha YHANeHHOM Y31€, H [OHCK
undopmauyy 00 YAIBAMOCTAX, XAPAKTEPHBIX AR 3TOH Bepcuu
IporpaMMHOrc obecreuenns, B OOHOBmsieMOH JokanmpHOH Gaze
YA3BHMOCTER.

Ckanepsl  0€300aCHOCTH BED-NPHAMKEHHH —  ClelHANbHBIC
nporpaMMHble CPEACTBa, KOTOpble  aHATH3HPYIOT CTPYKTYpPY Beb-
cucTeM. B pesynbTate BHIABJAIOTCA MOTEHUMANbHLIE BAPHAHTHI BBOAA
uedopMalui, 1 GOpMUPYETCH 3aNpOC HA HCMO/LIOBAHUE YAIEUMOCTH.

CpencTea aHanusa KOHUIrypalluH CHCTEMBI — MPOrpaMma,
oLeHuBaronias Ge30MacHOCTL CHCTEMBl NMyTeM €€ HacTpoiiku. Takoe
pelueHue MOXET ObITE NPEACTABNCHO B BHIE KOMIICKCHOTO NPoAyKTa
WK JIOKANBHOro CKpHNTa (CueHapys).

CrieuManbHbie CPEACTBAa TECTHPOBAHHA:

- nporpammel online n o offline noabopa naponeii;

- ¢peliMBOPKH HCNOABL30OBAHHA YA3BHMOCTEH,

- NpOrpaMMbl, OCYIIECTBMAIOUIKE OMpeleiieHHbIE CETEBLIE ATAKH
(nanpumep, ARP-spoofing);

- nokaneHeiii HTTP-npokcs u T.8., nna wmsmeunenus HTTP-
3a1lpOCOB, OTHPaBAAeMbIX HA BeG-cepBep.

CyLuecTBYIOT pas/iHUuHbIe OHIAHH-0a3b! ysa3sumocTel. Basa ganueix
yaspumocteit CVE  (Common  Vulnerabilities and  Exposures,
cve.mitre.org) noap3yercs TonyAIpHOCTEIO.
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Cucmemst npedomepawjenus ymeuxu ungopmayuu (Data Leakage
Prevention, DLP). OTu cucremst HCMONB3YIOTCA ANA BHABNCHHA M
GROKMPOBKH  KOMMepHeckoH, npodeccHowassHOM WM Apyrod
CEKpPETHOM HHGOPMalHK, KOTOpPHlE HE3AKOHHO OTNPAaBIAIOTCH BO
BHEWHIOIO ceTh. DLP cuctema no cxeMe nonkaoyenus noxoxa Ha [DS
peliCHHs] — AHANU3KDYIOWIaT WHOOPMANHA MOXET coﬁupa'rbca Ha
CETEBOM YPOBHE HJIH Ha YPOBHE XOCTa.

ns KOHTPOS NOTOKOB HH(OPMALKH, YTOGE! ONPEAETUTE HARKYHE
B HHX KOHQHIeHUHanbHOM HHpOPMAUKH, HCMONBLIYIOTCS ABA METO/A:

- obHapyXeHHe N0 MeTKaM, PUBEACHHDIM B JOKYMEHTE;

- ofHapyenue No KOHTEeHTy HaGopa AaHHBIX,

CornacHo nepsomy metofly, #HdOpMaLHA H3HAYANBHO pasOuBaeTca
Ha KaTeropui v MapkHpyetca. B oToMm cnywae k KOHQUACHNHAREHOMY
DOKYMEHTY (Hampumep, dakry, 3zanucH 6asbl JAHHBIX W T.A.)
NnpeJBapHTENbHO CTABHTCA COOTBETCTBUE KaKoH-NMO0 HeoTUYXOaeMBbli
dhopMaNbHBIH NPH3HAK (HANPHMEP, KOHTPOABHAS CYyMMa, HHBEHTaPHBIH
HoMep, TrpHG KoHQUAEHUWANBHOCTH). 3aTeM npH  OBGHAPYXECHHH
AaHHOro MpH3HaKa B MepeAaBacMOM HHJIOPMALMOHHOM MOTOKE
COOTBETCTBYIOLIAH ROKYMeHT Gnokupyercs. Takoll mopxon crnocoben
3AIHTHTE JAOKYMEHT TOMBKO B uenoM. JlocTOMHCTBOM IMOAXOAA
SABJIACTCA CHMKCHHE OPHAHYECKHX PHCKOB H HEBBICOKHH YpoBeHb
nOXHBIX CpabaThIBaHHi pa3iuuHOTO poja.

Jloxcneie yenu wau aogywxu (honeypot). HcuonssyioTces Ans
NpOBOUHPOBAHHA aTak €O CTOPOHH! 3MOYMBIULIEHHHKOB C UENBIO HX
BbIABJIEHHA, 2 TAK)Ke METOJOB B3NOMA.

[Ipy  KIacCHuKaUMM RAOXKHLIX UeAel WX MHTEPaKTHBHOCTH

MCMOJb3YETCA KAk [MpPU3HAK, TO €CTh BLUICMAIOTCA CAEAYIOLIHE
NOBYLUKH:

- HHTEPAKTHBHBIC NOBYLIKH;

- NOBYLIKH C HU3KHM YPOBHEM HHTEDAKTHBHOCTH;

- JOBYLUKH C BEICOKHM YPORHEM MHTEpPaKTHBHOCTH.

JloByWIKH € HH3KHM YPOBHEM MHTEPAKTHMBHOCTH MOCYT OBITH
SMysnMeH oAHOH cereBoit CimyxOBbI, Hanpumep, cepeuca FTP. XoTta
MpoCTOTa Pa’IMELUCHHUA H KOHTPOJDI ABNACTCA l'[pEHMyHJ.eCTBOM TaKHX
NoBYIIEK, WX HEAOCTATKOM $BOjeTcs TO, YTO OHH 4YacTo MOTyT
MCII0NB30BATCA TONLKO AN OOHApYKeHHA (aKTa aTaKH.

JloBylUKH € BEICOKHM YpOBHEM HHTEPAKTHBHOCTM  MOXHO
paccMAaTPHBaTh  KaK  BHPTYANbHYO MalIMHY C MONHOUEHHOH
onepallMOHHOH cucTeModl # uHabopom cepBrcoB. Takue NOBYIIKH
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nosgonsror  cobpars MHOr0O  MHGOPMAllMH O  HaMepeHHAX
aoyMblilineHHka  (ocobeHHO, ecNd ¢ HUM  YCTaHOBNEHA
HHTeNNeKTyalbHaA o0paTHas cBA3b).

«Ilyctoier cern  (DarkNet) sBasioTca OTAEGNBHBIM  KJIACCOM
noByLueK. B cooTBeTcTBuM ¢ HUMH, B KOPIIOPATUBHOM! CETH BbIACNAETCS
[HAMa30H BHEIIHUX aApecoB, KOTOpble (aKTHYECKH HE HCOOABIYHOTCA
HpH pewmedud Ousdec-zagauq. Jlioboe obpauienne x «IlycTeiM» CeTAM
0o3HaYaeT OHOKY KOHQHIYpaLUMK MK HEIAKOHHYIO AEATENLHOCTS.

Cnenyer oTMeTHTb, 4To IDS w DLP pewreHus paccunTaHbl Ha
n3BecTHeIH kinace arak. Ha npaxktuke BosHHKaeT sonpoc cGopa RODBIX
cobeiThit  Ge3omacHOCTH W HAJIeKHOCTH  (PYHKUHOHMPOBAHHA
HadopMauHoHHO#i cHcTeMbl. K TaKHM CHCTEMAM OTHOCATCA:

- CHCTEMBI YNpaBfieHHa xypuanamd (log management). 3tu
CHCTEMBI TNpeAHa3HAUESHBl AMisl OPraHM3aLHH LEHTPANN30BaHHoro chopa
cobertiit uHGOpMaUHOHHOH §ezonacHOCTH;

- cHCTeMbI ynpaeaeHud uxdopmauued o GesonacHocrn (Security
Information Management, SIM). DTu cucreMbl npeaHasHa4eHbl A
IEHTPaNH30BaHHOro coopa coObITHI HHbOpMAUKMOHHOK Ge30macHOCTH,
a Taioke It (POPMHPOBAHUS H AHANH3A PadIHYHEIX OTHETOB;

- cHcTeMsl yrpaBAeHHA uHdopmauHedl o OesomacHocTH H O
cobprmisx 6esonacHocTH (Security Event Manager, SEM). 3Ti cucreMsl
npeAHa3HadYeHbl [ MOHHTODHHIR B PEeXHME DCaJbHOrO BpEMEHH,
KoppesALHu cobbTrit HHGPOPMaUKHOHROI 6e30MacHOCTH;

- cHcTeMbl ynpasneHua uHdopMaumedi 6ezonacHoCTH H cOBBITHAX
BesonacHocT (Security Information and Event Management, SIEM).
TH CHCTEMBl SBJUIOTCA CHCAYIOMIHM I[UaroM B Da3sBUTHH CHCTEM
MOHUTOPHUHId, MOCKONBKY OHH KOMOMHHMPYIOT dyHKUMOHaR SEM M
SIM.

Moxno fa00aBHTE, YTO ONpEeXEHAIOLIMM MEXaHH3IMOM ANA
MEKCETEBBIX JKpaHoB  ABNAETCA  dUABTpauus, am1 VPN -
uHKagcynsuns, a jias SIEM — koppensuus.

5.4. Besonacnocts GecnipoBoaHoH ceTH

Tunwt Gecnpoeoonsix cemeii. HzpectHo, uto BCckOope mocne
u3obpeTeHus pagUO CTANO BOSMOXHBIM OCYLIECTBNAThL TeNerpadHyro
cea3k Oe3 npoBosoB. MAKTHYECKH TOT XKe NPUHUHN HCOONL3YETCH JUIA
nepesaud TeKywero uudpoBoro Koaa o paguoKaHany, HO MPOMYCKHAs
COCOGHOCTE NMepenaiy AdHHBIX YBEAHYHAACE B HECKOMBKO Pa3.
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[To panunycy AeiicTaua W HasHa4geHWIO COBpeMeiHbie DecnpoBOAREIE
CETH MOXKHO pasfenuTs Ha:

- nepcoHanbHeie (Wireless Personal Area Network, WPAN);

- noxanbHble (Wireless Local Area Network, WLAN);

- ropoackue {Wireless Metropolitan Area Network, WMAN),

- raobaneHsle (Wireless Wide Area Network, WWAN) (puc. 5.6).

i
\

10-15 M
[lepconan

Heckonbko coTHH METpOB
Jlokan

1o 80 kM
Topon

lNocynapcTsa, MaTCpHKH
FroGan

Puc.5.6. Knaccupukanus GecnposoJHbIX ceTel

B Tabn. 5.3 npuBeAcHB! XapaKTEPHCTHKM YKA3aHHBIX BBILIC
6ecnpoBOHBIX ceTel.
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Tabnuya 5.3

OcHoBHBIE XAPAKTEPUCTHKH GecnpoBogHbIX ceTei

CMPOBOHLIE WPAN WLAN WMAN WWAN
cetH| (nepconans- | (moKaneHbie | (ropoackue (rno6ann-
HBIE GiecnpoBoa- | GecnposogHbie Hbie
GecnipoBoatbie | HBIC CETH) ceTH) Gecnposon-
Xapakre- CeTH) - HEIe-CeTH)
PHCTHKH
O6bnacte 3ameHa MobuneHete | Hinpokenonoc- | Mobunexeii
OpHMEHEHHA MPOROAKH paciuspeHus HBIR JOCTYN B
nepudepuiineix | npoeoaHeix | Hecriporoanoii | MuTepHer 3a
YCTPOHCTE cetei ROCTYN npenenamMn
30aHHA
Texnonorux Bluetooth, Wi-Fi WiMax GSM, GPRS,
UMB, (802.11) (802.16), WCDMA,
ZigBee MBWA-m EDGE,
(802.20) HSPA +,
WiMax, LTE

OcHognsle yzpoist bezonacnocmu undopmauuu ¢ mobwivnbix

cemax. Xota ana cozaanus 6ezonacHoro 6eCrnipoBOAHOTO NPHIOXEHUS
TpebyeTcs  BBISBIEHHE  BCEX NOTEHUMANbHBIX  HalpaBleHHH
GecnpoBOAHON «aTaKHy», NPUNOKEHHM HUKOTAA He OYAYT MONHOCTHIO
fesonmacuer. Tem He MeHee, TIIATENLHOE M3yueHHE Yrpo3 B
6eCIpOBOAHBIX TEXHOMOIHAX, MOMOTaeT NMOBLICHTH YPOBEHL 3AUIUTHI B
KKNOM Cchydac. CJ'ICJJ,OBaTeJIbHO, NpoOaHAMN3HPOBEAE IOTEHUHANBHEIC
yrpo3bl, HEOOXOIMMO MOCTPOUTHL CETh TAaKHM 06pasoM, 4ToGsl ObITh
roTOBBIM NPeAOTBPATHTE ATAKH, H 3AlUTHTE OT HECTAHAAPTHBIX KATAK:.

Hexoumponupyeman meppumopus. OCHOBHOE pasinnyue Mex Ty

NpOBOAHEIMH # GECTIPOBOAHBIME CETAMH — HANHYue AabCONIOTHO
HEKOHTPONUPYEMOH  TEpPUTOPUM  MEXAY  KPAHHHMH  TOMKAMH
BecnipoBofHON CeTH. B focraToqro GONbLIOM RpoCTpaHCTBE COTOBBIX
cerefi  OecnpoBoAHA’s  Cpefla HHKOrJa He  KOHTPONHpYETcs.

CoppeMeHHble BECNPOBOAHLIC TEXHONOTHH MPEANAraloT OrpaHUYeHHbIH
Habop CpeACTEB yNpaBleHHs CEeTeROro NMPOCTPAaHCTBA. DTO NO3BOMSET
aTaKyloIUM, HAXOAAIMMCA BOMH3H  GeCUpOBOAMBIX  CTPYKTYD,
OCYLUECTBHTE ATaKH, HE BO3MOXKHBIE B IPOBOAHOM MUpE.
Hecauxyuonuposannoe emopxcenue. Ecnu 3amura 6ecriposonoi
CeTH He peanuzobaHa, To moboe ycrTpoiicTeo ¢ GecnpoBoaHBIM
NOIKMIOYEHHEM MOXET HCMONb30BaTh ee. B atoMm cayuae, kak mpapuno,
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3aKPRITEIH REINATENBHBIH HAMA30H BXOAA MOXET COCTaBIATs A0 50-100
MEeTpOB, BO BHellHei 3oHe — 10 300 MeTpoB.

Cxpuimoe  nodcaywusanue. HauBonee — pacmpocTpaHEHHO#
npobneMoii B OTKpLITOM ¥ HeynpaBisemoil cpede, TakoH Kak
GecnpoBOAHbiE CETH, sBAAETCS HAJMUHE AHOHMMHBIX atak. Urobel
NepexBaTHTh [epeflavyy 3R0YMBIAEHHHUK ZOMKEH HAXOAHTLCA PAAOM C
nepeaaTiHKOM. [MepexsaTel”  Takoro THOA ~ HEBO3MOXHO
3aperHCTPHPOBAThL, M NPEAOTBPATHTL HX elue Tpyanee. HenomszosaHue
AHTEHH W YCUAHTeNeidl NO3BONAET 3AOYMBILUICHHHKY B [poOHecce
nepexBara HaXOAHTLCA Ha BONbIIOM PACCTOSHUHN OT UEHH.

Taxk Kak He Bce npoToKoMsl, HCNONB3yeMule B GECMPOBOIHBIX CETAX,
SBJAIOTCA 6€30MacHsIMM, METOJ CKpHLITOrO NOACHYIUHBAHHA MOXET
OuITh O4eHE 3¢ dexrusnpiM. Hanpunep, ecnu GecnposofiHan NOKaNbHas
CeTh, HCMONb3yeT nporoxon WEP, cyuectsyer Oonsiuas BEPOATHOCTE
TOrO, YTO CETh OYAET NOACNYIIMBATLCS.

Hpunyscdenue x omxasy om oberyoxcusanuf. Bo Becell CeTH,
BKJIIOYAs BA30BbIE CTAHLHMA H KIHEHTCKHE TEPMHHANKI, BOZHUKAET Takas
CUNbHAS HHTEP(EpPEeHLUA, YTO CTAHUMM HE MOTYT CBA3BIBATBCH APYF C
ApyroM. Ataka THna DoS MOXET NOJHOCTBIO OTKIKOYHTE CETh. IJTa
ataka OTKMOYaeT BCe KOMMYHHKALMH B OMpeAchcHHOM pafioHe
(puc.5.7).

lenpepuwca sanpoc
ICMP Ping co ¢topanm

prtessome  KouwyToop

Socuposamr
NS MBPU Y TITTO
OMLIIRITC . nnpocam (CMP Ping

Puc.5.7. Ocymecrsiaenue DoS-ataku na GecnpoBOAHYIO CETH

Amaxa nocpednuxa. Ataxu MITM noxoxu Ha aTakd BTOPXKEHHR,
OMHCAHHBIE BBIIIE, OHH MOTYT NPHHUMATE MHOXECTBO PA3NU4HBIX (GopM
H HCHAONB3YIOTCA AN Hapy WeHus KoH(pHACHIHANTEHOCTA H UENOCTHOCTH
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ceaHca cpssdH. Atakd MITM HaMHOro cnoxHee, notoMy HTO AN HX
BEINONHEHHA  TpeGyerca  noapoOHas  uHdopmaums O  CeTH.
3N0YMBILINEHHUK OOLIMHO BHIMOAHAST HASHTHHKALMI) OAHOIO H3
ceresmx pecypcoB. Korza >keprBa aTakM HauMHaeT COCHMHEHHE,
MOIUCHHHK NMEPEeXBAaTEIBAET €ro M 3aBEpLIAET COSAHHEHHE C KeNaeMEBIM
pecypcoM, A 3aTeM TIPONYCKAET BCE COEMHEHHUS C 3THM PecypcoM yepes
cBoOt0 cobcTBeHHyI0 cTaHuMo (puc. 5.8). Ilpn 3ToM aTakyrolHi MoxeT
OTNPaBiTE HHGOPMALHIO, H3MEHHTB TO, YTO OBINO OTNPABAEHO, HIH
NOACAYLWATL BCE pa3roBopsl, a 3aTeM pacluupoBaTh HX.

) B8

Jaxonen Touxa KocTyna  Memceenoll spas

Hurcpey

(()2 ;

Areryioul BpeF0Cs KL CHEDHEHTn Mmoo em,

Puc.5.8. OcymecTBienne ataka MITM

Jloxcuste mouxu docmyna @ cems (8peGOHOCHAR D8OUHAR amaxa).
OnpITHBIH ATAKYIOLWA MOXET OpraHM30BaTh JOXKHYIO TOUKY AOCTYNA,
UMHTHPYA CETeBble pecypcbl. ABOHEHTH!, 6e3 coMHeHus, obparsarcs K
3TOM MAOXKHOH TOUKE HOCTYMa # coobmar ei BaXKHbIE DEKBH3HTHI,
HafpuMep, HAAHHBIC ayTeHTHOHKALMKA. 3TOT BHUA aTakH HHOrza
OCYIIECTBAACTCA B COYETAHHH C MPAMBIM TIAYHIEHHEM C Lenbio
«yAyLIeHWs» KCTUHHOM TOYKH AOCTYMa ceTy (puc. 5.9).

Ipobaemos ¢ poymunza. Elle OAHO BakHOe pasnuume MEXAY
6ecnpoBoAHON CETHO H MNPOBOAHOH CETRIO — CnoOCOBHOCTE
fIONL30BATEAS NEPEMELIATECA, HE OTK/IIOYAsch oT cerH. KoHumennus
POYMHHra [MNpPaKTHHECKNM ONMHAKOBAa B pPa3IMYHBIX CTaHJapTax
GecnporoaHoit ceasd CDMA (Code Division Multiple Access), GSM
(Global System for Mobile Communications) u 6ecniposogtom Ethernet.
Muorue cereBnie npunoxeHus TCP/IP tpebyror, uto6et IP-ampeca
cepeepa M KIHEHTA He MeHAnucs. OHaKo B mpouecce pOYMKHFA B CETH
abouent ofg3aTeNLHO YHAET W3 OJHOTO MecTa M nepeiiler B Apyroe.
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Hcnonbzoeanue mobunpHeix IP-afpecoR W ApYrHX MeXaHH3MOB
poyMuHra B 6ECIPOBOAHBIX CETAX OCHOBAHO HA 3TOM TpeGoBaHUMU.

3akoxHwi NoAR3ORATELL

Wirepner Jakonnas Touka aocTynd ~

|
l
|
~ |
|
|

Bpenonocioe ABofiHoe MpIIOEERKC

Puc.5.9. Bpeaonocnas npoiinas aTaxka

B32na0 uepez naevo. IIpn noaxmouennu x 6ecnpoBOJHOH CeTH B
OGIIECTBEHHBIX MECTAX HAPYUIHTENb MOXET JIErKO MONYYHTh HaCTPOHKH
NOAKNIOYEHHSI (MOCMOTPER 4epe3 Miueyo). 3TO MO3BONAET [ORHOLEHHO
HCMONB30BATE GECITPOBOAHYIO CETh.

Mepor  npedomspawmenun  npoénem  besonacMocmiu, npu
ucnonszosanuu becnpoeodnsix cemeii Hamenenue napons mexyujet
nacmpotixy. Y QGONBILIHHCTBA CEeTeBhiX ycTpoiicTB, B TOM 4ucne
OecnpOBOAHBIX CETEBBIX YCTPOHCTR, ecTh TekyLIMil Napoiab HaCTPOAKY,
M OHH H3BecTHB BCeM. HHorna aamumuctpatop cern 3a0biBaer
N3MEHUTH 3TH MapOJIH, H B Pe3Y/LTaTe BOIHHKAET cepbe3Han npobnema.
TloaToMy nepef HCMONB30OBAHHEM CeTeBBIX YCTPOHCTB Heobxogumo
H3MEHHTE TEKY LK YCTAHOBACHHbIH Napons.

Ocpanuvenue docmyna. Baxmo ofecneuutTs TO, HTOGBI
HCNO/b30BaHNE CeTH OO paspelleHo ToNEKO TeM, Y KOro ecTh JOCTy.
Kaxaoe yCTpoHCTBO HMeeT BeTpoewHmit agpec MAC (Media Access
Control), ROCTYN K KOTOPOMY MOXHO NORYYHTH, NPOBEPHB 3TH alpeca.
Jpyrumu cioBamu, RaMsTh GecipoBoaHOro ceTeBoro yCTpoHcTBa 6yaer
conepxkats MAC-aapeca ycrpoiicts, koTopble MOTYT  OBITE

161



noxkmodensr. Te, y
3TOH ceTeBoil Toyke.

Hlugposanue danupix, nepedasaemoix no cemy. Ecnu BCe NaHHBIE,
nepefasaeMeie no Gecq

POBONHO# cetH, SynyT 3aIH(POBAHBI, MOXKHO
Oyzer samwuTHT: uHx o HECAHKUHOHHpOBaHHOIrO uteHMa. B

GecnpoOBOAHBIX ROKANBHEIX CETAX JaHHBle Mexuy TOuKOH CeTH M
ONb30BATENECKHMHE  yCTpOiHcTBaMu 00bi9HO"  mepepatoTcs B
3aluM¢ppoBaHHOM BHAZ Ha OCHOBRe Nipotokonoes Wired Equivalent
Privacy (WEP), Wi-Fi Protected Access (WPA), WPA2 u WPA3.

Hecmotpa Ha TO, 4T0 WPA3 cymraercy HAAEKHEIM, OCTANBHBIE

fIPOTOKOJIbY, KOTODbIE Ha MpaKTHKe cuyTaiorcy cnabbiMHi, TaKoke
ITHPOKO NPHUMEHAIOTCH.

3awuma 6ecnpoeodnozo cemegozo yempoiicmea (SSID, Service Set
Identifier).  Hna NPEAOTBpalleHHa  nerkoii yrpasaseMocTH
GecnpoBofHON ceTH 3a NMpenenom CeTH, TpeGyeTcs HepasrMauIcHHe
SSID. Bce Wi-Fi yctpolicta Hmelor BO3MOKHOCTE Ans 3awuTel SSID,
20 3aIPyHACT arakyloweMy uaith Gecnposommyio cers. DTy
BCJIHMHHY HE PCKOMCHAYETCR OCTaBISTE B TeKYIEM COCTOSHMHU H B
MeHbLIeH Mepe Tpebyercsa obuosHTe SSID.

Vemarioska cpedcmea mediccemesozo sxpana. B HecnpoBoHBIX
YCTPOHCTBAX  PEKOMEHIOYETCA YCTAHOBKA  MEXCETEBOro aKpaia,
OCHOBAHHOTO HENOCPEACTBEHHO HA XOCTEe WM MOieMe And joMawiHed
cetd. IJTa 3aUlMTHas Mepa MPeNOTBPAIUAET NPAMOE COEAMHEHHS
aTaKyoLlIero K CeTH. )

Ocmopoowcran peanusayus obmena gaiinom. B cnyuae oTcyTcTBus
aHeobxoauMocTH oOMeHa ¢alinoM, NaHHas BOIMOXHOCTE HOMKHA GBITH
otnoyeHHol. O6men dainoM Bcerna uHeobxomumo peannz0RaTh H3
aepcoHaNLHON MM JOMalHeR ceTd. O6meH daiinom B OTKpBITOi CeTH
He pexomenayerci. KpoMe Toro, HeoGxomumo  obecreumHTh
3AUMILEHHOCTE  KAXAOro nepenasacmoro taiina ma ocumose mepons
(GnoxupoBkH daitna).

Pezynapnoe obnoenenue npozpaMmHOz0 obecneuenus,
ucnonb3yemozo & mouxe Becnposodwoil cemu. [lpomssoanTenn
IOCTOSHHO pa3pabaTeiBalOT HOBbIe BEDCHH Al YCTPOKCTB, M OHH
npefHasHa4YeHb! AN TpPeNoTBpauleHud npobnem Ge3onacHOCTH B
cywectBytomeif Bepcuu. I[lo 3Tolf  npHunme peKoMeHIyeTcs Ha
nporpaMMHoil 0CHoBe O0HOBATE YCTpoitcTBa GecnposoHofi ge'm.

Ilpucnywusamscs k pexomenoayusim Hnmepnem:npoeauaepa unu
npouzeodumena becnposodnozo cemeeozo ycmpoiicmsa.  O6pIuHO
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NPOK3BOANTENH OECNpPOBOAHBIX CETEBBIX YCTPOHCTE NPEelOCTABJAIOT
pexomexnauud no Ge30nacHOMY MCNOAL20BaHHIO YCTPOHCTE Ha CBOUX
Beb-caiitax. CnemoBaHHe 3ITHM pEKOMEHJAUHAM B OONGIIMHCTBE
Cly4aeB NOMOXET NPedAOTBPATHTL MOTEHUWANLHYI0 MpolOneMy
6esonacHOCTH.

5.5. PHCKH B ynpaB/ieHHe PHCKAMEA

Puck — 0oOHO M3 NOHATHH, cBA3aHHBIX ¢ KHGepOe3omacHOCTHIO.
Hixe npreoauTCS noApobHOE ONUCAHHE MOHATHS PHCKA H YNPABNCHHS
HM.

Puck — oxupaHMe TOro, UTo MpH ONPeAeNeHHbIX YCNOBUAK Yrpo3a
HaHeceT MOTEHUHaNBHLIR ymep6 pecypcam. Kpome TOro, puck MOXHO
NCHHUMATDH CNeAyoMuM 06pazom:

- Puck — coBBITHE, KOTOpOE MOMET NPHBECTH K BO3HUKHOBEHHIO,
norepe MAM APYrUM HEONAronpuUATHLIM [MOCAEACTBHAM YIPO3BI KAH
cOOBITHA B Pe3yNLTATE BHYTPEHHUX WM BHELIHUX 00j13aTEN6CTS.

- Puck — BepOATHOCTH Yrpo3bl BHYTpeHHe# wnd BHewHed
YA3BUMOCTH, NOBPEXAAIOUIEH HCTOUHMEK.

- Puck — BepoOATHOCTD COGHITHA M BNHAHHE 3TOTO COOBLITHS Ha
aKTHBBI MH(DOPMALUNOHHEIX TEXHONOTHIL.

Mexay NOHATHUAME PHCKA, Yrpo3sl, YA3BUMOCTH M BO3AelcTBHA
CYIIECTBYET B3aHMOCBSi3b, KOTODYI0 MOXHO BLIPa3HTh CICOYIOLIHM
obpazom:

PUCK = ¥rposa x Yassumocts X BosmehcTBHA.

C Apyro#t CTOPOHBI, BNMAHME cOOBITHA Ha aKTUB MH(OPMAUOHHBIX
TEXHOJIOTHHA ABNACTCH pe3yNsTATOM YA3BUMOCTH AaKTHBA HAM JULA
3aMHTEPECOBAHHONM CTOPOHBI CTOMMOCTH 8KTUBA, TO €CTh:

PUCK = ¥rposa x ¥YaseumocTb X CTOMMOCTb aKTHBA.

Puck o6BbeiuHACT cliefyomue ABa QakTopa:

- BEPOATHOCTE BOIHHKHOBEHHA BPEAOHOCHOrO COOBITHS;

- H BEPOATHOCTH IMOCNEACTRHM BPEXOHOCHOMO COBBITHA.

Bozoeiicmeue pucxa. PHCK BIuseTr Ha npouecc HOPMANBHOR
peanu3alMl M CTOHMOCTH MPOEKTAa H/IM OXHAACMYH CTOHMOCTD.
BosaeAicTBie pHUCKa BO3HHUKAET H3-3a Cpefipl, KOTOpas HAHOCHT BpeA
OpraHH3aLMH, MOpeLecCY HIM cucreMe. BosneiicTBHe YKa3blBACT Ha
CepLEe3HOCTE BEPOATHOCTH TOTQ, YTO pHCK Gyaer oOHapykeH.

Yacmoma pucka. Knaccupuxagus pHCKOB € TOYKH 3PEHHA
BolABNCHNA B OLEHKM PHCKOB OCHOBAHA HA MX YAcTOTE H KONHYECTBE
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noeTopennii. Yacrora H MHOXKECTBEHHOCTb ABNSIOTCA BAKHBIMH
0cOGEHHOCTAMM MOHMTOPHHIA DHCKOB, ¥ PHCKH [ENATCA HAa 1B
TPYNNbI: MunOpHbie pUcku — T€, KOTOpble He TpeGyroT BHUMAHMA, H
MaNcopHuie pucku — Te€, koTopelie TpebyloT ocoforo BHHMAaHHA M
MOHHTOPHHIA.

Vposene pucka. YpoBeHb PUCKA — OUEHKa pe3y/bTHPYIOLLErQ
BO3AciiCTEMA Ha ceThb (MM CHCTEMY), BEIDAXEHHAA CACAYIOUNM
YPaBHCHHEM:

YpoBeHb pUCKa = PE3YALTAT X BEPOATHOCTh.

CyliecTByer 4 ypOBHA PHCKA: DKCTpEMalbHO BBICOKMi, BBICOKHIH,
CpeaHHil ¥ HH3KHUH.

IxcmpemMarsHo 8bICOKUL UAK bicoKUiE PUCK TPeOYeT cneuHaibHbIX
HefieHanpaBNeHHBIX  KOHTPMEP  ANS  CBEAEHAS K  MUHUMYMY
BO3HUKHOBEHME ¢ HeONaronpuaTHoe nocnefcTBHe. PUCKM Ha 3ToM
ypOBHE HMEIOT BLICOKYIO BEPOATHOCTH CHABHOTO HIM YMEPEHHOro
BO3JEHCTBHA. PHCKM HA 3TOM YPOBHE NPEICTABASIOT colo# cepbesHblid
pUCK M, CHEAOBATEABLHO, HOMKHE! OBITE HEMEANEHHO BBIABACHB H
HPHHATEl KOHTPMEPBL.

Pucxu cpedHez0 YpOoSHA MOTYT OBITE  COGBITHEM HU3KOrO
pe3ynsTara ¢ BHICOKOH BEPOATHOCTBIC HITH COGBITHEM BBICOKOIO
pe3ynpTaTa ¢ HH3KOH BepoATHOCTHIO. [IpH OTAENBHOM PacCMOTPEHHH
HU3KO pe3yJIbTaTHbIE cOOBITHA C BEICOKOH BEPOATHOCTHIO MAJIO BIMAIOT
Ha CTOMMOCTS NPOEKTA MK OKUAACMBIA PE3YJILTAT. CoOBITHA BLICOKOTO
pesynbTaTa ¢ HM3KOH  BEPOATHOCTHID  TPeDYIOT MOCTORHHOrO
MoHMTOpHHTa. XOTS PHCKH CpeiHero ypoBHA He Tpebyior
HeMeMIEHHBIX AeACTBAMN, 3aUMTY TpebyeTca yCTAaHOBHTL Ha paHHel
cTaaud.

Pucku Hu3K020 YPOSHA — KATETOPUA PHCKOB, Ha KOTOPYIO OGBIYHO

MOXHO He oOpamars BHUMAHMA, WIH o0palate BHHMAaHHME IpH
nocaeAyIOMKX OLUEHKAX, H HX YCTpaHeHHe He TpefyeT KpaTkoCpPOYHOIo
OCYLIECTBECHHS MM YPE3MEPHBIX 3aTpart.
Mampuya pucka ONPEAENAET BEPOATHOCTH BOZHMKHOBEHHS PHUCKOB B
3aBHCHMOCTH OT HX PE€3YNbTaTOB M BO3ACHCTBHA, a Takke rpadiHyYecKH
NpECTABIIET CEPLE3HOCTE PUCK2 W YPOBEHD 3aIMHTH OT Hero. Martpuua
PHCKOB — TPOCTOH TMpouecc, HCOONB3yeMbli AMA  yBEJNHHCHHA
BEPOATHOCTH BOSHHKHOBEHHA PpHCK&, MNOMOTarOI(MHA MAPHHUMATH
KOHTpMEpBl. MaTpilia PHCKOB MO3BONACT BHIABNATE PHCKH HA PA3sHBIX
YPOBHAX H rPYIHHPOBATE NO CTENEHH cepbe3HOCTH (Tabn. 5.4).
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MpeacrabneHHas  MaTpuua  PpHCKOB  NOIBONSET  HACASAHO
MPEACTaBUTL H CPABHUTH PHUCKH, H KaRas suelika B Hell COCTOMT U3
KOMOMHAIMH BepOSTHOCTEH H BenuuuH nocneacTsuil. CepresHocts
pUCKa 3aBHCHT OT €ro BEPOSTHOCTH H YpPOBHA Bo3AcHcTBuA. Onu
pasfiencHsl HA 5 rPYNN MO BEPOATHOCTH NOABACGHUA B MaTpHUlie PHCKOB.
CoOTBETCTBEHHO, PUCK HCXO/a TAKXKE AENMTCA Ha 5 ypOBHeii.

- - Tabnuya 5.4
MaTphna pHcKoB
BepoATHoCTE
Moenencraun / sauaude
{AcHOCTR:)
He
RO Huskuii | Cpeagrmii | Bricokuit | Cepreyseni
81— OneHn [ST— Cpcaunii | Bocokni [ CHent Omens
100% BLICOKHI BHCOKAT | BRcORui
6i- ... | Cpeanuit | BricokHit | Bucoruii |  Ouems
80% Bricoxuii | Huaxui S
4]- | BeposTROCTH Pannpt | Heoadi Cpennnit | Cpemrl | Botcoxuii | Burcowui
60% {HeACHOCTE)
4201‘;2, Hiraxenit Huasdi | Huoinit | Cpennnit | Cpeaenal | Buicosnii
i- Cuene | Hiswdt | Huskat | Cpenmit | Cpenpngi |  Bricorsdi
20% HM3KHE
¥Ynpasnerue puckamu. VY0npaBneHHe pHCKaMH — MOpolLece

BRIBACHHS, OLUEHKH, pPEarHpoBaHHs Ha PHCKH M NoOyxacHus
OpraHv3allHH  pearMpoBaTe H4  TOTEHUHANBHBIE  BO3JEHCTBRHA.
YnpaBieHHE PHCKAMH 3aHHMAET BAXKHOE MECTO B XKH3IHCHHOM LMKIE
6e30MacHOCTH, 3TO MOCTOAHHBIA M Aaxe cnoxweid npouecc. XoTa
PHCKH Da3Nu4aloTcd OT OpraHH3aliiH K OpraHuzanmd, ofyueHue
YNPABNCHUIO DHCKaMH ABNfeTcd OGWMM AnNst BCEX OpraHH3alMH.
OCHOBHBIMH 3aJ1a4aMH YIIPABIEHUS PUCKAMH SBASIOTCH!

~ BBIABNCHNE NOTEHUHNANBHBIX PUCKOR;

- onpeReneHMe BO3NCHCTBMA pHCKA H MOMOINE OpraHU3ALHSM

paspaGaTeiBaTh Gonee atipexTHBHBIE CTpaTerHH W NAAHBI YNpaBIeHUs
pHCKaMH;

- HCMONBL30BAHHE METOAOB, CpeAciB H TeXHOMOHIt yOpaeRCHHSA
pucKamMK ANA KIaCCHOHKAUKMK DHCKOB M OKazaHHA WM fIOMOINM B
3aBHCHMOCTH OT CTENCHH CePLE3HOCTH;

- NMOHHMAHHME, AaHAIH3 pPUCKOB M  perucTpaups BBUIBACHHBIX
PHCKOBBIX CODBITHIA;

- KOHTPOJib PUCKOB H 60pb6a NnpoTHB BO3ACHCTBHA PHCKOB,
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- pa3paboTKa CTPAaTerHH, NpeAynpexACHUs COTPYAHUKOR CIyKOul
6e30NacHOCTH ¥ YIIPaBIEHHs PHCKAMH.

YnpaeineHHe pUCKAMH IIPefyCMATPHBACT CHCTEMHBIA MOAXOI K UX
BBISBICHHUIO H HMEET CNEAYIOLHe NpeuMyIIecTBa:

- (okycupyerca Ha 001acTH NOTeHUHANEHOTO BOIACHCTBHA PHCKA;

- IIepeagpecOBLIBAET DUCKH 10 YPOBHAM;

- YRy4UaeT Npotiece BhISBNEHHS PHCKOB;

- moMoraeT COTPYRHHKY cnyxOpl OeszonacHocTH 3ddeKkTHBHO
melicTBOBAaTh NpY BOSHHKHOBEHHH HENMpPEeABUACHHbIX OOCTOATENLCTE;

- mo3ponseT 3PPEeKTHBHO HCMONB30BATE PECYPChl.

Baxcuste ponu u obazannocmu & ynpasnenuu puckamu. Ponu u
obg3aHHOCTH B YOPABJICHHH pUCKaMH PpacnpeAchsaioTca  Mexly
HCHOMHHUTE/LAMH CACOYIOWHM obpasoM:

Tgenwiii  ynpaersiowuy. [hapHel  ynpaBnsfiomui  ABASETCA
PYKOBOZHWTENEM MPOUECCa YApPABACHUA PHCKAMH B OpraHM3alMH H
pas3pabaTbiBaeT MONUTHKY M METOAbI, HEOOXOMMMEIE AJA BhIABNEHUS
PUCKOB 0 MX BO3HHKHOBEHHS. Kpome Toro, B €ro 3afady Taioke BXOAHT
npoBefieHHe HEOOXOMMMBIX Mep NS CHEPXKUBAHAA (OTCHUHANLHBIX
puckoB B Oy AyiLeM.

Jlupexmop no uxgpopmayuonres mexnonozusm. O6nanarens toi
JOJDKHOCTH HECeT OTBETCTBEHHOCTh 32 pEaNU3aLHI0 MNOAHTUKH H
nnaHos, HEOBXORMMBIX JJIA  MOMAEPKKH HHPOPMALUMOHHBIX H
KOMIMBEOTEPHEIX TEXHONOTHIL opranu3auui. OCHOBHAs! OTBETCTBEHHOCTb
5TOr0 JO/UKHOCTHOTO JIHIA 3aKMOYAEeTCA B OOYYEHHHM COTPYAHHKOB

TexHHKe 0e300acHOCTH M YNPAaBNSHHHU BO3ACHCTBHEM MOTEHLMANLHBIX
pHCKOB Ha OH3HEC-TIPOUCCCHI, CBA3aHHBIE C HHDOpMALHOHHBIMK

TEeXHOIOCHAMHY.
Bradenvoywt cucmem u ungopmayuu. OBAaHHOCTH BRAAENLLER

cucTeM H MHGOpPMAaLUH 32KNIOYAIOTCA B OCHOBHOM B MOHHMTOPHHIE
f1aHOB M MOMHTHK, pa3pabOTaHHBIX JIA HHPOPMALHOHHBIX CHCTEM, U
BKJIIOYAIOT ClieAyIouHe o6A3aHHOCTH:

- yqacme BO BCEX MNEPEroBOpaX, CBA3ZAHHBIX ¢ npogeccoM
yNpaB/ieHAs HACTPOHKON;

- XpaHeHHE Y4eTa KOMIOHEHTOR HH(POPMALMOHHEIX TEXHONOTHiL;

- H3Y4Y€HHE BCEX H3MEHEHHIi B HHd}OpM&uHOHHb[x cUcTeMax H HX

BO3ecTBHIL;
- NOArOTOBKA OTUETOB © COCTOAHHKM Oe30MacHOCTH O Beex

CHCTEM;
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- obrnosneHue Mep Oe3onacHOCTH, HeOOXOOWMBIX ANA 3aIIHTH
HHPOPMALIMOHHBIX CHCTEM;

- perynspHoe oOHOBNEHHE AOKYMEHTALUNK MO Ge30NacHOCTH;

- npoBepka W oueHka AnA  obecneueHus 3¢ eKTHBHOCTH
CYILECTBYIOIHX Mep 6e30nacHOCTH.

Busnec u  pynxyuonanviuie menedxceput. Obnamaresn  STOH
NOIDKHOCTH -HECYT OTBETCTBEHHOCTE 3a MNOLOAEDKKY BCEX TpOLEcCOB
YNPaBNCHHS B OPraku3alM¥ W NOMYHalT NOOAEPXKKY OT PYKOBOACTBA
OpraHy3allMi B BHIMOMHEHHH 3TOW 3amauu. Tunsl hyHKUHOHANBHOIO
MEHEIKepa:

- MEHEDKEp IpYNIB pa3BHTHS;

- MEHeKep Mo NpoAaKam,

- MeHeMKep No oBCIyKHBAHKIO KIHEHTOB.

Menedsiceput npozpammer besonacnocmu UT u Qupexmop omodena
xomnuiomeprot  Gesonacnocmu.  OGnajateny JToit AODKHOCTH
NOAAEPXKHUBAIOT BNAAENLUEB HHBOPMAUHOHHBIX CHCTEM, BhIGHpas MEDB
He30MacHOCTH AN 3aLHATEI CHCTEMEL,

IHpaxmurxanmu: beszonacrocmu HT. CneuHanHcTh no
GesomacHocth  UT  ocywectsmmor nmuanyio, Quaddeckylo o
HHGOPMANMOHHYI0  G€30MacHOCTh B OpradMM3ailMM M HECYyT
OTBETCTBEHHOCTD 3a:

- co3gande Oonee 3pPEKTUBHLIX MeTONOB G€30MacHOCTH B
OpraHH3alHH;

- paszpaboTKy METOOOB, NONHOCTRIO COOTBETCTBYIOMHX
CTAHAAPTAM OPraHH3ALMH;

- TIPOBEPKY MNOAXOROB opraHusauuu x OesomacHOCTH A
yTpaBNeHHs PUCKAMH W GH3HeC-NNaHHPOBAHHIO;

- 3aXBaT H 3aMHCh MHUKASHTOB Ge30nacHOCTH;

- ONpefeNeHHe pONed M OTBETCTBEHHOCTH 3a 6e30HacHOCTh B
OpraHH3alHy;

- KOHTPOJIb BCEX MEp OE30MacHOCTH B OpraHuzaLuy.

Hacmaegrnuic no 6830"00}{06”1&. Hac'[‘am{ﬂ]( mo OezonacHOCTH
NPOBORHT TPEHHHTH M o0pazoBarenbHble Kypcel B OpraHH3AUHH.
PexoMeHAyeTcs, 4TOOBI 3TY 3ajady ppinonuana, Kak [PaBUNO,
CriCHHANUCTEL AaHHoi obnacTh.

Baxcusie noxazamensu pucka, BaxHole NoKa3areNd pPHCKA
ABJAIIOTCH OCHOBHBIMH JIETCPMHHaHTaMu B npoiecce 3(¢ekTHBHOIO
YIpaBJieHAA PHCKAMH, YKA3bIBAIOUIMMU Ha CTENEHb PHCKA JBHXKEHHH Ha
HaYanbHBIX 3Tanax. llpaBHibHOE BBIARNEHHE BAXHBIX MNOKA3aTeNeH
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pucka TpeOyeT NOHMMAHHS UENM OpraHHzauuu. 3TO NOMOraer B
OPTraHH3aUMH peani3oBaTh B KauYecTBe Mephl BEPOATHOCTH PUCKa
caenyoluee:

- ofipedeNUTh BIMAHHE HHLMICHTA;

- [peAyNpexaaTs O NPeAcIbHOM 3HAYEHHH,

- MEepecMOTP PHCKOBBIX COOBITHIA.

- BakHblif MNoKazarelb pUCKa AOMKEH ObITh PaccCHUTAH TOUHO H
OTpakaTh HETATHBHOE BJMAHHE HAa MOKasaTenH 3PEeKTHBHOCTH
opraHusauuy. B 3ToM Ciyyae M0Ka3aTe/lb ASATE/NBHOCTH OpraHu3aLuu
gBNAETCA [OKasaTeneM OUEHKH Mpouecca, MOCPEACTBOM KOTOPOTO
opranu3aliis A0CTUraeT CBOMX uenefi.

Dmansr ynpagreHun  puUckamu. YNpaBleHHE pPHCKAMH —
HempephIBHBIH mpotecc, KOTOpPBIH TpeOyer ycnmewHo# peanvsauuu Ha
xax oM stane. OH no3gonseT uibexaTs PUCKA HA NPHEMIIEMOM YPOBHE
34 cYeT MCIOJb30BaHHS HACHTHPHUMPOBAHHOH M aKTHBHO pafoTatotueH
nporpamMMbl 6e30MaCHOCTH. [Tpouece ynpapfieHHus pUcKaMu JENUTCA HA
cHeyroLHe OCHOBHBIE YETEIE 3Tana:

1. BeiapneHue pHCKOB.

2. OleHKka PHCKOB.

3. [IpenoTBpaLiCHHE PHCKOB.

4. MOHHTOPHHT U MEPECMOTP PHCKOB.

Kaxmas OpraHMsanus MpPoXOQWUT YKa3aHHbIC BBIE JTafbi B
1Ipotiecce yRpaBNeHHs puckaMi.

Buisgnenue puckos. TIepBeIM WATOM B YNPAaBJACHHA PHCKAMH
gBMRercs BLUBIEHHE pHCka J0 TOro, KaKk OH HaHeceT Bped
opranuzauy. [1OCKOMBKY MPOUECC BHIABACHUA PHCKOB 32BHCHT oT
criocoBHoCTe# OTBETCTBEHHDBIX CNCLUHANHCTOB, OH OTIHYACTCA B PasHBIX
OpraMu3auKax Mo-pasHOMY. BeuipnieHHe pucKa BK/Mo4aeT B ceds
WCTOUHMK, IPAYHHBI, PE3YNBTAT U T.[. BHYTPEHHHX M BHEIUHKX PUCKOB,
xoTOpsle BIHAIOT Ha Oe€30MacHOCTH oprauusaumd. Pucku o6uI4MHO
BO3HMKAIOT B CIEAYIOUMX 4 BXKHBIX ofnacrax:

- cpeda — PHCKH, CBA3aHHBIE CO cpefol, coderairoT B cebe
HENOCTATKH Ha paboveM MecTe, pasnMYHBIC HApYLICHHA, ropsuyro/
XONOAHYIO CPeAY, AbIM, HH3KOC OCBEUICHHE H OACHOCTS 3NEKTPHYECTBA
HT.0.;

- oBopydosanue — K PUCKaM, CBA3SAHHBIM C 000pYAOBAHHEM MOXHO
OTHECTH HH3KKE 3KCIUIyaTaUHOHHblE pacXoAkl, HEHCIPABHOCTh
ofopyaosaHKs, ero HEAOCTYTHOCTE H HECOPa3MEPHOCTD (pyHKLIMI;
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- KAueHm — PHUCKM, CBA3AHHEIE C KIIHEHTAMH, OOBIYHO BO3HUKAIOT B
pe3ynsTaTe 3HAYHTENABHLIX H3MCHEHMH, HEOKUAAHHBIX AeHCTBUH H
cnaforo B3aMMOREHCTBYUS;

- 3adayu — NPHMEPbl PHCKOB, CBA3AHHBLIX C 33fa4aMH, BKIIOYAIQT
PHUCKH, CBA3aHHBIE C HEJOCTATOYHHLIM BpEMEHEM  BBINOJHEHHS,
AOBTOPSIOUMMMHCA  3aJa4aMH, ANaHAPOBAHUEM paboTes M
HEJOCTATOYHBIM KONHYECTBOM COTPYAHHKOB. -

BrisBneHMe PpHCKOB YMEHLIIAeT pa3jiMuHble OTKAOHEHHS B
npouecce YHpaBREHHs PHCKaMM, HTO, B CBOK O4YepeAb, CHHXKACT
BeposTHOCTh GyRYUIHX BAUAlOMMX dakTopoB. CymEeCTBYET MHOXECTBO
cNOCOGOR BHIABREHUS PHCKOB, HA OCHOBE KOTOPHIX GbUTH paspaboTaHsl
pasnuyHble NPOrpaMMHBIE CPEACTBA. DBONBLIMHCTBO  MPOLECCOB
BBLIABJIEHHA PUCKOB OCYIIECTBAAETCA crieUManbHo chopMupoBaHHOH
koMaHgoH. [IpoLecc BHIABAEHMA PHCKOB OCHOBAH HA psAe (HaKTOPOB,
TAKMX KAk COCTOSIHHE CETH if CNOCoOHOCTh YWAeHOB KOMAHAL! YAPAaBRATh
pHUCKaAMU.

Oyenxa puckos. Ha 5Tane oueHKH DUCKOB OLEHHMBRIOTCA PHCKH B
opra’Hu3auydd, M pacCMATPHBAETCR BNHAHHE MM BEPOATHOCTD
BOHHKHOBEHMA 3THX PHCKOB. Quenka pUCKOB - HENPEPHIBHEIH
ApPOOODKAIOMMIACA MAPOLECC, KOTOpPLIK ONpeAcNsAeT NpHBHICTHH
peaju3aL{u NIaHOB YNpasneHus pHckaMu. OueHKa PUCKOB OMNpPEIEseT
HX KOMMYECTBEHHYIO H Ka4eCTBEHHYIO HeHHOCTh, Kaxkaaa opraHH3auns
AO/DKHAa NPHHATH CBOH COGCTBEHHBIH MPOUECC OUEHKH PHCKOB IS
BBISABNECHHA, KNACCH(UKAIHK U YCTPAHEHHS PHCKOB,

QueHxa pHCKa OQOPEACMNET THNO TNPEACTABACHHOMO  PHCKA,
BEPOATHOCTh H PasMep pPHCKa, €ro YpOBeHb H [UIaH KOHTPOMA.
Opranu3auuy 066I4HO BBIMOMHAIOT NPOUECC OLUEHKH PHCKA, KOTAa PHCK
uaeHTUGHUMPOBAH H He MOKET OwiTh HeMemneHHo orcmexecH. Bee
cpencTea Maccopoil uudopMauuu Heobxoaumo Oyaer oOHOBHTH B
TEeYEHHE ONPENENSHROT0 NEPHOAA BPEMEHH NMOCE OLUEHKH PHCKOB.

Iocne OUEHKH PHCKOB OHH KIACCHQHUHPYIOTCA B COOTBETCTBHU €
KONUYECTBEHHBIM YILEPOOM, KOTOPHI OHW HAHECYT OpraH{3aLkH.
Knaccudukanus nomoraet 6opoTbCAd ¢ pHckamMM H paclpeleliTh
pecypchl. YpOBeHb NPEACTaBNEHHBIX pHCKOB Oyjgetr 3aBHCETh OT HX
KONHYECTBa:

- eCHH HEBO3MOXHO CPA3y YCTPAHUTh WM HCKMIOYHTH PUCKH 1-2
ypoBHs, HeoOXONHMO CHU3MTH YPOBEHS €ro OMAacHOCTH 3a CHeT
KOHTPOMKPYIOIIYWX BO3ACHCTRBHH;
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- HeoGXoauMo ycrpatnTs
KOHTPONIE Ha HekoTOpoe Bpems;

- PHUCKH ypoBHA 5-6 cnepyer ycTpaHaTs,

PHCKH 3-4 yporug iy B3ATh PUCK NOJ

» KOFOQA 3TO BO3MOXKHO,

;]
Ouenka prckoe ocyuwiectensercy g cllenyiomue apa stana:
Ananusz pucka: stan onpepenenus XapaxTepa pucka M pacuyera
CTeneHu ero BO3HHKHOBEHHS, TOMOI-aeT KOHTpoanposath pucks.
Knaccugpurxayus Puckog: stan  ananusa PHCKOB B mpouecce
onpefeneHus yx KONIHYECTBEHHOTO pefiThHra y NPOEKTHpPOBaHHE MED
NpoTHBOOeHCcTRI,

HIpedomspawsenue pucxog. llpouece NpEROTBpaIEHHA PHCKOB

K TeM, kro obnamaer BBICOKHM
HHBAOWHM oT6op U OCYIECTBCHHE

UEABIO MOAH(UKALNY BLIABIEHHBIX
puckoB. TpumsArde pelwenus ua 3TOM 3Tane ocHOBBIBAETCA Ha

pe3yneTatax OUCHKM pucka. OCHOBHOf 3amavedf gmaxuoroc oaTana
ABNACTCA  BBUTBNICHHE  KOHTpMep  png KOHTPONs  Cephe3HO
pacCMaTpuBAaEMBIX  DHCKOB, a 3aTeM, gang gun AMBHIYANEHOTO
YCTPAHEHHA, MOHHTOPHHTA H NIEPECMOTPa PHCKOB, OCYIUECTBAAETCS UX
paszenenne Ha ypoBHM. Ilepen ycTpanenuem PHCKOB HeobXomuMo
clefyromee;

- BhIOOp COOTBETCTBYIOILEro MeTOA 3aHIHTBI;

- Ha3Ha4YeHUe OTBETCTBEHHOrO 3a CIOCab 3alyuTLL;

~  Y4eT CTOHMOCTH 3allHTBhI;

- ofocHOBaHHEe NOCTOUMHCTBA MeTOAA SAILHTEI;

- ONpeje/leHHe BEPOATHOCTH AOCTHKEHUS ycnexa;

- ONpeAeNCHHUE METONA H3MEPEHHSA H METO/A OLEHKH,

Ecnn Tpebyerca YCTpaHHTb BbiAB/IEHHbIE PHCKH, Heob6x0auMO
Oyzner nocTOAHHO NEpecMaTPUBAThL U paspabaTsiBaTh myay ynpaBneHus
puckaMu.  PasnuyHele  MeToABl  3amuTEI NMpeanaralT  Taxue
BOSMOXHOCTH, Kak u3beXaHME pHCKOB, ux MHHHMH3AUHA H
nepexnalbiBaHHe OTBETCTBCHHOCTH APYTroMy nuuy.

s roro 4ToGel CHU3KTL UK MHHAMHU3HPOBATE PUCKH CO CTOPOHE
COTPYIAHHKOB Tpebyerca:

- paspaboTKa N/1aHa KOHTPOAS PUCKAMH;

- OnpeAenenne BIUAHUA PHCKOB HA NPEOCTABIsSEMLIC YCITYTH;

- YCraHOBKa CTPOrMX OrpaHHYEHHHl Ha BBLIMIONHEHHEe [UIAHA
KOHTPOJIA PUCKAMH;

= OCYIUECTBJICHHE CTPAaTErHH KOHTPONS pHCKaMu;
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- BBIABJIEHHE NMOBEJCHHA KIHECHTOB [IPH KOHTPONE PUCKAMH;

- YCTaHOBREHHE CBA3H ¢ NOAAEPKHMBAIOLIKM MNEPCOHANOM BO
BpeMs KOHTPONA PHCKOB;

- TMONHOE AOKYMEHTHpPOBaHHME 4acTH TNpoLEcca KOHTpomA
pUCKaMH.

Mownumopunz u nepecmomp puckos. Ddbdextnsnpil  nnaun
ynpaBAeHKA pUCKaMH TpebyeT MOHHTOPHHIA H TIepeCMOTpa PHCKOB IpH ~
rapaHTUpPOBaHHOM BbIMOJHEHHH BBUABNEHHH M OLEHKH PHCKOB.
MOHUTOPHHT PHCKOB MPEAOCTABNNET CNEXYIOLIHE BOSMOKHOCTH:

- ONpeAenRseT BO3MOXHOCTE BOZHHKHOBEHHA HOBBIX PHCKOB;

- rapaHTHpYeT  pe€ail3auuil0  COOTBETCTBYIOWErc  METoAa
NpenoTBPAlEHHs PHCKOB;

- BEPOATHOCTL, BAHAHHE, CTATYC H PACKPLITHE PHCKA.

TMocpeacTBOM MEPECMOTPa PHCKOB rapaHTHPYETCA:

- oueHka 3¢dekTHBHOCTH cTpaTeruii ynpasnenus pUcKamMi;

-  yrpaBJieHHE OCBEAOMIIERHOCTbIO O BRICOKO BEPOATHBIX PHCKAX.

DpeiinsopK (CMpyxmypa) ynpaeneHus pucKamu 8 op2anusaKuu
(Enterprise Risk Management Framework, ERM Framework).
(DpeiiMBOpPK YNPaBICHHA PUCKAMH ONpPEAEAACT MEpPbHI MO peallk3alHi,
crielHGHYHBIE AN NOAXCNa OPraHH3alMH K YNPABAECHHIO PUCKAMH, H
ofecneynsaeT CTPYKTYPHBIH  mpouecc, koToppli  ofbeauHseT
AEATENbHOCTE MO HHpopMaunoHHOM GelomacHOCTH H  YAPaBieHHK)
puckamMu B opranusauun. @OpeliMBopk ynpaBlcHHA pHCKaMH B
OpraHu3atlii BGIAB/AET, AHANM3HPYET M peaiusyerT CAeayHlHe
AcACTBMA:

- u3bexaHHe PUCKOB MyTEM OTMEHE! PHCKOBAHHBIX AeHCTBHE;

- CHH)KEHHE pHCKAa 33 CHET MHHUMH3ALKKM BO3NCHCTBHA HIH
BEPOATHOCTH PHCKa;

- NpelJOoCTABACHHE CTAHAAPTOB MPOLECCa YNPaBNeHHs PRCKAMH.

OCHOBHBIMH  UEAMH  CTPYKTYpbl YNpaBicHUS pHCKaMH B
OpraH{3alKH SBJIAIOTCA:

- oO0heAWHeHHE YNpPABJIEHUR PUCKAMH B OpraHMIaund C
yIpaBleHHEM AEATENLHOCTEIO OPraHU3aLiHH;

- CBA3bIBAHKE NPEHMYLIECTB YIPABICHUS PUCKAMH;

- OnpefeNeHHe pofeH W OTBEeTCTBEHHOCTH B OPraHU3ALHA 33
ynpaBneHHue PHCKAMH;

~ CTaHAAPTH3AUMs OTYETHOCTH O PHCKAX M IIPOLECCA PA3BUTHA,

- YCTAaHOBKA CTAHAAPTHBIX MOAXOAOB ¥ YMPABNEHHIO PHCKAMH B
OpraHn3aimy;
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- OKasaHHe COAEHCTBUA peCypcaM B YNPABICHHH PHCKAMH;

- ycraHoBka o0JacTH MPHMEHEHHA H MPUACKEHHA YNpaBieHHA
PHCKaMH B OpraHH3alHH;

- NpaBoBeAcHHE TNEPHOAMYECKHX MPOBEPOK AAA  YAYdLIEeHHA
ynpaBReHHA PUCKaMU B OPraHU3aLiy.

Ha npakTHke B OpraHd3alHH IUHPOKO HCHOOJB3YIOTCA B Ka4ecTse
¢peiiMBopkos ynpasneHus puckamMd NIST ERM, COSO ERM » COBIT
ERM.

Hugopmayuonnvie  cucmemst  ynpasnenus  puckamu  (Risk
Management Information Systems, RMIS). RMIS — uudopmaunonnasn
cACTEMA  YNpaBAEHWA, KOTOpas  MpPeJOCTaBJSET  BO3IMOMHOCTDL
ynpasnenus uHdopMatnei, aHaNu3 ¥ NOIyYeHue KHdopMaLHUK O PHCKE
Ans ceTd opraHusanuyn. OpPraHHsauHd AN ONTHMH3ALMH  PHCKA,
o6neguamoT RMIS c ¢peliMBopkoM ynpaBneHHs puckamH. CHCTEMEI
RMIS uMeloT cliefYIoHe NpenMymecTsa:

- MOBBILIAET HABEKHOCTh [AHHBIX 33 CUYET YMEHBLUEHHSA
H36BITOYHOCTH AAHHBIX H OHBOK,

- CHIDkaer 3arpaThl B OpraHH3alMH 32 CcYeT YAY4UWEeHHOro
ynpassieHHs cOOBIUICHHIMH 1epe3 RMIS;

- RMIS mnomoraeT B 3(P¢eKTHBHOM HCOONBIOBAHHH MONMTHK
yrpaBneHusi PHCKaMH B COOTBETCTBHH CO CTAHAAPTAMU OPraHH3aLMH.

RMIS ¢opMHpyeT OTHETH O Pa3NIHYHbIM tpakTOpaM, H 3TH OTHETH!
[I03BOJAIOT OPraHU3aLMK HMETh UENOCTHOE MPENCTABICHAE O CETEBBIX
pHCKAaX M YNPaBiiATh HMH. THNE CreHepUPOBAHHOTD oTdeta RMIS
GymyT 3aBHCETh OT THNA OTHPABICHHOrO eMy 3anpoca. RMIS
dopMHpyeT ClENYIOUHE THIIB OTYETOB:

- Cmandapmyvie omuemsi: QOPMHPYET CTaHAApTHIE OTYETH B
oTBeT Ha OTIpasieHHble OOLIKME 3anpochl. ITOT OTUET HE COCTOMT U3
CrpyNNUPOBaHHbIX NAHHBIX;

- Cneyuanssvie omuemsi. GOPMADYET CleLHANbHbIE OTBETH! Ha
cnetHatbeble 3anpock!, COAepkKallHe HROOPMALIHIO, NPHHAANEKAILYIO
pasHbIM rpynnam

Ha npakTHke IUHPOKO MCMOAB3YIOTCS pasnuyHple  (GOpMBl
cucreMHbix MHcTpyMeHTOoB RMIS. B kauectBe npumepa, MoxHO
npusecté cpeacTea Aon Enterprise Risk Management, Stars RMIS,
RiskEavision, RiskonnectRMIS, INFORM, Traveler’s e-CARMA.
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KonTponsueie BONPOCsH!

KoMneroTepHas ceTh H €€ THOEL
Tononorusa ceT ¥ e¢ THNLL
CeTeBble YCTPOUCTEA H HX OCHOBHBIE PYHKUHH.
OCHOBHBbIE CETEBBIE POTOKONBI H HX QYHKUHHK.
OO0BACHATE IOHATHA YIPO3bl, YH3BAMOCTH H aTaKH.
OCHOBHBIE IPHYHHBI BOSHHKHOBEHHS CETEBBIX MpoGieM.
. Tunet yrpo3 H NpdBeAHTE HX MPHMEPEL.
. Kak mHapyweune cereBoi Oe30MacHOCTH  BJIMACT HA
AesTensHocTs On3Heca?
9. Va3BHMOCTH ceTepoil He30MacHOCTH U HX THALL
10.Buaet atak Ha He30MacHOCTD CETH.
11.OcHOBHAA UEND pa3BeRbIBATEABHBIX aTaK.
12.TlpuBeanTe NPUMEPD! K ATAKAM BTOPKCHHA.
13.KakoBa ocHOBHas LEflb 4TAK ¢ KWCMONB30BAHHEM BPEXOHOCHBIX
cpeacts?
14. OcHOBHas 3a03aua MEXCETEBOr0 IKpaHa.
15. Knaccugukarnus MexceTeBbIX IKPaHOB.
16.VPN ceTh H €e 0CHOBHBIE 32724 H.
17.Cnocolet nocTpoeHus VPN cern.
18. 06bacHUTE NOHITHE pUCKa.
19.00pAcHHTE NOHATHE YDOBHA PHUCKA.
20.06BACHHTE MATPHLY PHCK2 M €¢ OCHOBHYIO 3ajia4y.
21.¥YnpasfieHye PUCKOM H ero OCHOBHBIE 3TANbL.
22.PpeiMBOPK yNpaBjicHHA PpHCKaMH B OpraHnsalda H ee
OCHOBHbIE 3a/1a4H.
23.IlpuBeauTe MpHMEpE MHPOPMAUHOHHBIX CHCTEM YMpaBICHHUA
PHCKaMHK.

NGNS L~
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T'JIABA 6. METOAbI OBECHEYEHHS JOCTYIIHOCTH

6.1. llomATHE AOCTYNHOCTH B pe3epBHOE KOMHPOBAHHE

Hocmynnocms. Komnetorepan GesonacHocTe 03HawaeT 3aluTy
uHbopManHy u HHOOPMALHOHHEIX CHCTEM OT HECAHKLHOHHPOBAHHOTO
AOCTYTA, PACKPBITHS, B3NOMA, HIMEHEHHA MM YHHUTOXKEHHA, H ee
Haunbonee BaXCHOH UENBIO ABASAECTCA obecreyeHHe
KOHQUACHUMANBHOCTH, UENOCTHOCTH M AOCTYITHOCTH HHOpMauyl,
Ecmu  koMneioTepHble cHeTeMsi HCOOJB3YIOTCA AN XpaHEeHHA H
0bpaboTkH  HaHHBIX, TO CpeAcTBa  KOHTpoaa  OeszomacHocTH
HCONB3YIOTCA NS 3aIUMTHI OT HEAPABOMEPHOr0 HKCHONL30BaHHA
HaHHBIX. B cBOWO oOuepesn, BaxHbIM ABMACTCA  obecileuenue

ACCTYMHOCTH, KOTOpoE Mo3BOAAeT HMHGPOPMALUMHOHHLIM CHCTEMaM
JOCTHTATh CBOUX Ueneid.

Moust HIO NOCTYNMHOCTE CO CTOPOHEI pa3HBIX KOMIadHi H YUEHBIMH
JaHO pa3fiHYHOE ONpeaeicHrHe, B YaCTHOCTH:

- NPEROCTaBHTH AOCTYN TeM, KOMY HYXHA koHUAeHUHanbHag
HHGOpMaLus HIH pecypchl;

- CBOECBPEMEHHBIH M  HAAEKHBIH JOCTYN  ABTOPH3OBAaHHBIX
rons3oBaTeNeH K NaHHBIM H HHQOPMAUHOHHBIM CHCTEMAM;

- He [peNATCTBOBATE AOCTYNY K CHCTEME YMONMHOMOYEHHAIX NKL,
HMMEIOLIUX 3aKOHHBIH NOCTYN K 00BEKTaM;

- rapaHTHpPOBaHHE TOro, 4ToOB cHcTeMe! paboTand GeICTPO H HE
6611 3a6JMOKMPOBAHBI A 3aKOHHAIX MOJL30BATENEH.

XoT4 WHpOKoe BHEAPEHNE HHPOPMALIMOHHBIX TEXHONOrUR BO BCEX
of6JacTAX B HAacTOAIEE BPEMA HMEET BAXHOE 3HaueHHe Hns padoTel
OpraHN3alluK MY [IPSANPHATHA, OJHAKO, €CITH Y OPraHU3alUHH UMEIOTCS
npobaemMbl ¢ HHOOPMALUHOHHBIMUE CHCTEMaMH, €€ AeATENBHOCTD MOXET
CTOJIKHYTBCA €O 3HAYMTENbHBIMH YyObiTkamu. TIpefnmomoxmum, 4TO
XOCTHHT-NpoBafiaepsl obecneynpator  99%  HOCTYNHOCTH B
obGcayxnsaHHH ycayru. XoT4 3T0 3Ha4YeHHe SBHO BETHKO, OHO 03HAaYaer
87 wacoB (3,62 aHA) Oe3 ofcnyxuBaHWA B roa. 3a 3TO0 BpeMs
OpraHMzau{a MOXKET [10-Pa3sHOMY MOHECTH yIeps, B 3aBHCHMOCTH OT
pazMepa obcny:kuBaHHA. B fpHBegeHHOM BBIE Cydae, AaKe €CIH
pocturaerca 99,9% poctynnoctu B ofcnyxupaHHH, HaGuionaetcs
notepa 9 yacos B ro.
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CHuxeHHe 3THX NOTepb B 0OCAyKHBAHWH BaXXHO HE TONBKO IS
KPYNHLIX Kopriopauwii, taknx kak Facebook mmm Amazon, Ho v Ans
BCeX opraHnzauuid. B uyactHocTH, 30-muHYyTHIH cboli Amazon.com B
2013 roay ofowenca KOMAAHUK B 2 MUJUTHOHA Aonnapos (66 240 § 3a
MHUHYTY).

INpueeneHHble BBIHIE NPHMEPH! MOKA3ZLIBAKT, HACKOALKO BAXKHO
ofiecneynTh JOCTYOHOCTE AN JoboH - opraHW3anuH. Beicokas
AOCTYNHOCTL codeTaeT b cebe cneayoipme 3 dakropa:

- omxazoycmouNueocme. 3TOT (aKTop yKazbIBaeT Ha TO, YTO
cHCTEMa He BBIHIET U3 CTpOs, Raxe ecnu Oynet obHapykeHa omuOKa;

- 2apaHmuA HPeOOCMABGAAEMBIX YCAy2: YCIYTH, a TaKKe CHCTEMbI
NOMKHE OBITE BCETIa NOCTYHLY;

- besonacnocms OaHHbIX: LENOCTHOCTE JAaHHBIX B
HHPpacTpYKTYpe, OOMKHA OniTh obecneyena jgaxe B crmydae cbos
npoueccos U B paboTe COTPYAHHKOB.

JoCTynHOCTh BLICOKOTO YPOBHA He HOMyCKaeT HHKakoH owmnbku.
Jpyrume cnoBaMH, 4TOObl XOCTHHT-HpoBaiigepbl MOTIH oGecnednTh
JNOCTYMHOCTb BHICOKOFO YPOBHs, OHH JOMKHBI NPEeACTBPAaTHTE cOOH
moboro cereBoro yYCTpoicTsa (Hampumep, MapipyTH3aTOpa HITH
MEXCETEBOro IKpPaHa).

Ataxoif, HapywamooweH ROCTYNHOCTE CHCTEMB! HIH COyXOsf,
ABJISCTCA amaxa NpuHyscoeHus k omxasy 8 obcayacusanuu (DoS),
OCHOBHAA LeNb KOTOPOH 3aKMIOYaeTCs B OTKa3e CHCTEME HIH CeTH
MPENOCTaBMATb YCIYTH 3aKOHHBIM MONB3OBATENAM. OTa Aaraka
peasHsyeTcs Ha OCHOBE DAa3/IKYHBEIX XapaKTEPHCTHKAX CUCTEMBI H
cpelbl, ¢ KCNOJNb30BAHUEM PAa3HBIX METONOB H CPENCTE.

PekoMeHAYSTCA TNPHUHATE KOMINEKCHLIE MEpRl  3alMThl  [KNA
npeaoTBpPalleHHs ATAKH [PHHYKAECHHS K OTKasy B OOCHY)KHBAHHH H
obecnedeHKs JOCTYNHOCTH.

Pezepenoe Konupoearie. B nactosiiee Bpems NOTepA AAHHBIX
ABNIAETCA ONHOM M3 OCHOBHBIX mpolnem GesomacHOCTH  ANA
opraHusaunii, B Ppe3yNbTATe 4Yero OopraH{lallis MOXeT [OHECTH
orpoMHble YBLITkH. [lo3TOMY €O cTOpOHEI OpraHusaunu TpeGyercs
perynspHoe pe3epBHOE KONHPOBAHNE BOKHSHIX NaHHBIX.

Pezepanoe ronuposanue OAKHELX — npouecc KONHPOBAHHA HIH
XpaHeHHs BaXXHBIX AAHHBIX, MO3BONAIOUHY BOCCTAHOBHATE HX B ClTy4ae
notepu. OcHoBHaA UENb PE3EPBHOIC KONMHPOBAHHA AAHHBIX:

- BEPHYTb CHCTEMY B HOpMaikHOe pabouee COCTOAHHE [MOCHe
NOBPEXIEHHS
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- BOCCTaHOBHTH BRXHbIE JAHHble, XpaHSUHECS B CHCTEME, roche
HX yTepH.

XoTR nOTeps aHHBIX B OpranMsauMsx  XapaKTepH3yeTcs
tbuHaHCOBEIMM TOCNEACTBHAMH H MOCNEACTBUAMH, CBA32HHBIMH C
KIHEHTAMM, OHa MOXET NpPHBECTH K noTepe mWMHBIX (haiinoB,
dotorpaduii  w  ApYrHX UEHHBIX JamHBIx Ha HepCOHANBEHOM
KOMIbIOTEpE, - )

[ToTeps AanHBIX MOXET OBITH BLI3BAHA CcAeayoUHMK NPHYHHAMM:

- Yenoseueckuii axmop: HAMEPEHHOE WK ClyuqaHOE yHAneHHe
JA2HHBIX, HENpPaBH/ILHOE pasMEIlleHHe HOocHTened JAHHBIX HIY
HenpaBUALHOE ynipaBieHHe $a30#t JaHHbBIX;

- 3RoyMbluenKble OlCmEUA: MONUbMKALHS UM KpaXa BakKHON
HHGOpMaU¥n B opraHH3anum;,

= €CIMECMEeHHbe  NPUYUHBL.  OTKIIOYEHHE  SNEKTPOIHEPTHH,
ciyuaiiHoe H3MeHEHHE NPOTPaMMHOTO ofechneueHyus HITH [OBPEXAeHHE
ycTpokcTRa;

- cmuxuiinbie 6edcmeus: 3eMNETPACEHUA, NOXApPh! U Ap.

PesepsHoe KkOMAPOBAaHHE JBHHEIX B OpraHM3alMM MAM HA
MEPCOHANBHOM KOMMBIOTEPE PEAOCTABIAET CNENYIOMME BOZMOXKHOCTH:

- HCMO/Ip30BaTh BAXKHLIC HAHHGLIE Jaxe B Clyyae MOTEPH WM
ROBpEXACHHS,

- 3aWMTa OpraHu3auMii OT NpPeKpalleHHs MX JEATCILHOCTH M
CBOEBPEMEHHOE BOCCTAHOB/ICHHE AaHHBIX;

- BOCCTAHOBNEHHE NOTEPAHHBIX AAHHBIX B OpraHH3aLHu.

UneanpHas cTpaTerds pe3epBHOIo KONKHPOBaHHA JAHHBIX BKOYAeT
B ce6sl 3Tankl OT NPaBHIBLHOTO BHI60pA NAaHHEIX JO TAPAHTHPOBAHHOIO
mpolfecca BOCCTAHOBNCHHA MAHHLIX. XOTA B pasHSIX OpraHusauuax
PE3EPBHbIE KOMHPOBAHHSA PAUYANOTCSH, ABJSETCS BAXHBIM OGPATHTH
BHUMaHHKe Ha cnefyroutue 0COOEHHOCTH:

— CTpaTernsi  pe3¢pBHOrO  KOMHPOBaHUA  JAAaHHBIX  HNOJDKHA
ofecneyusaTs BOZMOXKHOCTE BOCCTAHOBMGHMS MAHHBIX C JoBBIX
BHCWIHUX ycTpolicTs. B KaueCTBE NpuMepa moxHO NPHBECTH TakHe
YCTPOWCTBA KaK cepBephl, XOCT-MalUYHBI, HOYTOYKH M T.A.;

= €CNM paHHBie [MOTCPAHBI B pe3yisTaTe cTHXMHHOTO Gencteud,
CTPaTerus pe3epBHOTO KOMHPOBAHHA He p#OMKHA OTPAHHYMBATHCA
3AIUATOR oOT Ol‘paHK"leHHOI‘O HHCna wHUuneHToB. JMake B ciy4ae
CTHXHiiHOro GegcTBMf CTPAaTerds JOKHA BKIIOYATE  MeTombl
BOCCTAaHOBNEHUS BaHHBIX;
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— CTpaTerds HAODKHA  COCTOATE K3 BaKHBIX 11aros IO
BOCCTAHOBMEHHIO AaHHBIX HA PAHHUX 3Tanax;

— HH3Kasg  CTOUMOCTH  pPE3ePBHOr0  KONMMPOBAHMA  FABJACTCA
¢$HUHAHCOBO# NOAEPKKOH A OPraHH3alMK;

— pe3epBHOe KOMHPOBAHHE  AaHHBIX  JOMKHO BBIMOJIHATECA
aBTOMaTHyeckn, 4ToOB! OHICTPO mnpenoTBpaTHTs NOTEHUMANBHYIO
uenoBedeckyio omubKy. - -

BeiGop xpaHuHlla PE3CPBHBIX KONuil B opraHH3aUMsiX ABASETCH
pacnpocTpaHeHHoit npobnemMoH, u BetBOp HemoaxoAALUEro HOCHTENA
pe3epBHBbIX KoM MOXET MPHBECTH K yTeyke AaHHBIX. BEIGOp HOCHTENA
ANs PE3CPBHOre KOMMPOBAHHA 3ABHCHT OT THMA XpaHMMBIX RAHHBIX H
OCHOBBIBaETCA Ha cleAYIOWHX paKTopax:

- cmoumocme. KOXKAAR OpraHHlauus pomxHa HWMeETh CpeAcCTBO
pe3epBHOro KOMUPOBaHHS, COOTBETCTRYiOIEe ee GromxeTy. Hammdue
CPEACTB, pa3Mep KOTOPbIX WPEBLIIAET pasMep XpaHUMBIX AAHHBIX,
NPHBEACT K HeNpeABUACHHBIM 3aTpaTam;

- Haodexcnocme. OPraRU3aALMH JOMKHL yEeaAHTHCA, 9TO HX AAHHBIC
XpaHATCA B CpeACTBAX PE3CPBHOCO KOMMpoOBaHMs, KOTOpble paGoTaloT
bes cbos;

- CKOpocmb. OpraHH3ALUM NOJDKHEI BRIGUpaTh CpecTBa XpaHeHHs,
KOTOpbIE TPeOYIOT KaK MOXHO MEHbIUero BMewuare/bCTBa UeNoBeKa B
MPOLECC Pe3epPBHOIO KOMMKMPOBAHUA;

- docmynnocme: TNPH HCTIONBLIOBAHUM HHCTPYMEHTa pPe3epBHOI0
KONMHPOBAHHA MOCHE [OTEPH MHAM MNOBpeXASHWA JaHHBIX MOryT
BO3HUKHYTE npobnemel. Il03ToMy opranmzauusm cnemyer obpaiuars
BHUMAHHE Ha TO, 4TO CpPeACTBAa pe3epBHOrOe KOMHPOBaHHA BCErAa
OOCTYITHB] A/ HCMOJ1b3OBAHUS;

- yoobcmeo: OPraHM3AaUMS AOJKHA BEIGpaTh ynoOHOE CPEACTBO
pe3epBHOTO KOMHMPOBAHHS AN HCNONB3OBAaHMA. JTO, B CBOIO OYEpEnb,
BaXHO JUiA ofecneuenus ruOKOCTH Npouecca pesepBHOro KONMPOBaHHA.

B HacToAmee BpeMA NN XpaHeHus pe3epBHBIX KOIUH AaHHBIX
HCHOMb3YIOTCA CREAYIOUUWE CPEACTRA:

Onmuveckue ducku (DVD, Blu-ray). DVD-aucku MOTYT XPaHHTb
a0 8,55 I'b AaHHBIX, M NOCTYNHBl Tonpke AnNR uYTeHHs. Xors
NpeHMYIECTBO 3THX YCTPOHCTB XpaHeHus FaHHBIX OCHOBAHO HA HX
HHU3KOH CTOMMOCTH M OpPOCTOTE MCNONB3OBAHMA, MX HECMOCOOGHOCTDH
XpaHUTEL GonblIHe 06BbEMBl AAHHBIX ABAASTCH HX HEAOCTATKOM.
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ITopmamusnore sxcecmrue ducku / USB-naxonumenu. TTOpTaTHBHbBIE
JKECTKHE AMCKH — XOPOLUHH HHCTPYMEHT s XpaHeHHA MEHBIIHX
065eMOB NaHHBIX pe3epBHOTO KOMUPoBaHuA, yem auckd DVD u Blu-
ray. Qaail-AUCKA OBIBAIOT PA3HEIX Pa3MEPOB M MOTYT XPaHHTb GONbLUME
o0BeMbl HaHHeIX. J[pyro# BapHaHT HCNONBL30BAHHA KECTKMX AUCKOB —
RAID (Redundant Array of Independent Disks).

Henmounwe Oucxu. JleHTOTHBIE pucku spusoTcAd  Hanbonee
NOAXOMALIMMH XPAaHHTE/LIMU UL DE3CPBHOrO XpaHECHHs AAHHBIX H
BHINONHSIOT pe3epBHOE KONWPOBAHHE JAHHBIX HA YPOBHE OPraHK3auUUH.
OTH ycTpoifcTBa XpaHEHMS HCHOAB3YIOTCS AJis XPaHEHUS NAHHBIX M
NPUIOKEHHIE. DTO XpaHHUITHILIE PE3EPBHBIX KONKiE NIErko NEPEHOCHTH, HE
Tpebyer yuacTHA TMONB30BATENA B pealusalMi M  HOJHOCTBIO
aBTOMaTH3WpOBaHO. Ero OCHOBHEIM HeJOCTaTKOM ABANETCA €ro
AOPOrosysHa [ OOLMHEIX MONL30BATENER U TOT (aKT, YTO OOBIMHBIM
KoMmneioTepaM  TpebyeTcd  ROMONHWTENsHoe  OGOpYAOBaHHE U
nporpaMMHoe ofecriedeHHe A €0 HCNONb3OBAHMS.

6.2. TexHOJOTHM H METOAB! PE3EPBHOT0 KONHPOBAHHSA JAHHLIX

BoABIIMHCTRO OpI‘aHHSaLIHﬁ OCYLUECTBIAAOT pe3epBHOE
KONUPOBaHNE BaXHBIX AaHHBIX € MOMoueld TeXHOIOTHH RAID.
HOCKOJIBK}’ B TEXHOJIOTHH RAID ngaHHeie XPaHsATCsl B PasHbIX obnacrax
HECKONBKHX JHCKOB, 3TO ynpouaer onepanuuw [O (BBOAa-BLIBOAA).
Texuonorus RAID paboTaeT NYTEM YCTAHOBKM HECKOJIBKMX JKECTKHX
ANCKOB KAaK OXHOrO JIOTHHECKOro AHCKA. JTa TEXHOJNOTHA MO3BOAAET
XpaHHTL ofHM H Te Xe JAaHHBe cOanancuposaHHbIM 06pasom no
MacCUBY [HMCKOB. JTa TEXHOJOrHA 00bIYHO [peJHa3Ha4YeHa AN
XPaHEeHHs HaHHBIX Ha CEPBEPaX, H HET HeoGXOAMMOCTH UCIOAL30BATH
fIEPCOHANBbHBbIE KOMITBIOTEPDL.

B rexnonorun RAID cyuiecTByeT 6 yposueii nna adpdexrupuoro
BeimonHenus onepaunii: RAID 0, RAID 1, RAID 3, RAID 5, RAID 10
u RAID 50. Kaxaei ypoBeHr RAID wuMeeT chepyiomwue
XaPaKTEPUCTHUKHU:

- omkazoycmouyueocmy; ECNY Ol AuCK MepecTareT paGoTaTs,
OCTanbHbie AUCKH NPOAODKAT HOPMATIEHO pabortats;

- npouseodumenvnocms. RAID  umeer BbicOKUH  yposens
NPOH3BOAKTENBHOCTH NPH YTEHHUH H 3anHcH,
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BoamoxuocTs xpaHeHHA JAAHHBIX Ha AWCKAX 3ABHCHT OT Beibopa
cooTBeTCTRY[omero ypoBHd RAID. EMkocTs xpanunuma we TpeGyer,
4106l oTgenpupie auckd RAID 6pinu oaunakosoro pasmepa. Bee
YPOBHU RAID ocroBaHbl Ha CIEAYIOLIMX METOAAX XPaHEHHSL:

- Pasdenenue wa 6Ga0xu; HAHHBIE PA3JENMOTCA HA MHONKECTBO
ONOKOB. Dry Eaoku 3aTeM 3anuceiBaloTcA uepes cucremy RAID.
Pazaenenue ya Groky yayUlllaeT XpaHeHHUE NaHHbIX ;-

- 3epkanuposawue: 3EPKATUPOBAHHE OCYLIECTBNAET KOMUPOBAHHUE
ABHHBIX K perynapHoe cOXpaHeHHe ux nmo eceMy RAID. 3tor MmeTon
YCTORYHB K oyubxaM ¥ HMEET BLICOKHH YPOBEHb peann3auuu;

- KOHmpoabnoe 3HAaHeHUE: KOHTPONBHOE 3HAUEHHE HCMONb3yeT
GYHKUMIO 6GnoxkupoBkM TNPH  BBHIMONHeHuW QYHKUAM NPOBEPKH
UERAOCTHOCTH Gnoka AavHbIX. Korma auck nospexieH, KOHTPONbHOE
3HaYE€HHE npITaeTCs BOCCTAHOBUTh JaHHbie ¢ TOMOWERKY GYHKUHH
UCTIPABAEHUs OINOOK.

Cuctembr RAID uMeEIOT cBod NMpeUMYILECCTBA B HEAOCTATKH B
32BUCHMOCTH OT ypOBHSA Peann3aluu.

Hpeumywmecmea cucmem RAID:

npouzeodumenvHocmb  u  Hadexcxocme: TexHonorus RAID
YBEIHYHBAET CKOPOCTH UTEHHSA M 3aNHCH AAHHBIX Ha AHCKaX. 3Ta
TEXHONOMHS MOBLINACT MPOM3BOAWTENLHOCTh 34 CHET paclpeieNeHus
npouecca [Q, a ckopocTh Npouecca Boille, YeM MPH XPaHEHHH AaHHBIX
HA OAHOM AOUCKe,;

KOHMPORs OwubOK: BHINONHACT BOCCTAHOBJICHHE HN HCIIPaBleHHE
NAHHBIX, XPAHALIKXCA HA MOBPEXACHHOM AUCKE, MyTEM CPABHEHHA HX C
OCTAJIbHBIMH NAHHLIMH B AKCKE;

usbbtmounocms  OQuHLIX  (KONUPOBaHUe OaHHBIX): MOBPEXACHHE
DHCKa MOXET NpoM30WTH B MOOOH moment. TexHonorus RAID
06eCMEUNBAET BOCCTAHOBJIEHHE HAHHLIX MyTEM KOMHMPOBAHHMA WX TNDH
NOBPEXKACHHH YCTPOHCTBA;

ROOYEPEOHOCMb  OUCKOB8.  YBENHYHBAET NPOH3BOJHUTEILHOCTE
yTEHHA/ 3aNHUCH AaHHBIX. Haunete pazéupaiorcs Ha HeGonpUINE YACTH 4

pacnpeAc/IIOTCA O HECKOABKMM AucKkaM. B cuctemMe RAID nmaHHEIE
CHMTBIBAKOTCA H 33MUCHIBAIOTCHA OAHOBPEMEHHO;

npOOOANCUMENLHOCL  pABOMbL  cucmemwi: 9TO  H3MEpeHHe
onpenenser HaJEKHOCTH H cTaGUNIBHOCTD KOMIMBIOTEpA.

HpOnOIDKHTCﬂbHOCTB pa60'n.1 CHCTEMBI onpegeseT BpeMA
ABTOMATHYECKOH paboTe! CUCTEMBL.

Heoocmamuu cucmem RAID:
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Hanucanue cemeawix Opatisepoe: MOCKONBKY TexHonorus RAID B
fliepByIO O4epeb CIPOEKTHPOBaHa AS HCNONL30BAHAS HA cepBepax, ee
OCHOBHBIM HEJOCTaTKOM ABAETCH TO, YTO OHA 3aMHCHIBAET BCE CETEBLIC
JApatiBepsl;

HECOEMECMUMOCME, CHCTEMb! MOMIEPKHBAIOT pasHbie ApaHBepSI
RAID. OnpenefeHHbIl annapaTHbif WAW OPOTrPaMMHBIH KOMMOHEHT
Mmoxer GbiTe HecoBMmectmM ¢ cucreMOil RAID, sacTpoeHHo#t Ha
cepBepe. HecoBMECTHMOCTE MOXET IPHBECTH K TOMY, TO CHCTEMa
RAID He CMOXET NPaBHABHO BHINOAHATE CBOH QYHKUMH;

nomeps Odawnutx: Apakisepsl RAID MoryT He BBLINORHATE CBOHW
QYHKUMH W3-32 MexaHWueckux npobreM. PHCk moTepu fAaHHBIX
yBeNHYHBaeTcs NpH NOCAEN0BATENLHOM MOBPEXACHHH AHUCKOB;

onumenvHoe epems aoccmanogiedus. HCINONE30BAHHE JNHCKGE,
6onpiX OOBEMOB NpPHBOAMT K YBEGJHUYECHHIO CKOPOCTH [epeRaqd
OaHHBIX. OQAHAKO BOCCTAHOBREHME HAHHBIX Ha AWCKax ¢ Honsluum
obreMOM H HacTpodika MNOBPENAEHHBIX MHCKOB 3aHHMACT MHOrO
BpeMeHH;

swicoxan cmoumocms. BHeapeHne TexHonormn RAID Tpebyer
GONBIIHX 3KOHOMHYECKHMX 3aTpar. OTO Takxke TpebyeT npuobperenud
JOMONHUTENBHEIX KOHTpoinepoB RAID u gpafiBepor ycrpolcTs, ans
10BBILLIEHHA TPOH3BOAUTENBHOCTH CHCTEMBL

Bui6op noaxopsiuero ypoBHa RAID 3aeucuT 0T norpebHOCTei
OpraHM3allid ¢  HODKeH  OCHOBBIBATHCA  HAa  BO3MOXKHOCTHX,
NpenocTaBAseMslx kakasiM ypoBHem. Ilpu Bbibope yposus RAID
TpebyeTca Takke ofpamaTh BHUMAHHE Ha HX XapaKTepUCTHKE
(T26n.6.1).

Memods: pezepenczo konuposanun. OpraHnzanus BbiGupaer
METOll pe3epBHOre KOMUPOBAHHA, HCXOASM H3 CBOUX ¢PHHAHCOBBIX
Bo3MoxHocTe M HT-uHpacTpykTypbl. CYWECTBYIOT CREAYIOLHE
METOIB] PE3EPBHOND KOMMPOBAHHA AAHHBIX:

zopawee pezepeupoganue. JTOT METO] pPe3epBHOMO KOMKMPOBaHMA
HaHHBIX WHPOKO HCNOMB3YETCA HAa IMPaKTHKE H HA3BIBAETCA TaKkKe
METOJI0M AMHAMUYECKOr0 UK aKTMBHOIO Pe3epBHOIO konuposauus. C
NOMOWEI0 3TOr0 METOAA MNONL30BATENE TAKKE MOXET BBIMONHATH
NpoHecc pe3epBHONC KOMHPOBAHWSA BO BpPEMs YIPaBJIECHHA CHCTEMOIL,
Peamu3anua 3Toro Metofa pe3epBHONO KOMHPOBAHMSA COKPAaTHT BPeMs
npoctos cucteMbl. H3MeHeHMs [AaHHBIX BO BpEMA pe3epBHOCO
KOMHUPOBAHHA HE BJIHAIOT HA OKOHYATCNLHYIO PE3CPBHYK) KOMHKIO.
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OueBHAHO, YTO NpW Pe3epBHOM KOMHMPOBAHHH MPOM3BOAHTENGHOCTD
CHCTEMBI 3aMEMNAETCH.

XOROOHOe pesepsuposaiue. JTOT METOS PpPEe3CPBHPOBAHHA, TAKOKe
H3BEeCTHb Kak odnaliH pesepBHpoBaHHEe, OCYLIECTBASETCH, KOTHa
CHCTeMa He paboTaer UNH He yNpaBAsfeTcs MOMB30OBATENEM. DTOT METOX
aBngetrca Ge3onacHelM METOAOM Ppe3epBHPOBAHHUS H 3ALUHMIAET OT

- Pa3NHYHBIX YIPO3 NPH KONKUPOBAHHUH AaHHBIX.

Tabnuya 6.1
Adanns TexHonornii RAID
Yecroliun-
Henronasie Tpaucep Hocryn-
RAID -BAHHE BOCTE K | gonsuwinx Vposen HOCTL Unasud
palpyie- o HEROCTATOR
AHCKAR AAHHKIX ABHHBLX
HHAM
MTRBF
Exn-
Onxnaxo- nepion
m’::( soc 100% Her Xopowmii | Xopoumi oaore Tpn
o nHCKa HOBPEIRIACHHH
Husknil AHCKA JaHHBIE
Ornyutoe Ovent. Ouens MTBF TepAOTCR
RAID O 100% fla xopommii | xopoummit | nepuon
IHcKa
HcenonssosaHue B
Cpennee Xopo- 2 pasa MeHBIOE
RAID 1 50% Ha Xopousli | Xopommit Lt HCKOBOLO
MpOCTpancIBa
Xopowee Ouene Xopo- nunpgg.:llemm
RAD3 | -oues Ha xopotrndt Xopoumt | °\ AHCKA JAHHBIE
XOpouree
TEPAIOTCA
Xopomee Xopotmii - Xopo- Q0B npnemm
RAIDS | -oucHs Ha O9CHE Xopoumii po PeXA
xopotiee Xopoinuit it fcla fanunie
TCPAIOTCR
Hcnonw3oeanue B
RAID 0| Cpeanece CHeHb Xopo- 2 pa’a MeHbIme
+1 50% e Xopouuuit XOpOMIHA T AHCKOBOID
pOCTPaHCTEA
RAID 1 | Cpeanee fla Ouene Ouene 2;;::’ gﬁo,:;
+0 50% xopoumfi | xopomHit i oBImApHO
Xopomee
RAID Quens Ornuy- Ot~
10 - OYCHD Ja xopoumiit i i Cnmorom goporo
Xopounee
Xopouwee Xopoummii - _ _
RAID - ONEHDb Na O9CHE Oraerg Ormia Canxom aoporo
50 1311 HEL
Xopolnes XOpONHE

IHlpumeuanue: MTRBF - Mean Time Between Failures (cpennee ppeMa MexIy
HAPYIWEHUAMU).
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Tenroe pezepsuposarue. B 3T0M pe3epBUPOBAHHH CHCTEMA AO/DKHA
6biTh MOJKMOYEHA K CETK IS BHINONHEHHS PeryApHblx OOHOBREHHA.
3T0 BXHO MPU 3epKANLHOM OTOOPAKEHHHK HIIH KONMHPOBAHHH MaHHBIX.
B 3toM Merofe pe3epBHOEC KOMHPOBaHHE NAHHBIX 3aHHMAeT MHOrO
BPEMEHH, M NPOLECC OCYUICCTBIACTCA C ONPEeACHCHHBIM BPEMEHHbIM
MHTEPBAIOM (OT AHEH A0 HEAENS).

[lpu pe3epBHOM KOMHPOBAHMHM BaXHO BLIOpPaTh MeECTO JA
XKpaHerusi HaHHbIX. PesepBHBIE KOMHH MOXHO COXpaHATb MO
CNeQyIOIHM aPecam.

Buympennee (onsite) pesepaupoganue. 3toT METOoN
pEe3epBMPOBaHMs OCYLIECTBIACTCA BHYTPH OPraHH3auud, KOTOpas
HCAOAB3YeT BHEIUHHE YCTpolicTBa, JNEHTOYHRlE Hakomutenw, DVD-
AHCKM, HKEeCTKHE AWCKH H APYTHe HOcHTENH. BHYTpeHHHE YCTpoicTRa
pe3epBHUpOBaHHA BEIGHPAIOTCA B COOTBETCTBHH C 00bEMOM XpaHsILHXCA
JNAHHBIX.

Brewnee (offsite) pesepsupoeanue. Buewmmnee pesepBHpoOBaHHE
MOXeT OBITh OCYIIECTBICHO B yAaNCHHOM ajpece, a XpaHeHHe NaHHBIX
Ha (pU3MYECKMX AHCKAX MOXET OCYIIECTBAATECS OMAAMH uIu uepes
ciyx0y TpeTbeii CTOPOHBI.

Pesepsuposanue 6 obraynol cucmeme. ITOT METOJ PE3EPBHOIO
KONHPOBaHHA TAKKe Ha3plBaeTcs OHnaWH MeTtoaoM. OH  XpaHdT
pezepBHBIE KOMUH JAHHBIX B OTKPEITOH CETH MM HA ONpeAciecHHOM
ceppepe. Kak mnpasuno, onpeneficHHas QYHKUHA CepBEpa MOXKET
8BINONHATHCA CAYIKOoH TpeTbedl CTOPOHEL

Tunst pezepsupocanun. TIONXOOAWMA THO Pe3epPBUPOBAHUS HE
neperpyxaet ceTh U TpebyeT MEHbLIE 3aTpaT, BpeMeHH M pecypcos. Ha
NpaxTHKe CyIIecTBYeT TPH THNA  PE3epPBUPOBAHHA.  NOAHOE,
ougphepenyuanvroe U go3pacmarouyee.

Honnoe pe3epenoe Konuposeaxnue. ITOT METOA TAKKE HA3bIBAETCHA
HOpMaNbHBIM pe3epBHPOBAHHEM M OCYLIECTBAAETCS ABTOMAaTHYECKH MO
rpaduxy. Ilpm 3toM Bce daitne! KOMHPYKOTCA H COXPaHAKTCS B
YKOMIUIEKTOBaHHOM BHIE. OToT MeTon obecneuuBaer s¢dexTaBHYyIO
3alUHTY CKOMKPOBAHHBIX AAHHEIX,

Bospacmarowee pesepsupoganue; pesepBHpOBaHKE COFMIACHO 3TOMY
METOAY OCYWECTBMACTCA HAPH H3IMEHEHHH AaHHBIX, T KOTOPbIX
BEIMOJHAETCA pe3epBHpoBanHe. B kayecTBe OKOHEYHOro pe3epBHOIO
KOMHPOBAHHA MOXHO HCMOMS30BaTh J000H METOJ peiepBHpPOBaHHS.
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[loatomy mepen peannsauuedl BO3PACTAlOWEroc  Pe3ePBUPOBAHHSA
CHCTEMA NOJDKHA BRIMONHUTE AONHOE PE3EPBUPOBAHME,

HonyctuM, ©TO cornacHo rpaduky pe3epBHOTO KONMPOBAHMs,
NONIHOE  peé3epBMpPOBaHHME  3alaHHPOBAHO Ha BOCKpECeHbe, a
BO3pacTalolLee pe3epBHpOBaHHE CO BTOPHHKA o ¢yG6oTs!. [Tocne Toro,
KaK B BOCKpeceHbe OyJeT OCYLIECTBAEHO MNORHOE pe3epsHPOBaHHE,
H3MEHEHHS HOHeAeNbHHKA OYAYT BHECEHH BO BTOPHHK HAa OCHOBE
MeToJla BO3pacTaHHA. JITOT NPOUECC MpoAOMKacTea N0 Ccyb0oTH
(puc.6.l«an).

Hudpepenyuarsnoe pezepauposanue: 30T METO] PE3CPBUPOBAHKS
npeAcTaBaAeT cooi COBOKYNHOE NPEACTABACHHE O METOARX MONHOTO U
BO3DACTAIOLIEre pEe3epBHPOBAHHMA, B  KOTOPOM  OCYIHNECTBIAETCH
pe3epBHOE KOMMPOBAHWE W3MEHEHHWH, CcAeNaHHbIX H3 MNOCNEAHEl
pezepeHOi KOOWH,

4 Monuoe f 3 Moanoe
peicpoupoaaHme Bospacramwee 3 peacpouposanie Audspepenumainoe 3
300
M6 b4
Bopacranwniee 2 I 'i:mn“ 1' ;
~ TBespacratew] 100 - = T Thedfepen- .
|| — L _eel M8 | - Jusznnoz 1 11
| [ HIH|E
] (8] A

Bockpecenne Moneacasnxk BropHus Cpem_r Bocspecenne Honeaennhox Bropurx Cpena
a) Bopactaioiuee pesepBHpOBAHKE b) Mudubeperunansroe peasparpobatine

Puc.6.1. Tunmi pezepeuposaHnsn

PaccmorpuM npuBeaeHHbIH Bbime npumep. [lycTs Ha rpaduxe
Oyaer yka3aHO TO, YTO HONHOE pPe3epPBMpOBaHWE OCYUIECTBIACTCS B
BOCKpeceHbe, a AuddepeHUMansloe — go cy6GoTel. IToche TOro, Kak
MOAHOE pPE3EPBHOE KOMWPOBAHHE OYAET BLINONHEHO B BOCKPECEHBE,
nuddepenumansuoe pesepbHOE KkonMpoBaHMe GyJeT BEINOAHEHO MO
HCTEYCHHIO CYTOK B IOHCACHBHHMK. OTa CHTyallds MNOXOXKa Ha
BospacTarollee pelepeHposaHHe. QgHako BO BTOPHHK pe3epBHPOBaHue
6yner ocyECTBIATECS ANA U3MEHEHHH B BOCKPECEHBE U OHEENbHUK.
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[Tocne 3Toro, B Cpely pPe3epBHPOBAHHE peanu3yeTcs ANA BOCKpECEHBA,
noHeNenpHBKA B BTOPHHKA (PHC. 6.1 «O»).

6.3. BoccTAHOB/ICHNE N2HHLIX B PErHCTPALMA COOLITHH

Bocemanoenenue oannsix. TIoTepa NaHHLIX ABNAETCA CEPbe3HOH
npobaemoii ana  mobofi  opranusauuu. [losTomy TpebyeTcs
HCROJB30OBAHNE METOOAOB BOCCTAHOBICHHSA OAHHBIX. 3ToT npouecc
2aBHCHT OT cnocofa MoTepH AaHHBIX, POrpaMMHOro ofecneyeHns and
BOCCTAHOBJICHUS AAHHBIX H aApeca LI BOCCTAHOBJICHUS NaHHBIX.

MOXHO BOCCTAHOBMTb AdHHBIE HAa HOCHTensX AauHe, USB-
HAKOTHMTEANX, XecTKux Auckax, DVD u apyrux Hocutemsx. Ycnex
IpOLiecca BOCCTAHOBNEHNA 3aBHCHT OT KBANM(HKAUNM MONE30BATENA. B
MpOLEcce BOCCTAHOBNECHHA [AHHBIX BAaXHBIMK ABMASIOTCA 3HAHHUA H
NpaBUILHO NONOOpPaHHOE CPENCTBO.

BOCCTAHOBAEHWE NAaHHBIX HE BCETAA MOXKET OuITh yCmeUIHbIM. Ecnu
B XPaHHMMIlE NPOW3OLINAa OWHOKAa WIH OHO CHABHO NOBPEKACHO,
BOCCTAHOBJIEHME AAHHBIX MOXET ObITh HEBO3MOXHBIM. BepoarHocTh
BOCCTAHOBNIEHMS AAHHBIX 3aBHCHT OT MpU4HHBI KX mnotepu. Cryuau
MOTEPH AaHHBIX MOTYT OBITE CHEAYIOWMIHAMHM!

yoanenue chaiina: ecnd ¢aitn ynanen, 3ta obnacte ocTaHercs B
XpaHWAHIIE N0 TEX MOp, Moxa oHa He GyaeT nepesanKcaHa. 3anuch
JAaHHBIX B HeGONbUIYIO NMaMATh B 06acTH XpaHeHWsA AAHHBIX MOXET
NPUBECTH K TOMY, YTO BCE AaHHbIe He GyayT soccTanoenens.. B OC
Windows cylnecTByeT aNrOPWTM yZameHus JAaHHsIx B (ailnosoit
cucteMe NTFS, H BOCCTAaHOBJICHHE HAHHBIX TaKkKe BLIMONHACTCA HA
OCHOBE 3TOT'O aNrOpPHTMA.

nospescdenue Gaina: ecnu OC nospexzena, RaHHble MOXHO
BOCCTAaHOBHThL ¢ fIOMOIIBI TabAWUel pasgenoR gucka. ECAH tabanua
PasfeNoB Oucka TakKe MNOBPEXAEHa, TPUAETCH BOCNONb30BATHCA
CHELHANEHBIMY CPEACTBAMHE BOCCTAHOBNEHHS,

Gusuneckoe nospedcdenue xecmiozo Qucka:  (usnueckoe
BO3fteHCTBYE Ha #eCTKUIMl AMCK MOXET npuBecTH K SOMBUIMM OOTEPAM,
4eM moppexcacHue Paiina. IT0 TpeOyer UCNONB30BAHUS CHEUUANLHOIO
YPOBHS BOCCTAHORNEHMs AaHHBIX. Bo Bpema BoCCTaHOBNEHUA JaHHBIX C
NOBPEXAEHHOTO (PU3MMECKOrO AMCKA Cpefia OpoLecca BOCCTAHOBNEHHS
HNOMKHA GpiTh cpoboaHON OT PasNMUHbIX sarpasHeHHil. To ects, 3TOT
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[POLECC HYKHO NPOH3BOAUTL B YHCTOM MOMEILICHHH. B asineHoO# cpene

BOCCTAHOBNEHUE AaHHBIX OYAET 3aTPYHAHEHO.
IMpy BOCCTRHOBAEHHH  JAHHBIX HeoOXOAHMO  [OMHHTE O

cAeAyouIeM:
. He 3aNMMCLIBATH BOCCTAHOBNCHHLIE AAHHbIE Ha JKECTKHMM MMCK,

rae AaHHbIe ObINH MOTEPAHEL;

- BHUONHATE pa3slHYHbIE pe3EPBHbIE KOMAH M XPaHHTL HX MO
pa3HbIM anpecam;

.  BOCCTAHOBIEHUE NAHHBIX He Beerna Ha 100% 3pgexTuBHO.

Ha npakTHke [AJA BOCCTAHOBICHHS MOTEPAHHBIX JAHHBIX M3
XKPaHHUIHLA HCHONB3YIOTCA CleUHanbHble NPOrpaMMHLIC cpeactea. B
KauecTse MpUMepa MOXKHO npusectd Recovery My Files, EASEUS Data
Recovery Wizard, Advanced Disk Recovery, Handy Recovery, R-
Studio, Data Recovery Pro, Recuva, Total Recall, Pandora Recovery.

Pezucmpayun cobsimuii. [Ipn 0oMnOke agMHHHCTPATOD CUCTEMBL
WM COTPYAHHK NOANEDIKKH HOJDKHBI BBUICHHTH NpPHUMHY OWHKOKH,
HOCTapaThcsl BOCCTAHOBKUThL YyTepsAHHBIE AaHHbIE M HE AONYCTHUTH
noBropeHue OWHOKH. BaxubiM ABNAETCA TO, UTO NPHACKEHHA,
orepalHOHHaA CHCTEMA M JIpYrHe CHCTEMHEIE CHyXOBl perucTpHpyioT
paxcHble COOBITHA, HAMpHMEp, TAKHE Kak Manelii oObeM namsiATH HIH
ype3MepHasd NOoMNbITKA HCMOJIL30BAaHHA AHCKA. AIMHHHCTPATOP CHCTEMBI
MOKET OMpPeAeIUTb NPUHUHY OMIMOKH, H, 4TO0BI ONpeAeNUThL KOHTEKCT,
B KOTOPOM OH PEaNIU3YeTCA, UCHONB30BATH XypHan COoObiTHH (Taicke
HasbiBaeTcs aor dainom).

Pernctpauss coOpTHH JofkHa Brouate B cebs crexyrollue
coOBITHA:

Cobbimusa onepayuorHol cucmemst:
3aflyCcK U OTKJIFOUEHHE CHCTEMBI,

Havyaao ¥ OKOHUaHHEe 00CTYKHBaHuA;

H3IMEHEHUS HJIH HEyAauu B CEeTEBROM NMOAKIIIOYEHNH;
NONBITKH H3MEHHTH HacTpoiikM Ge3zonaCcHOCTH CHCTEMBI H
3IEMEHTEI YNPaBJcHHUA,

3anucu ayouma OC:

- MAONBITKH BXOAA B CHCTEMY (YCMELHbIE MK HEYAAYHBIE),

-  ¢YHKUMH, BBIIO/HSIEMBbIE NOCHE BXOJA B CHCTEMY (HampHMmep,
uTeHUe WM OOHOBNEHME BaXKkHOro (daiina, yCTaHOBKA MPOrPaMMBL);

- W3MEHEeHHe YYETHOH 3amucu (Hanpumep, co3fate H YIAIHTh
Y4eTHYIO 3alIKCh, HA3HAYUTE [IpaBa);
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- ycrelHoe/HeyAa4yHOe WCMOJb30BaHHE  MPHBHAECTHPOBAHHON
Y4EeTHOH 3anmKuCH.

Hucpopmayus 06 yuemnoi 3anuct nPUAOICEHUA:

- ychmewHsle W HeyJadHele MOMBITKH  ayTEeHTH(GUUHMPOBATEL
NpPHAOKEHHUS,

- H3MeHEHMs B YMETHOI 3anucH (HampuMep, co3laHHe H yAaneHHe
-yuetHo}i 3anucH, Ha3Ha4YeHHeE NpaB YYeTHOH 3anucn); -

- HMCROMB30BAHME IPOrPAMMHBIX NIPHBHUIETHIA.

Onepayuu npURONCEHUA.

- 34MycK H OTKHIOYECHHE MPOrpaMMel;

- nporpaMMHbie OIIKOKH,

- OQCHOBHBIE H3MCHEHHUA B KOHOUIypaLUNH MpOorpaMMEL.

3aperdCTPMPOBAHHbBIC JETaNH PAasMHHBL JUIf KDKAOrO COOBITHA, H
MX PEKOMEHIYETCH PEFHCTPUPOBATE N0 CAEAYIONHM MapaMeTpam:

-~ OTMETK2 BPEMEHH;

- KoAB! COOBITHIH, COCTOAHMI K / K omHbOK;

- BMA cepBHca / KOMAHABI / MPHITIOKEHHS,

- coBBITHe, CBI3aHHOE C NONB30BATENEM UM CHCTEMOM;

- Texyuee ycTpolicTso (Hampumep, [P agpec u anpec ucTouHHKa,
WIEHTH(HKATOP CECCHH TepMuHana, Beb-Gpaysep u T.4.).

[Mockonbky BCe AEHCTBUA DETHCTPHPYIOTCS B KYPHansl aylHTa,
IMOYMBILUIIEHHHKH MOTYT CKPBITh CBOM JCHCTBHA, PENAKTHpYd HX.
[ToaToMy MOHUTOPUHI HCIIOb3OBaHMA KypHala ayJaHTa ABJAETCH
BAXCHOM 3aja4eii.

Tunet cobmuii ¢ OC Windows. B OC Windows perncrpHpylotcs
nste THNOB cobpiThif. JIns Bcero »Toro €cTh YeTKO oupeacneHHbIe
naHKble, a coobinenne 0 COOLITHH GYNET MPUHHAANEKATR TONBKO OJHOMY
tuny (tabn. 6.2).

Creayiolye coObITHA A0DKHB! OBITh 33pErHCTPHPOBAHE:

npoGaemut pecypca. Peructpauss npenynpexaasoIiero cobeiTHs B
cmyuae OWHOKM BLIOENEHHA MaMATH MOMOIAET YKA3aTh [MPHYBHY
HEXBATKH NaMATH;

npobnemul, ceazannwle ¢ annapamom. CoOBITHA, CBH3AHHBIC C
ce'rinoi‘l KapTOH, KEeCTKHM JAHCKOM, OMEPATUBHOH maMATHIO U APYFHMH
ApaiBepaMH YCTPOHCTE, JOMKHEI GBITh 3aperHCTPHPOBAHBI;

ungopmayuonusie cobuemus. CepBepHas nporpaMma (HanpuMep,
cepsep Oa3bl  JaHHBIX) JO/KHA  3aNUCHLIBATE  PErHCTPAIMIO
none30BaTeNeH, onepanuy ¢ 6a3oH HaHHBIX U IpYTHe COOBITUA.
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Tabnuya 6.2
Tunst cobniTiii Windows OT

ColsiTHe Onucanne

Ounbka CofrITHe, yKashBAOMIEE HA BKHYIO npobneMy, Takylo Kak
MoTepA HaHHLIX HAH $yHKUHOHANEHOCTH. Hanpumep, ecnn
cnyxba He 3arpyxaetcs NMpH 3amycke, 310 coOuITHE owKBOKH
PErHCTPHPYETCS

Mpenynpexaenune | Xota cobtiTHe He HMeeT OONBLIOTD 3HAYEHHMA, OHO MOMET
YKa3elBaTh Ha NpoGMEMBl, KOTOPHE MOCYT BOIHMKHYTh B
6yoywem. Hanpumep, ecnd Ha AOHcke Mano csoBogHoro
MECTa, perHCTPHPYETCA Mpeaynpexaalowee cobriTne

Hudopmarss CobbITHe, OMKCLIBAOUIEE YCMemHylo paloTy NpHIoKeHns,
hpafieepa wian cmyx0Obi. Hanpumep, xorna cereroi AHck
YCHeWwHo 3arpyKeH, coberrun PeTHCTPHPYIOTCA
Hadopmanueit

¥Ycnewseii ayauT | CobeiTie, pErHCTPUPYDILES NOOLITKH A0CTYNA, CBA3AHHOE ¢
ycnewHo mnpopepeHHod  OesonacHocTwio. Hanpumep,
YCOeHas nonsiTka nNoJe30BaTenn BOATH B CHCTEMY
perHcTpHpyeTcs Kak yenewsoe ¢odbiTiie ayanuTa

Heynaunsifi 310 cobuiTHe PErHUCTPHPYETCH, KOraa MOMLITK2 A0CTYNa K
ayaHT npoeepeRhoi GelomacHocTH He yAanacs. Hanpumep, »1o
COOBITHE PErHCTPHPYETCA, KOLAA NMONE30BATEIO HE YAAETCH
BOWTH B CeTEBON AUCK

Crenytouide COORITHA HOMAKHLI OBITE 3aperHCTPHPOBAHLI:

IIpobnemur pecypca. Perucrpauus npenynpexnawero coobiTua B
ciydae OLMOKU BBIASNEHMS MaMATH MOMOraeT YyKasaTh [PUHYHHY
HEXBATKH MaMATH.

Ilpobremet, censzannvie ¢ annapamom. CoObITHA, CBA3AHHBIE C
CETEBOH KapTOi, XECTKHM JANCKOM, ONEPATHBHOH MaMsTbhio U ApYTHMH
ApaHBepamH YCTPONCTB, AOJDKHB! OBITh 3aperHCTPHPOBAHSI.

Hugopmayuonnuie cobomun. CepBepHas nporpaMma (Hanpumep,
cepsep  0Gaspl  [@HHBIX) OOMKHA  3ANMCHIBATE  PETHCTPALHIO
nonb3oBaTenel, onepauyu ¢ 6asoli JaHHBIX U ApYrHe COOBITHA.

Hap xypuanom coOHITHH MOXKHO BHINOAHATE CNEAYHOUIHE
onepanuu:

— pe3epBHOS KonupoBaHHe (¢ moMouisio ¢yrknun Backup Event
Log);

— ounctka (¢ nomoukio dynkuun Clear Event Log);

— MOHUTOPHHT (¢ nomowbio Gyukuun Notify Change Event Log);
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— OTNpaBka 3ampoca (APYrMMH MpOrpaMMaMl, ¢ [OMOLUBIO
¢yuxuun Get Oldest Event Log Record, Get Number Of Event Log

Records);
- utenue {¢ momowbic pyHkunuy Read Event Log);

— 3anHcs (¢ noMowsio dyrkunn Report Event).
B onepaumonsbix cHeremax Windows  XP/2000  xypuan
perucTpauMH  coObITHR  UMEET MOpWBUIErHH, NpefOCTaBliCHHbIE

pasH4HbIM YYETHEIM 3anHcsaM (Tabdi. 6.3).
Tabnuya 6.3

IIpaBraernu, AocTynKbie B KypHaie cobsiThii B OC Windows
XP/2000

Jlor YueTHad 3amHch Yrenue | 3anuce | OuMerka
AJMUHHCTPATOPLI + + +
(cuctema)

A AMHHHCTPATOpLL
(AOMeH)

JlokansHad cucTeMa
Hurepaxruensiii
MoAL30BaTEND
ASMHHHCTPATOPEI " - +
(cHucrema)
AJIMHHHCTPaTOpE!
(momen}
JlokanksHaa cucTeMa + +
HerepakrBHei
MoJIE30BATENE
A JMHHHCTPATOpPBI + + +
{cHcTeMa)
Jor gaiin, AAMHHHCTpATOPE!
CO3RAHHBIH HA (momeH)

OCHOBe BriGopa JlokaneHas cHcTeMa + + +
HHTepaKkTHBHEH
MOJIB30BATEND

OTHOCHTEABHO
NPpHIOKeHHA

OTHOCHTENBLHO
CHCTEMB!

Hns npocMotpa daknos peructpauun cobsiTuit (tor ¢aiina) 8 OC
Windows BeINONHAETCA CAEAYIOUAA NOCAENOBATENEHOCTS:

1. B koMnelO0TEpe HAXKUMAETCA koMOuHanKa KnasHil Win + R.

2. B nossuewiemca nose BBORUTCA eventvwr H HOKUMACTCSA KHOIKa
Enter.

3.B nosBHBUIEMCA OKHE MPOCMOTPa COOBITHII BLIOHPAETCA MYHKT
Windows Logs (puc. 6.2).
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i E E Tan e erlprrml Dypary Eppratei oo,

Puc.6.2. OkHo xypHana cobbiTHii OC Windows
KonTpoabHsle BONpoCcsl

1. IToHATHE AOCTYMHOCTH H €€ BAXKHOCTE I CHCTEMBI.

2. PesepBHOE KOMKPORAHHE H €0 BUIHI.

3. OCHOBHbBIE MTPHUHHEL, NIPHBOASIME K NOTEPE JAHKBIX.

4.TlocnefoBATENSHOCTL 3a/la4, BHINONHAEMBIX NpPH pPe3epBHOM
KOMMPOBAHUH.

5. VeTpoiicTea XpaHeHUs pe3epBHEIX KONKIL X UX 6co6eHHOCTH.

6. Texronorus RAID u ee ccHoBHbIE 0COBEHHOCTH,

7. Tunsl pesepBUPOBAHNA, HX MIPEUMYINECTBA K HEJOCTATKH.
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[CJABA 7. BE3OITACHOCTL IPOI'PAMMHBIX CPEACTB
7.1, llpo6aemMbt 6e30NaCHOCTYH B TPOrPaMMHBIX CpeAcTBax

B Hacrosimee BpeMs 06e30MacHOCTH NPOTPAMMHLIX CpeAcTs
ABnseTca BaKHOH olnacThbio UHPOpMAUMOHHOH 0€30MacHOCTH, TaKoif
Kak Kpunrtorpadmsa, KOHTPOJNb AOCTYNA U MPOTOKONBI OE€30MACHOCTH.
[lpyunaa B TOM, 4TO BHPTYaNsHass Oe30MacHOCTh HH(OPMALHH
JOCTMraeTci C HOMOLWIBKD TNPOrpaMMHBIX cpeAcTB. B cmyuae ecnu
nporpaMMHOe  CpEeACTBO OK®KETCS  FOA  Yrpo3oi, MeXaHH3M
6e3onacHOCTH TaKke BRIHAET U3 CTpOS.

Bo Bcex mporpaMMHEBIX CPEACTRaX HMEKTCA YA3BHMOCTH, YPOBHH
KOTOpEIX paznuyatorcsa. Hanpumep, NASA Mars Lander, uena kotoporo
cocTaBsier 165 MaH. §, noTepnen KpylleHHe OpH fIpU3EMIEHHH Ha
NoBepxHOCTE Mapca, D70 NPOH30LILIO M3-3a pa3HULBl MEXAY OObIYHBIM
AHr AMHCKMM M MEXAYHapOAHBIM HIMEPEHHEM METPOBOH ANKHbL. Kpome
TOro, B pe3yiNbTaTeé HENOCTATKOR B NpPOrpaMMHOM  CpEfiCTBE,
HCNOMB3YeMbIX B CHCTEME YMPaBACHHA TPY3aMH B MEXIYHapOIHOM
asponopty Jlensepa, B AeHk ObUi HaHeceH ywiept B pasmepe 1 mMaH. $ B
Teuenne 11 MecsLes.

B nocnefHHEe ToAbl KONMYECTBO H YPOBEHb CEPBE3HOCTH ITHX
npofieM YA3BMMOCTH YBEAHYMBAKTCA. B wacTHOCTH, Ha pHc. 7.1
NOK43aHO yBeNHHeHHe pa3NHYHEIX YPOBHEH ya3BHMOCTEH Ha Beb-caliTax
co cTopoHb! opranm3saiH Positive Technologies 3a nocnenHue rofsl.
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100 38. o----e.---e-.. §2
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Puc.7.1. Konutecrso BeG-caliToB ¢ pasHbIM YpPOBHEM YAIBMMOCTH
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PacnpefieneHne 110 Cepbe3HOCTH NPOGAEM Ha BLIABMEHHBIX Beb-
caiftax B 2019 rogy nokazaHo Ha puc. 7.2.
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Puc.7.2. PacnpeaeneHne no cepbe3HocT npodaeM Ha Beb-caiiTe

CorflacHo JaHHeM, npeaoctaBieHHbiM OWASP (Open Web
Application  Security  Project), Haubosiee  pacnpocTpaHeHHbIC
yS3BAMOCTH Ha Beb-caiitax 8 2019 roay, ¥ uX A0 ObLTH CReRYIOUHMH
(puc. 7.3).

A4 - Yaeamocts XXE (XML External Entitics)  ES]

A3 - Packpimie xonpraoennmnnkoit seehopuane RIS

A9 - Tlpabinenty, CRA3AHIMIE ¢ REISBOCTHUMY  par o]
YRIBHMOCTEMH T

Al -Hierans |
AS - KoNTpons HECARKIMOHHPOBAHHOTO ACCTYT
A2 - Hecaromuotmpopannas syrenmdiatuys  SNPUINgd

A? - Yazaunocts XSS (Cross-Site Scripting) iy

A6 - HeHOpapHOCTS KacTpock GesonaciocTy RO
0 10 20 30 40 S50 60 70 8 90

Puc.7.3. YAIBHMOCTH, ¢ KOTOPBIMHE cTOAKHYAcA OWASP B 2019
roay, # ux Aonn
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B pesynsTate BBIIEMNEPEIHCICHHEIX yA3BHMOCTEH, OCHOBHOH
Uensro aTakyoLWHX 651 3axsaT pa3nutHoi uadopmalHu (pHc. 7.4).

® [TepcoHantHEIE DAHHBIE

"2 JTocTyn RONEL30BATENA

# UmeHTHDHKITOP NNONL30BATENR

x [D ceccuu

8 OTKPbITHIH KON MPHACHEHHA

Puc.7.4. Unpopmauusn, npegHasHa4enHANA A5 MOAYUEHHA B
pe3ynbTaTe YA3BHMOCTEH

CyliecTBYIOLIHE Yrpo3bl B NPOrPaMMHBIX CPEACTBaX OOBINHO
ONPEAENAIOTCA  BO3MOXHOCTAMH  A3KIKOB  [POrpaMMHPOBaHMA.
Hanpumep, MOOCKOABKY OTHOCHTENBHO  HH3KOYPOBHEBBIE  A3bIKH
nporpaMMHpoBaHMs  TpebylOT ~ OT  OpOrPaMMHCTa  BBICOKOH
KBanMHKALKK, Y HUX BO3HHKAIOT MHOro npobiiem ¢ 6e30MacHOCTEIO.
[Mockonbky MHOTHe npobnemsl B s3bikax mporpammuposatus C # u
Java aBTOMaTH4YeCKHM OGHApYXHBAIOTCA B MPOLECCE KOMIHIAUMH, OHH
cyuTaTes Gonee 6e30MaCHBIMHU, Y€M A3BIKH NPOrpaMMupoBanns C unu
C ++.

OB6BIYHO BpPeJIOHOCHBIE NMPOTPaMMHEIE CpPEeACTBA ACNATCA Ha JBa
THMA:

- YA3BHMOCTH B NpOrpaMmax {He CO3ZlaHHbIE CIEUNANBHO);

- BPCAOHOCHBIE NPOTPaMMbl (CIIEHANBHO CO3AaHHbIE).

Ecnn nepepii ™Mn — npumep npobGnemM ¢ MNporpaMMaMHu B
pesyabTate owMOKHA, NONYIMIEHHOH NPOrpaMMHCTOM, TO BTOPOH THI —
NpUMEP CNeUUARLHBIX MPOrPaMMHBIX NPOAYKTOB (HanpuMep, BUPYCOB),
HAMKCAHHBIX C LENBIO HAPYIUEHHUS.

Hanuuue npoOnem 0e30nacHOCTH B MPOrpaMMHBIX CPEACTBAX
OlpeRenseTcs CNeRYIOWUMHI haKToOpaMu:

152



- pa3pabotka NpOrPaMMHOT0 obecneveHHs MHOFHMU
NporpaMMHCTaMH (KOMIIEKCHOCTE);

- yenopeueckuii paxTop B paspaboTke MPOrpaMMHBIX NPOAYKTOB;

- HHM3Kaf KBaAUDHKAUHSA MPOrpaMMHUCTa;

- HE3AHIEHHOCTb A3bIKOB MPOrPaMMEPOBAHHL.

Tor ¢akt, YTO NpPOrpaMMHBIE CPEACTBA COCTOAT H3 HECKOJLKHX
MHJITHOHOB- HaopoB Koja, 3TO ABNASTCA MPUYHHOH yBeAWdYEHHUS -
npoGneMsi Ge30macHoOCTH (Tabn.7.1). Jpyrumu CNIOBAMH,
KPYNHOMACWITADHBIE MPOrpaMMHLIE CPEACTBa MNHWYTCA MHOTHMH
NporpaMMHCTAMH W NOA KoHel o0beauHstoTes. HelocTaToyHoe 3HaH|e
OAHOTO W3 MPOrPAMMHCTOR MOXET CBECTH Ha HeT 6e10nacHoCTh BCEro

NpOrpaMMHOTO CPeacTBa.
Tabauya 7.1

Crcrema Jlnuna KoOa B nNporpamMme
Netscape i7 MnH.
Space Shuttle 10 MAH.
Linuxkernel 2.6.0 S M.
Windows XP 40 man.
Mac OS X 104 86 maH.
Boeing 777 7 Man.

Pezynerarsl aHanuM3a nokasmiBaioT, uro Ha kaxaoi 10 000 ctpoke
kofa uMeercst 5 Oaros. JpyrHMu cnosamu, B cpeaHem daline .exe
pazMepoM 3 KoaiiT umeetca no 50 Garos.

Ecnu B HRHXEHEPHH NMPOrpaMMHLIX CPEACTB, MporpaMma AONAHA
rapaHTHPOBAHHO  BRIMOAHATE CBOH  (YHKUHM, TO  HHXEHEPHH
6e30MacHBIX MPOrpaMMHBIX CpeAcTB, TpebyeTcs BBIMOAHEHHE CBOHX
sanay OGezomacHo. OAHAKCO Ha MNpPaKTHKE MNONYYHTb [QJIHOCTBIO
GelonacHoe NPOrPaMMHOE CPEACTBO HEBO3IMOXKHO.

CyWecTBYIOT CIEAYIOLHE NOHATUS, CBA3aHHbIE C YAIBHMOCTIMH B
MporpaMMHEBIX MPOJYKTAaX.

Hegexm. Bce yaA3BMMOCTH B peanu3auMd WM NPOSKTHPOBAHHH
NPOrpaMMBpl SBJAKOTCA ASHEKTAMH, U €r0 HANHYHE B8 MPOTrPAMMHEIX
CPEACTBAX MOXET OCTABATHCR HE3aMEeYEeHHEIM B TeY¢HHUEe MHOTHX JIET.

Baz. bark — npobneMa, cBa3aHWas c 3TanoM peand3aldH
nporpaMMHOro obecneyeH s, 0 X MOXHO Nerko BbiiBUTE. B KadecTBe
[pUMepa MOXHO NPHBECTH COCTOSHHUE hepenoawenun Gygepa (Buffer
overflow) npu NPOrpaMMHpoOBaHiH.
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Ilepenonnenue namamu. Yacto BCTpewarOliHecs HA MAPaKTiIKe
HEfOCTATKA  A3BIKOB  MPOFpaMMHpPOBaHUA  OOBIMHO  ABAAIOTCH
pe3yNbTaTOM BBOAA HaHHbIX B 3afpellleHHOM (opMaTe WM pasMepe.
CaMan pacnpocTpaHeHHas H3 3THX Yrpo3s —~ yrpo3a MepenoNHeKHs

naMaTH.
Hanpumep, ecau none3osateio Tpedyerca BBeCTH HHPOPMALHIO

Ha seb-calit (uMda, damAnHz, rog ¥ T.4.), UHPOpMauua, BBeleHHan
NoJAb30BaTeNiEM B NONE «HMA», 3aMHCHIBACTCA B MOJIE pasMEpoOM ¢
cumBonom N Ha cepBepe. Ecau BBeleHHbIe JaHHBIC MPEBHLILIAIOT MITHHY
N, pOHCXOAHT COOBITHE NEPENOAHEHHUA NAMATH.

Ecni ¢o CTOPOHB!I B3JIOMINKKA BBOAKTCA «HeobXoauMas» emy
HHDOpMaUHA, 3TO, B CBOK OYepeab, MPHBOAMT K MOBPEXCACHHIO

KOMTIBIOTEPA.
Hipke npyBeleH KOO, HAMHCAHHBIA HA A3bIKE NPOrpaMMHPOBAHHUA

C, ecnH 3TOT KOR KOMIHIHPYETCA, NPOUCXOANT CODBITHE NEPENONHEHHS

naMATH.
int main()

{
int buffer [10];
buffer [20] =37;
}
IMpobnema, xoTopas CYLIECTBYET 3AECh, 3AKIIOYALTCA B TOM, YTO 20
6aiiT AaHHBIX 3anuchiBaloTCA B 10 6aliT namaTH. 3710, B CBOIO OUepEsD,
TalOKe CTAHOBHTCA MpHYHHON obpallieHus K HeaBTOpH30BaHHOMY

ajipecy mamsTH.

7.2. GyagaMeRTaAbHBIE NPHHUKNB] 6€30NACHOCTH MPOrPaMMHBIX
cpeacTs

Ilpy co3maHHH H HCNONB30BAHHH OpPOrpaMMHoOro obecneveHus
tpebyercs cobmozenne pagma npuHuunos. Huxke npuBemenwt
MPHHUHIHL, IPEAOCTABJICHHEIE Oprannsauueli OWASP:

Munumuzayus nrowadu obpacmu, KOMoOPY> MONCHO AMAKO8aAMb.
Kaxnas ¢yskuus, obasfieHHas B nNporpaMMHoe obecniedeHue, Takke
yBENMYHBAET YpOBEHbL PHCKA ANA MporpammHoro obecnedyeHus. Llens
Gesonacuoli peanusaUMy NPOrpaMMsl — CHH3HTE PHCK B [porpaMme s
HEJNOM 33 CYET Cy)XeHus 001acTH, KOTOpas MOXeT ObiTh aTakoBawa,
Hanpumep, Ha sef-caitiTax ectb QyHKUHA NOHCKA U peanus3auuu
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oHnaiin noMotuy. OmHAKO 3TOT B3aPHAHT MOXET NpPHBECTH K
BO3MOXXHOCTH aTak¥ Ha Beb-caiit ¢ nomotneto SQL-nHBekuuu. Ecau
BO3MOXKHOCTD [MOMCKA [fpeAHasHaueHa ANA ayTeHTHPUUMPOBAHHBIX
nosb30BaTeNnel, BEPOATHOCTh aTakH yMeHbluaercd. Ecin nouckosbie
JaHHBIE NPOBEPAIOTCA MEHTPAAH3OBAHHO, BEPOATHOCTb 3TOH aTaKu ele
Gonsbiue cHHxaeTcA.

Yemanoexa 6esonacnbix cmandapmuvix nacmpoex. Ha npaktuke
GONBIIHHCTBO HAacTpoek Ge30NnacHOCTH B CONBIWIHHCTBE NPOrpaMMHBIX
obecneyeHnii ¥ ONEPaUHOHHBIX CHCTEM YCTAHOBNEHLI B CTAHAAPTHOM
nopsagke. OIHaAKO 3T0 HE O4YEHb XOpOUIO BOCTIPHHHMAETCS
MOMB30BATENAMH, H MOITOMY B GOMBIIMHCTBE CAYHAEB 3TH HACTPOHKH
omiunoyalotrcd.  Hanpumep, B onepauMOHHBIX CHCTEMax BpeMA
HCTEeYEHHS CpoKa ACHCTBHA MAPONA YCTaHOBAEHO 10 YMOAHAHHIO, HO
3TOT HapaMeTp OTI/IOUEH OONBLIMHCTBOM NOJIb30BATECH.

IlIpunyun munumanenbtx npueurezust. TIpHHUMN MHUHUMATBHBIX
OpUBMAETHI,  WHPOKO  HcnoAb3yeMbli B HHpOpMALMOHHOM
GesonacHocTH, HHGOpPMATHKE, MPOrPaAMMIPOBAHMH K APYrux obnactax
(Principle of least privilege) — opraunzauus n0cTyna K pecypcam Ha
OMpeHeNneHHOM YpoBHe abcTpakumu B BbIYHCAHTENBHOH  CpeAe.
CooTBeTCTBEHHO, TpeGyercs MHHMUMANbHOE HCMOJNBL30BaHHE pecypca
M HHGOPMALIHH, HEOBXOAHMOE KAKAOMY MOAYMIO AAA BBIMOJHEHHA
cBoci dYHKUHH. “

3TOT MPHHUHMN O3HAYaeT, YTO MONL20OBATENb WIH NPOrpaMMHCT
JNOMKEH HMETh TOJIBKO Te NPHBHAEFHH, KOTOPblEe HEOOXORUMB ANA €ro
sanatn. Hanpumep, pasnuunsie MOOMNBHBIE HrpoOBblE NPOCpaMMbl,
ApeAHa3HaueHHBE ANA TOro, uToOB CKOpOTaTh BpEMs, HE NOJDKHBI
yMmeTh 4HTaTh SMS-cooflueHHe UM 3HATH CANCOK 3BOHALIMX
aGoneToB. Hanpumep, 8 aA3s1kax nporpaMMHpPOBaHHA [ULA OfPAHUYEHHS
poctyna Kk ofbektaM (nepevyMCNeHHBIX B A3bIKE MPOrpaMMHpPOBAHHA
Java) HCIIOAB3YIOTCA pasHbie KAOMeBbIe ¢cnoBa (Tabn. 7.2).

Ecnu npaBunbHO paspaboraHHeblit uHTepdeiic aaMMHHCTPAaTOpa
NpaBMILHO CREAYET NpaBHlaM HCHORB3OBAHHA CETH, MpoBepser
aBTOPH3ALHIC NOAL30BaTENeH H PerucTpHpyeT Bce cydau, TO OH HE
MOXeT ObITh HE YCTORYMBBIM K AaHOHMMHOI aTake.

Hapywenue 6e3onacnocmu. TIpunoxeHus MOTYT NpephIBaTLCA B
mpouecce peanu3alMM no pasHeiM nOpuHuuHaM. Hanpumep, Hmxe
npuBefieHa cUTyauna ¢ Ge3onacHocThIO, koTopas 6bila ocTaBneHa 0e3
BHUMAaHHA.
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isAdmin = true;
try {
codeWhichMayFail();
isAdmin = isUserInRole( “Administrator” );

}

catch (Exception ex) §
log.write(ex.toString(}); - N

3
Tabauya 7.2
Ilonp30BaTEeNLCKHE NPHBHI/IEIHH HA A3bIKE NPOTrPAMMHPOBAHKA
Java
HBsIerue Default Private Protected Public
CroiicTBO
Onpeakosbiil Knace + + + +
Honxﬁ:it;:anﬂom + } s +
He HMeercsa
MogKAace COHOro + - + +
naKeTa
PaznuyHble . i} + +
NOAKIACCH! NAKETOR
He umerorea
paznHYHbIE - - - +
NMOJKNACCH NAKETOB

B osTom cnyuae, ecid B ¢yHKuuax codeWhichMayFail nu6o B
chiyuae HabmoaeHua Exception, monas3oBatens Gyaetr octapaThCa B posu
agmuHuacTparopa. Kak npaBuno, 370 ABNAETCA pUCKOM 5€30NacHOCTH.

He oOoeepuusocme xk cepeucam. B Ractosmee BpeMma, MHOTHE
OpraHM3alMy MCHONB3YIOT BOSMOXHOCTH  BBIYHCIEHMA TpeTheil
napTHepckod  opramusanud. Hanpumep, opranusaumsa  moxer
oOpabaTeIBaTE CBOH AaHHBIE ¢ MOMOWIBI ApOrpaMmMHoroe obecrneyeHnus,
ApHHapnexamero napTiepy. B 3ToM cnyuae gosepue K HHM He
rapantupyerca. Hanpumep, Payme wnun noxobueie npuioxeHus
NpefocTaBAfoT MHPOPMAUHIO 0 HECKONLKHX BaHKOBCKMX Kaprax., B
3TOM ciy4ae Kakpli OaHKk [OMKeH INpOBepHTh, MPABHABHO /K
OTpaKeHBI €r0 AaHHEIC HA CTOPOHE MOMb30BATEA.

Pasdenenue 3a0a4. PasfieeHue 3a1a4 SB/IASTCA OCHOBHOH Mepoii,
HanpapJcHOH Ha NMpenNoTBpalleHHe MOLEeHHNYecTBa. Hanpumep, sanpoc
Ha KOMMBIOTEp OT OpPTaHM3alHH HE JNODKEH NPUHUMATHECS YENOBEKOM,
KOTOpIH ero ornpasui. [IpH4HHA B TOM, YTO B 3TOM CAy4dae OH MOXeET
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3aMPOCHTb MHOTO KOMIBIOTEPOR W OTPHHATL HX NOOMy4YeHHe. B
HEKOTOpPhIX CAy4asX YPOBEHb AOBEPHA K pond 6yner oTAMuaThCA MO
CPABHEHUIO c 00ObLIYHBIMY MONB3CBATEIAMH. Hanpumep,
AAMUHHCTPATOPEl JOMKHBEI MMETrh BO3MOMKHOCTE OTKIIOMATH HJIH
BKJIIOYATh CHCTEMY, YCTARABIHBATh NONHTHKY naponel. OQHAKo OHH He
DOMKHB! UMETH AOCTYH K OHNaWH MarasWHy KaK NpHBHIECTHPOBaHHBIA
noaL30BATENb, B YACTHOCTH, OHH H¢ HOMXKHBI- HMETE BO3IMOKHOCTH
NOKYIATh TOBApEl OT HMEHH APYrHx.

3aujuma 6Gesonacnocmu om weonpederennocmu. be3onacHocTs,
OCHOBAHHAA HA HEOMPENENEeHHOCTH, — ITO cnaban 3aliuTa, KOTOpas AaeT
cbofi npu nepsBodl nposepke. XOTA 3TO HE O3HAYAET, YTO XPaHHTb
CeKpeTbl — [IN0Xas HAEs, 3TO O3HAYACT, YTO BAKHBIE ACHEKTHI
6e30MacHOCTH HE OCHOBAHBI HA CEKPETHOCTH AeTaneit.

Hanpumep, GesonacHocTy MporpaMMel He RCMDKHA NaBaTh cOOeB,
€CTi H3BECTHO O €€ OTKPLITOM KofAe. BezonacHOCTR AOMKHA 3aBHCETh OT
MHOTHX JAPYTrHX (akTopoB, Taxux Xak pasyMHas DOJMTHKA maponei,
ceTeBas ApXHTEKTYPA H CPEACTBa YNPaBACHNUS ayAHTOM.

[TpaKTHYeCKHM OPHMEPOM 3TOrO SBAACTCA ONEPALHOHHAA CHCTEMA
Linux. XOTA KOX 3TOH OnepauuoHHOH CHCTEMBI CUMTAETCA OTKPLITHIM,
OH JOJUKHBIM 00pa3soM 3aIMILEH H [TO3TOMY ABNAETCH OAHOM H3 CambiX
HAJIe)KHEBIX ONEPALHOHHLIX CHCTEM Ha CeroJHAIHHi ASHb.

Hpocmoe obecneuenue 6ezonacnocmu. TInomwaap 20HBI ATAKH H
nNpocToTa B3auMOCBA3aHEL. HekoTophle HHMXEHEPHl NPOrpaMMHOrO
obecnedeHHA NPeANOMNTAIOT CNOXKHOCTh KOAR ero MpOCTOMY BHEITHEMY
puy. OAHAKO TNPOCTOH, M NOHSTHHH BHA MOXET OBbITH OBICTPEIM.
[MostoMy BaXHO H3OeraTe cnoxHocTell B nOpouecce CoO3TAHMA
IporpaMMHOTO ofecnedeH .

Tpeboeanun Gesonacrocmu x npozpammusim npodyxmam. Ilpn
paspaboTke MrporpamMHoro ofecneyeHHs K HeMmy MPENBABASETCH
MHOXeCTBO TpeOOBaHHIA.

TpebopaHus K NIPOTPAMMHBIM OPOAXYKTaM ACHATCA HA TPH THIIA:

- gvHKyuUOKHANbHBIE mpebosanus:

* 3aja4M, HEOOXOMUMbIE NIPH PEANA3ALMH CHCTEMDI;

- He@yHKYuoHANbHVIe mMpebosanus;

¢ TpeboBaHUs K XapaKTEPHCTUKAM CHCTEMBL.

Dynryuonanonsie mpebosanus. I TpeGoBaHHA BKIIOYAIOT B cebda:

~ CHCTEMHBie TpeOOBaHUA K OXXKHAAEMOMY AOCTYIY,

— TpeOOBaHHA K PE3yAbTATY CHCTEMBL;
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— BXOJAIHBIE H BBIXOJHbIC TpeGoBaH 1.

Hegynrxyuonanonvie  mpebosanus. K tedyHKUHOHANBHBIM
TpeBOBAHHAM OTHOCATCH:

— BO3MOXHOCTB NPOBEACHHA 2y AUTA;

— BO3MOXHOCTH pacliHpeHHs;

— ynoBCTBa HCNOMbL30BAHHA;

— BBINOIHSEMOCT;

~ KOMIMAKTHOCTS;

— HaAeKHOCTh;

— 6€30MacHOCTD;

— BO3MOMCHOCTB TECTHPOBaHU,

— AOCTYMHOCTb U Ap.

K TpeGoBaHnam yacTHOIi 6e30MaCHOCTH OTHOCATCR:

- Hpumep mpebosanus konpudenyuarvHocmu:

e cHcTeMa JokHa orobpaxkares ¢aiinet  .doc  Toneko
ABTOPH30BAHHOMY MO/Ib30BATEMO;

® KCNOJIL30BaTh Oe3onacHblli KaHan CBA3M.

Hpumep mpebosanus KOKMPoas docmyna.

e cHcTeMa A0/DKHA TPeOOBATh HCMOMAB3OBAHHUA NAPOS;

¢ npapa AOCTYNna Ha OCHOBE ponei AO/MmMXHBI KOHTPOJHPOBATLCA.

IHpumep mpebosanIa YeROCMHOCMU!

e fApemocTaBNeHWe AOCTYNa AN [OJIb30BAaTEACH OTKPBITOro
(public) Tuna paspelieHO TONBKO YTCHHE, A NONb30OBaTeNncH
ceKpeTHOro (private) THIA — TAKKE YTEHHE H 3aITHCh.

- Ipumep mpeboeanusn OOCMYRHOCTU,

e BCE y4YETHbIC 3aMTHCH JOJDKHE! HMETD N12DO0Jb,

o yHETHYK 3amHch HEOOXOAWMO 3abfoKupoBaTe nocie 3-x
HeyAa4HbIX MONBITOK;

e eCJH yrpo3a K Y4eTHOH 3anMCH HE peanu30BaHa B TEUEHHE 5
MHHYT, e¢ HEOOXOANMO pa3bAOKHpoOBAaTE.

Bezonacnocmbp, OCHO8SAHHAA HA  R3bIKE RPOZpaMMUpoOsana.
PaznuuHkie A3BIKH nporpaMMHpOBaHHA o6nagaloT  CBOMMH
YHHKANBHEIMH BO3MOXXHOCTAMH, NMO3TOMY obecrieyeHre §e30nacHOCTH
Ha YDOBHE MpOrpaAMMHpPOBaHHA UMeeT Gofbliloe 3HayeHue. Pasgenenue
CYIMIECTBYIOIMX #3BIKOB MpPOrPaMMHPOBaHEA Ha GezonacHbie H
Hebe3omacHple THIBI SBIAETCA OTHOCHTENBHBIM MOHATHEM, KOTOpOS
MOXHO OTIHCATh CleayroluM obpasoM (puc. 7.5).
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Mot e Scala Haskel
KQd
cH Clean
C MISRA-C
O+ Rust ML
OCaml
- Prolog
e Geronacamit «ieronacam s woTeas fezonzcantiis

Puc.7.5. Ilpoctoii Bua ypoBHA 6€300aCHOCTH A3LIKOB
HporpaMMHpoOBaHMUSsE

7.3. KoMnboTepuble BHPYChl H IPo6aeMb! 3aUiHTEI OT BAPYCOB

Ecte MHOro onpenenesHit komneiotepHoro pupyca. Ilepsoe
onpeaenerne Opuio  paHo Ppemom Koswom e 1984 roxy:
«KoMNblOTEpHBIH BUPYC — BPEIOHOCHAA IporpaMMa, KOTOpas 3apakaer
Kpyrue NporpaMMbl, BBOAA B HHX ceba MM MoaHUIMPOBAHHYIO
KOMHIO, H3MEHAS MX, TAE BKIOYEHHAA B HEro MporpaMma COXpaHfaeT
crnocofHOCTL K AanbHeHlleMy BOCHpou3BeneHHo». CrnocobHOCTE
BHpYCA  Pa3’MHOXATBCA  CAMOCTOATENBHO W MOJUMMUUPOBATE
BRIYHCAHTENBHBIA TpoUece CYMTaeTCH Oa30oBLIM MOHATHEM B ITOM
onpefieNeHdu. JTH OCODEHHOCTM KOMIBIOTEPHOTO BUpPYCA CXOKH C
napasuTUpoBaHKeM BUONOTMUECKUX BHPYCOB B XHBEIX OPraHH3IMax.

B Hacrodillee BpeMs, MOA KOMIBIOTEPHEIM BHPYCOM MOHHMAETCA
MpOrpaMMHEIH KO, KOTOpbIH UMEET ClieAytomue 0cOBeHHOCTH!

- BO3MOXHOCTH CO3JaBATh KONHMM, KOTOpble He OOA3ATENBHO
JIOJDKHBI  COOTBCTCTROBaTh OpPHIHHAMY, HO HMEKOT XapaKTCpPHCTHKH
opHrHHaNa (CAaMOBOCCTAHOBJICHHE);

- HANMYHME MEXaHM3MOB, ODECMEUHBAIOMMX BITIOYEHUE COMAHHBIX
KONHUH B UCTIONIHsAEMbIe 00BEKTBI BLIYHCAKTENEHOM CHCTEMEBL

Cneayer OTMETHTb, MTO 3TH OCO0EHHOCTH HeoOXOAMMBEI, HO HX
HEJAOCTATOUYHO. TH  0coDEeHHOCTHM pomkHel OHMTE  AOMONHEHBE
OECTPYKTHBHBIMH M HE Pa3srIallialoiliiMH CBOHCTBAMH BPEJOHOCHOrO
fIpOrpaMMHOTO BO3ICHCTBHA B BBIMUCNHTENBHOH Cpese.
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Bupycsl MOXHO knaccHpuLHpopaTs MO cleayouuM  0CHOBHBIM
CHMMNTOMaM:
cpena ofuTaHus;

- OnepaLHOHHasA CHCTEMA]

- ocoBeHHOCTH ANropHTMa paboTsl;

- NeCTPYKTHEHBIE BO3MOXHOCTH.

Knaccupukauus ROMABIOTEPHBIX BUPYCOB MO Cpeae obuTanud, 10
ecTh N0 THNY OOBEKTOB KOMMBIOTEPHOH CHCTEMBI, B KOTOpbie OHH
3aHeceHbl, ABAAETCA OCHOBHOM U obiwenpuHsToil (pHc. 7.6).

Cpeaa ofvTanma
ROMILHOTEPH X
aupycoa
Gafmome | sltpycumc Makpo eHpyCH Cerensic BHpYCH
Qufiime ZarpysouHufi
AokyueHT Ceresnie
YCTRHODUIHEM (Boot) cextop
{cxc.com.bat) aHexR WORD (.doc) poTOKOML
CueresHelf I
Hpofire ¢altm 1apy0muf E:g (' :x“Isl ;" Komast cem
cCXTOp .
Baammoceais Huauearop
Moy dafirnen SXTHEHOIT boot- Hoxymenms Office InexTponnas
{miic-gepycn) cexTopa noaTa

Puc.7.6. Knaccudguxanus KOMOLIOTEPHBIX BUPYCOB IO cpele
oOHTAHHSA

Qailrogbte  8upycht  BHEAPAOTCA B HcnonHseMele  Gainbl
pasnHYHEIMH cnocobamu (Haubonee pacnpocTpaHeHHbIH THII BUPYCOB),
co3Aa10T QaHIbI-KOMNAHbOHB! (BHPYChHI-KOMITAHBOHKI), MITH UCTIONBIYIOT
BO3MOXHOCTE HAcTpOHKH (aiinosrix cuctem (link-supycer).

3azpysounbie supycoli 3allNCHLIBAIOT B 3ArPY304HBIA CeKTOp Aucka
(boot - cexTop) HIIM B CEKTOP C 3arpy3uHkoM CHCTEMBLI BHHUECTEpa
(MasterBootRecord). 3arpyxaemblii BApPYC  IHelicTByeT  Kak
nporpaMMHBI KO, YOpaBJUIIOILIH 3arpy3KOH CHCTEMB.

Maxposupycet 3apakaroT Makpoch! H Gaitfibl COBpeMeHHBIX CHCTEM
obpabotku uHdopMaUUH, OTPasismOT GailNosbie  NOKYMEHTH H
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JNeKTpoRHble  Tabnuubl  MaccoBbIX pesaKkTopoB,  TakHX  Kak
MicroSoftWord, MicroSoftExcel & T.A.

Cemegsle  gupycw Qi PaclpOCTPaHCHHA KCTIONB3YIOT
KOMIMBIOTEPHEIE CETH, MOHTOBbiE MPOTOKOME W xomangel. Cerenbie
BHpYCHl MHOTAA Ha3blBalOT MpOrpaMMami tna «uepBby. CeTeBbie
BUpYChl JACAATCA HA nuTepHeT-dephell  (pacmpOCTPaHAIOTCA yepes
Unrepner), IRC-uepBe# (HaTsl, InternetRelayChat). ~

Take CYLECTBYET MHOXECTBO koMOHHAUHH KOMIBIOTEPHBIX
BUpYCOB, TAaKHX Kak ceTesodf MakKpoOBHDYC, KOTOpHIf 3apaxact
pefaKTHpyeMble NOKYMEHTHl H pacnpocTpaHieT CBOH KOMHH IO
anexTposHOil noute. B Kauectse Apyroro mpHMEpa MOXHO (PHBECTH
BHpYCBI, 3arpykalomme ¢ains, KOTOPHIC sapaxaiT ainst M
3arpy304Hbli CEKTOP AHCKOB.

JKuznennstéi yukn eupycoe. Kak H B moboit nporpaMme,
KOMIILIOTEPHEIE BHPYChl MOXHO Pa3sAENHTb Ha JIBa OCHOBHBIX Jrama
#H3HEHHOrO LHKIA — TaNkbl XpaHeHHA W BoIMOMHEHHA.

Sman xpawenus COOTBETCTBYET NEPHOAY XPaHCHUS BHpyca Ha
fHCKe BMecte ¢ OOBEKTOM, B KOTOPHIH OH BCTaBNEH. Ha srom srane
BHPYC CTAHOBHTCS YA3BUMBIM JANSl AHTUBHPYCHOIO NPOrpPaMMHOTO
ofecneyeHHs], TOCKONIBKY OH HEAKTHMBEH H HE MOXET KOHTpOMHpOBAaTh
onepauoHHY 0 CHCTeMY AUIA 3aLUMTHI.

Ilepuod avinonnerus KOMNBIOTEPHBIX BUPYCOB oOBIYHO BKIIOMAET B
cefa naTb 3TANOB:

1.3arpy3Ka BHpyca B aMATS,

2. [1ouck MKEPTBEL.

3. 3apaxeHHe HAACHHOMH XEPTBbIL.

4, BRONHEHHE JECTPYKTUBHEIX YHKUMH.

5.[lepenava ynpasacHHs BUPYCHOH nporpaMme-HOCHTENIO.

3azpyska eupyca @ namame. 3arpy3ka Bupyca B TaMaTh
OCYILECTBISETCS OJHOBPEMEHHO C HCOOJHAEeMbIM OODBeKTOoM, KyIa
BHpPYC BCTAaBISETCA ¢ MOMOLIBIO onepamuonHol cuctemsl. Harmpumep,
ecnNH Nonb30BAaTeNb 3allycKaeT MporpaMMusii  daiin, cofepxatuii
BUpYC, OYEBHIAHO, YTO KOA BMPYCa 3arpyKacTca B MaMATh Kak Y4acTk
storo ¢akina. O6bIYHO npouecc 3arpyaxd Bupyca — KORMpOBaHHE C
AHCKA B OTMEPATHBHYIO MAMATh, a 3aTeM ynpaBleHHe NMEPeAaeTCs KOAy
Tena BUpyca. ITH NESHCTBHA BLIMONHSET OMEPALHOHHAA CHCTEMa, cam
BHPYC HaXOAUTCA B NACCHBHOM cocToAHMH. B Gonee CIOXKHEIX 3afauax
BHPYC MOXET BHIIORHATL [OMONHATENbHBIE HEHCTBHA JMA cBoei

201



paboTel nocne B3ATHA KOHTPONA. PaccmarpHBaloTcs ABa AacMekTa,
CBS32HHBIE C 3THM.

[epeolft  cBA3aH C MAKCHMAABLHOH CAOKHOCTLIO MPOLUERYPb!
obHapyxeHus Bapycos. Ha oTame XpaHEHHA HEKOTOpble BHPYChI
MCMONB3YIOT [OCTaTOYHO CAOXKHBIA QIrOPHTM  Ans ofecneveHHn
samuth, K TakoMy YCNOXKHEHHMIO MOXKHO OTHECTH mnpoBaHue
OCHOBHO# YacTu BHpyca. OJHaKO HCNONB30BAHHC TOBKO wrndpoBaHks
ABAACTCA HEMONMHONA MepoH, Tax KaK Ha 3Tall€ 3arpy3Kkv Ta 4acTs BUPYCa,
xoTopas ofecneunsaer paclMpoBKy, A0JDKHA XPAHHTLCS B OTKPLITOM
puae. UToOB H3GABHTBCS OT ITOH CHTYaUWH, pa3paboTyuky BHPYCOB
HCHONE3YIOT MEXaHH3M (MYTaLHU» pacwadpyromero kona. CyTb 3TOr0
METOAA 3aKIIo4aeTcA B TOM, YTO MpPY BBEACHHM BHPYCHOH KOMHU B
O6BEKT COOTBETCTBYIOMAN HacTh ero paclunppoBkl MoauduupyeTca
Takum oBpasoM, YTO MOABJAETCA TEKCTOBOE PA3NHYHE C OPHTHHANOM,
HO pe3yNbTaT paboTsl HE MEHACTCH.

Bupycel, UCMON3IYIOWIME MEXAHHIM MYTalWH KOMIa, HA3bIBAKOTCA
nonumoppuomu eupycamu. Tloanvopdrbie sUpychl (polymorphic) —
TpYAHO BBIYHCHAEMBIC BUDPYCBL, ¥ KOTOPBIX HET CHTHATYp, TO €CTh OHH
He cofiepXar MOCTOAHHOH 4acTH KOJa. [HonuMopdusm BcTpesaeTcs B
¢afinosbIX, 3arpyKaeMbiX H MAKpOBHPYCAX.

[py MCNOMB30BAHHH CTENC-ANFOPHTMOB BHPYCL! MOTYT MONHOCTRIO
UM YACTMYHO CKpbigath cefs B cucreme. Bupychel, ucrmonesyiouue
CTeNC-aNTOPHTMBIl, HA3BIBAKOTCA CHERC-SUpycami (Stealth). Bupycwr
Crenc MAcKMPYIOT CBOIO cCpelly OOMTaHH#, NepexBaThiBas AOCTYM
OfepaLyMOHHON CHCTEMBI K MOBPEN/ACHHBIM tdafinam u nepexanpasassn
ONEpPALMOHHYIO CHCTEMY Ha HETIOBPEXKACHHYIO HacTh uH(GopMaLHH,

Bropoit acnexT CBA3aH < BHpYyCaMH, Ha3blBaeMbIMH supycamu
pe3udenmamu. [Mockonsky BUPYC M OOBEKT, B KOTOpbIH OH BXOMHT,
ABNAIOTCA HEOTHEMAEMON YaCTBI0 OMNEPALHOHHOH CHCTEMBl, MOCHe
3arpy3Ku OHH, €CTecTBeHHO, 6yAyT pacnoyaratbcs B OJHOM aJPECHOM
npoctpadcTBe. Korma ofbekr 3akOH4YeH, OH ©CBOGOXMAAETCHA U3
onmepaTHBHOM naMsATH. [lpy 2TOM B TO ke BpeMs BHPYC
BEICBOOOXKAACTCA U NMEPEXOANT B MaccHBHYHO a3y xpaneHus. OmHako
HEKOTOpblE BHPYCHl MOTYT COXPaHATBCA B MaMATH M OCTABATHCS
AKTHBHBIMHM [OCJE 3aBepireHus paboTel BUPYCOHOCHTENs. Takue
BUpYCHI MONY4YMIH Ha3BaHHe pe3ufieHTa. Bupycsi pesraentst ofbruno
3apaKaloT cpedy OOHTaHMs, HCIOMAB3YS TONBKO MPHBHIETHPOBAHHLIE
PEXHMBI, pa3peillcHHbIe ONMEepPauHOHHON CHCTEMOW, H AEHCTBYIOT Kak
BpEOUTEAN TIpH ONpelesfieHHBIX YCnoBuaX. Bupyce! pesveHTSI
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pacnonaratoTcs B NaMATH W OCTAIOTCH AKTHBHBIMH [0 BhIKIOYEHHA
KOMNLIOTEPA HJIY MEpe3anycKa OnepauuoHHOR CHCTEMBL,

HepesuQenmubte 6upycei BLINONHAT QYHKLUHH 3apaXkeHHs H
BPeAUTENHCTBA, MONAB B MaMATh, TOALKO KOTAZ OHH aKTHBHPOBAHBI.
3aTeM 5TH BHpYCH! MOAHOCTLIC MOKMAAIT NAMATE H OCTAIOTCA B CpEle
obutanua.

Cneayer OTMETUTh, YTO pasfiefieHHe BUPYCOB Ha Pe3sHACHTHBIE H
HEpE3HACHTHbIE PACNpOCTPAHAETCH TONbKO Ha ¢alinoBble BHPYCHE
3arpy3uuKH 1 MAKPOBHPYCEl OTHOCATCA K pe3ueHTHBIM BUPYCaM.

Houck owepmew. BHpychl aenstcs Ha fBa Kiacca N0 METORY
noucka xepresl. K nepsoMy knaccy oTHOCATCS BUPYCBI, BHINOAHAIOLHE
AKTHBHBIH NOKUCK € HCNIONb30BaHHEM hYHKUNH ONepaHOHHOR CHCTEMBI,
Ko BTopoMy K/naccy OTHOCSTCH B#pYChbi, BHIOAHSAIOLUHE MacCHBHBIC
NOWUCKOBBIE CHUCTEMBl, TO €CTh BHPYChI, CTaBAT JOBYHWIKH B
nporpaMMHeIx ¢aiinax.

3apasicenue Haiidennofi xcepmep:. QOBIMHO NOA 3APAKECHHEM
MOHHMAETC CaMOKONHPOBAHHE BHpPYCHOrec koja Ha O00BeKT,
BbIGpaHHEBIA B KAYECTBE XKEPTBEL.

CHayana nocMOTPHM Ha cBolicTBa 3apaxeHnn (aHnoBbIX BHPYCOB.
B neii pasnu4aroTCA BHPYCH! ABYX KiaccoB. BHpycel nepsoro knacca He
BBOJAT CBOH KOJ HEMOCPEACTBEHHO B (aiil nporpaMMel, 3 W3IMEHAOT
BmA ¢aitna H co3galoT HOBLIH daiin, KOTOpLIi ABNAETCA TEAOM BHpYyCa.
Ko BropoMy Kfaccy OTHOCATCH BHPYCHI, KOTOpbIe WpPOHHKAKOT
HEMOCPEACTBEHHO B (aiinbl keprBbl. ITH BHUPYCHl XaPAKTEPH3YIOTCH
MECTaMH NPOHHKHOBEHHA. BO3MOXKHEI Cneayrompe BapHatThl:

1. Bsoo e naxana gaiina. ot metoa ANAeTcH Haubonee yROOHEIM
ama  com-tdainos  MS-DOS, nockoasky B sTOoM  dopmare
npeaycMOTPEHBL CyXKeOHBIE 3ar0NIOBKH.

2.Bgod @ «xomey aiina. Drtor Meron ABMAeTca Haubonee
paclpoCTpaHeHHBIM, H  fiepeflaya ynpaBleHMd KOAy  Bupyca
ofecnieunBaeTCs H3MEHEHHEM TIEPBOi kOMaHAbl IIPpOrpaMMel (com) HiH
saronoska odaitna (exe).

3. Beoo e cepeduny ¢haiina. OBBIMHO 3TOT METOA HCIOAB3YETCH A
IPHMECHEHHA CTPYKTYPHl BHPYCOB K 3apasee ofnpeaefNeHHbIM daiinaM
(uanpumep, oaiiny Command.com) uam k daiinam, coaepaliiM
NoCNexoBaTeNbHOCTs 6alTOB OHOroO M TOrO e 3HAYECHHS, AOCTATOUHO
LJUHHYI0, 4TOOE! BMECTHTD BUpYC.

XapakTepHCTHKH 3Tana 3apakeHHA A 3arpy30uyHeiX BHPYCOB
ONpPEAEASIOTCA KAYECTBOM 3arpY304HbIX CEXTOPOB 00LEKTOB, B KOTOPbIE
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OHM BCTABNEHBI — [HOKHX H XKECTKHX JHCKOB, 3 TAlOKE 3arpy30qHOMH
3aMUCH *ecTkoro aucka (MBR). OcHosHasA npobnema — orpaHu4eHHblE
pasmeph! 3Toro ofnekra. CneaosaTeNbHO, BAPYCHl NO/DKHE! XPAHKTD HA
JAUCKE HENOAXONALIYIO HacTh CBOEH epTBbl, a Taloke HeCTH
OpPUTHHANBHEI KOJX 3apaXEHHOro 3arpy3+1HKka.

[pouecc 3apaxeHus ANA MAKPOBHPYCOB 3aKRIOYACTCA B XPAHEHHUU
KOfi2 BHpYCa B BHIGPAHHOM JOKYMEHTE JKEPTBbl. DTO HEnpocTo CALNaTh
AN HEKOTOpeIX nporpamm OOpaboTKH HHGODMAUMH, NOCKONIBKY
dopmar daiina foxymenta MoxkeT ObITh HE MPERHA3HAYEH [N XPAHEHHS
MaKpoOfpoTPaMM.

BrinonHenue necTpykTuBHbX GyHkimH. [lo  aectpyxTHBHbIM
BO3MOXHOCTAM pasiHyalorcs OesspellHsie, GesonacHele, onacHbie n
O4YeHb ONACHBIC BHPYCHI.

BesspeOnsie eupycst — BHPYCBI, 00IMajaioiime MexXaHH3MOM
camopacfipocTpanenusi. OHM He NOBPEXNAIOT CHCTEMY,  TOMBKO
3aHHMAIOT cBOBOAHOE MECTO HA JHCKE.

Besonacneie eupycet — BHPYCbi, CBS3aHHBIC C Ppa3NdiHBIMM
BreYaTIERHAMH (ayAHO, BHAEO) OT MPHUCYTCTBUA B CHCTEME, HE HAHOCHAT
ywiepba nporpaMmaM H [aHHLIM, XOTA H COKpalialoT CBOBOAHYIO
NamATh.

Onacuute gupycet — BAPYCHI, BbI3GIBAIOIHE Cepbe3Hble RedeKTsl B
paGoTe KoMnbloTepa. B pesynsrate mporpamMmuoe ofecneqeHue W

JaHHble MOryT ObITh MOBPEXCHBI.

Ouenp Onachele 6upycst — BHPYChl, KOTOPHIE BHENPAIOTCA B
anroputMbl NpPEABAPUTENEHON obpaboTke HXx obpaboTku, npusoas
HEMOCPEACTBEHHO K YHHHTOXKEHHIO NPOTPaMM M JAHHBIX, a Takke
ynaneHHio KHpopMaLnK, HeoOX0ANMO#t Ay paboThl KOMNBIOTEpPA,

Hepedaua ynpaerenus npogpamme — HOCHTEMO BHpyca. Cnenyer
OTMETHTB, YTO BUPYCHI AENATCA HA PA3pPYIIHTENeH H He paspymuTenei.

Paspywumenorote  eupyctt  He 3a00TITCA 0  coxpaneHWH
GYHKUHOHANSHOCTH NMPH 3apaXXEHHH MPOrpaMM, NO3TOMY H& JaHHOM
JTane OHH He MMEIOT CMBICNA.

Hna wxe paspywumensvrwx 8upycos8 3TOT 3Tan CBA3aH C
BOCCT2HOBRCHHEM H YNPaBIeHHEM NPOrpaMMoii B NIaMATH B TOM BHAE, B
KOTOpPOM HEoGXOAHMO BBINONHHTE KOPPEKTHPOBKY, MEPEMECTHB BUPYC
K porpaMme-HOCHTENIO.

Hpyzue munwut spedonocksix npozpamm. IloMmuMo Bupycos,
CYIIECTBYIOT CAEAYIOUHE THMBI BPEAOHOCHBIX MTPOrpaMM:

- TPOSAHCKHME MPOrpaMMBl;
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- norvueckue BomMObL;

- XAKepCKWE YTHAWTSI, KOTOpHle TailHO YNpapnsioT YARJeHHRIMH
KOMITbIOTEPaAMH;

- MpOrpaMMsl, KOTOPhIiE BOPYIOT HapofiH H3
KoHpHAeHUHanbHOH HH(OpMaLHH.

Mex/y HHMH HET YETKOH rpaHHLIbl: TPOAHCKHE NPOrpamMMmst MOFYT
CONepKaTh BHPYCHI, NOTHYeCKHE GOMOEI MOryT ObITb pasMemeHbl Ha
BUpycax H T.A.

Tposnckue  npozpamwe: ~ He ~ BOCHPOH3BOAATCA  d - HE
pacrpocTpansiorea. Co CTOPOHBI TPOAHCKHE MPOTPaMMbl BRITAAOAT
abcomoTHO Ge306HaHbIME, AaXe PEKOMEHIYIOT MOME3HHE (yHKUHE.
OzHaKO eclH MONL30BATENE 3arPyXKaeT H 3anyCKact TaKyio nporpamMMy
HA CBOEM KOMOLIOTEpE, NpPOrPaMMa MOXET BHIMONHATE BPEAHLIC
¢yuxuuu He 3amerHo. DBonpWHMHCTBO  TPOAHCKHX  MpOTpaMM
HCNONB3YIOTCA [N MEpBOHAYANBHOTO PacnpoCTpaHeHus BUPYCOB,
HCNONBIOBAHMA YAANEHHOrQ KOMIMbIOTEpA 4epes HutepHeT, KpaxH
JAHHBIX HIH UX YAANEHNS.

Jozuseckas Bomba — 3ro nporpaMma WiAH OTAEABHBIE €C MOAYIH,
BLIMONHAIOWHKE BpeJOHOCHEIE ACHCTBHA NPH onpencneHHbIX YCAOBHAX.
Jloruyeckas OGomba, Moker ObITH 3amylileHa, HAMpHMEp, KOTA3
HACTYNAeT ONMpejefcHHas JaTa, MAH, KOTAA 3aMdCh HOABJIACTCA HIAH
ucuezaer B 6aze AaHHBIX, U T.4. Takyro Gomby MOXHO YCTRHOBHUTH HA
BHPYCBHI, TPOSAHCKHE IPOrpaMMBbl ¥ MpOCTHIE AporpamMMsl.

Kananst pacnpocmpanenun eupycos i 6peGUHOCHbIX RPOZPAMM.
HOns co3ganus 3¢dekTHsHON CcHCTeMBbl 3aUIMTHL KOMNLIOTEPOB H
KOpPNOPATHBHLIX CeTell BaXXHO HMETh YETKOES NPERCTABJICHHEC O TOM,
OTKYAa HMCXOOMT yrposa. Bupychbl HaxoZAT CaMBIC DpasHble KaHAbl
pacnpoctpaHeHua. Kpome Toro, k CTapbiM MeTOZaM H0GaBmsAioTCA
HOBBIE.

Knaccuuecxue memodw pacnpocmpanerus. QDailnossie BHPYCHI
PacmpOCTPaHAIOTCA BMecTe ¢ (pailaMH NporpaMM Ipr obmeHe
BUCKETAMH W TNporpaMMaMM, 3arpy3ke MNporpaMM K3 CeTeBBIX
karanoros, Web- wim FTP-cepsepor. 3arpy3ounbie BHPYChHI [TONafaioT
Ha KOMMNBIOTEP, KOTBa MOMb30OBATENb OCTABNAET 3APAXEHHYID MHCKETY
Ha JHCKOBOZE, a 3aTeM Mepe3arpyxaeT ONEpPaudOHHYIO CHCTEMY.
3arpyxcaeMelit BHPYC MOXET NPOHHKHYTH B KOMAGIOTED 9EPE3 ApyrHe
THMEL BUPYCOB. BHPYCEl MaxpoKkoMaHA paclpoCTPaHsMOTCA Hepes obmen
3apaxeHHPIMH (aiinaMu oQMCHBIX JOKYMEHTOB, TAKHX Kak Gaitnsl
MicroSoftWord, Excel, Access.

HuTepHeTa H ¢ Apyroi
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Ecnu 3apaxennblii KoMneioTep NOAKIIOYEH K NOKanbHOH CeETH,
BHPYC MOXET JIerKO 3apasuTh AHCKH ¢alnoBoro cepeepa, OTKyAa OH
MOXET MPOHTH 4Yepes KaTamorM Ha BCE KOMMbIOTepb! B CeTH. Takum
obpasom, HAuHHAETCH BHpYCHasn INUASMHA. CucTeMHBIH
anMHUHHUCTPATOP NOKEH NMOMHHTBL, YTO BHPYC HMEET Te XE npasa B
CETH, YTO M Nnpapa NONL30BATENA KOMIIbIOTEPA, KOTOpLIH OBIN 3apakeH,
TakuM obpazom, OH MOXET mnoONacTh BO BCE KaTalord, KOTOpbIe
HCMIONB3YET MoNb30BaTeNb. Ecny BHPYC NonanaeT #Ha pabouyd CTaHUHIO
AAMHHYUCTPATOPA CETH, NOCNCACTBHA MOTYT OBITH OYEHE IIAYEBHLIMHU.

Dnexmponnas noyma. B Hacrosiiee BpeMsi OCHOBHBIM HCTOUYHHKOM
BHPYCOB aBafeTcs rnoGanvHas cerb YHrepuer. BONBLUWHHCTBO
BHDPYCHBIX 3apaxeHHil MPOHCXOANT NpH obMeHe nucomamu B popmare
MicroSoftWord. DnekTpoHHas MOUTA CAYXKHUT KaHAJIOM AN Nepefaud
MAaKpOBUDYCOB, TMOCKOMBKY BMeCTeé ¢  uHdopManued  yacro
OTOPAB/AIOTCA opHCHBIE ZOKYMEHTHI.

OrpaBnenne BHpYCaMH MOXET NMPOUCXOAUTH GECCO3HATENBHO U €O
3MBIM YMBICTOM, HampuMep, NnONb30BATENb PENAKTOPa, 3APAKEHHOrO
MaxKpOBHpYcOM, MOXeT <¢aM TOro He Mojgospebas OTNPaBNATH
OTPABNICHHEIE JNEKTPOHHbIE MHUCBMA anpecatam. C APYro#l CTOpOHBI,
3MIOYMBILINEHHUK MOXKET HaMEpEHHO OTNpaBHTEH Aol onacHbIi
MPOrpaMMHBIH KOA 110 HNEKTPORHOH novTe.

Tpoauckue Web-catimui. [101b30BaTERN MOTYT NOMYHHTh BUPYC MIIH
TPOSIHCKYIO TporpaMMmy MpH TPOCTOM OTCNEXHBAHUA, NPOCMOTPE
TPOAHCKHUX Web-caiitoB. OwHOkn B nonesosarenbcKHX Opayzepax
YaCTO CTAHOBNTCS MPHYMHOH TOrO, YTO AKTHBHBIE KOMIIOHEHTHI
TpOAHCKNX Web-calitoB BBOUAT BPEOOHOCHYHO TpPOrpaMMy Ha
KOMObIOTEPbl mnonp3oBatencit. [lonk3oBarenr, MoOXeT nONy4uuTS

fIpUrNALleHKe J/IA MPOCMOTPa CaHTA TPOAHLA NO NPOCTOH BNEKTPOHHON
o4TEe.

Jokanvrnete cemu. JIOKANBHBIE CETH Taike ABAAIOTCA CPEOCTBOM
GeicTpOro 3apaxeHus. EciH HeoDX0IHMBIe MEpBI 32IUHTHI HE NIPUHATEI,
3apaxeHHas pabowaa CTaHUNA OTPABUT OHH WIH HECKOMLKO
cnyxeOHbIx ¢aiinop Ha CEPBEP IPH AocTyme x NOKaibHOH cern. K
TaKHM dafifam MoKHO OTHECTH CayxeGuuiii  daitn  Login.com,
JMEKTPOHHble Tabnuuel EXcel, Henonnayemsie opraHd3aumeit, W
CTAHAAPTHble walnoHbl HAOKYMEHTOB. [Ipu Bxofe B 3Ty ceTh
NoNb3oRaTeNny 3amycKaroT 3apaXCHHbIC taiinel ¢ cepBepa, B pe3ynsTaTe
4€ro BUpPYC nomyyaeT AOCTYM K KOMIBIOTEPY noNB30BATEN.
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Hpyzue xananer pacnpocmpanenus 8pedOHOCHbIX RPOZPAMM. OnuH
M3 KaHaJloB pacApOCTPaHEeHHA BHPYCOB — MHPATCKHE KONHH
nporpammtoro o6ecneueHus. HeneranbHeie KONKKW AUCKET H KOMOAKT-
OUCKOB YacTo comep:katr ¢aiinel, sapaxeHHble pasnHYHEIMH BHPYCAMH.
K ucrounukaM MepeaayH BHpyca TaKKe OTHOCATCA JJCKTPOHHBIC
xoHdepenuuu H daiinoeble ceprepst FTP u BBS.

KomnstoTepbl, YCTAHOBNEHHBle B Y4YEOHBIX 3aBEACHHIX H
UnTepHeT-ueHTpax U paboTarowme B OOIMEROCTYNIHOM PEXKHME, TAIOKE
AErKO MOryT CTaTh HCTOHHHKOM pacnpoCTpaHeHHs BHPYCOB. Ecnu oauH
H3 THX KOMNLIOTEPOB OTPABNEH OKUCKETOH CNEHYOLEro [oNb30BaTCIA,
AMCKETbl JPYrHX Mofb3oBaTeneii, paboTalOLIHX HAa 3TOM KOMIBIOTEPE,
Taoke Oy AyT OTPaBJICHEL.

C pa3sBUTHEM KOMITBEOTEPHBIX TEXHONOrH KOMABIOTEPHALIC BHPYCH!
TalOKe YCOBEPIIEHCTBYIOTCA MO Mepe HX anantauHd K HOBOH cpene
obHTauus. B nw00oii MOMeHT MOryT MOABHTHCA HOBBIC, PpaHCC
HEeH3BECTHDBIE HIIH H3BECTHBIE KOMIBIOTEpHEIE BHPYCHl, paspaboTaHHbIe
IUTA HOBOIO KOMMBIOTEPHOro oBopyAoBaHHA, TPOAHCKHE NPOrpaMMel H
yeppy. HoBble BUPYCHI MOTYT KCIIOJIB30BaTh HEU3BECTHHIC HIIH PAHEE HE
CYILECTBOBABIINE KAHANBI  pacnpocTpaHeHMs, a Takke HOBBIE
TEXHONOTHH JNS BHEAPEHHA B KOMIIBIOTEPHbIC CHCTCMBIL. Urob6b1
HCKJIIOYNTh PHCK 3APAXKEHMs BHPYCOM, CHCTEMHBIH aIMHHUCTPATOP
KOpIOPaTHBHOMH CETH MOMKEH He TONBKC HCMOMB30BaTh AHTHBUPYCHBIC
METO/bI, HO H MOCTOAHHO CAEAUTH 332 MUPOM KOMIBIOTEPHBIX BUDYCOB.

Obnapysicenue 8pedHsIX NPOZPAMMHBILX CPEOCHS. B ocHOBHOM
UCNOAB3YEOTCA TPH MOAXOAA K 06HApyXeHHIO BPEAOHOCHBIX MPOrPaMM.
[MepeeiM H HauGonee pacnpocTpaHeHHBIM  HX HHX ABMACTCA
obHapysicenue HaQ OCHOGe CuzHamyp, OCHOBAHHOE HA MOHCKE wabnoHa
MIIH CUCHATYPEI BO BpefoHocHoi nporpamme. Bropol moaxon OCHOBaR
Ha obuapyxcenuu usmenenuii ¥  Bbispnger (Qainsl, KOTOPBIC
noApepriuch HiMeHeHuo. Korma ¢aitn HeokHAAHHO NOIABEPracTcs
M3MEHEHUIO, TO OH CHMTAETCA 3apaeHHbIM. TpeTHi NOAX0A OCHO8AH HA
QHOMARNAX, W BBIABIACT HENPHUBLIUHBIX HIH BHPYCHBIX cbaii.non H
CHTYaLHiH.

Obrapyscenue  mna  ocHoge  cuznamyp. ~ CHrHatypa  —
[OCNEA0BAaTENLHOCTE OBHapyweHHbIX GuToB B (aine, coaepxamai
cnenuanbHble CUMBOJIBL. B 3TOM cityuae ux x3m1-3HAUSHUS TAIOKE MOTYT
CRYXHUTb B KAYECTBE CHrHaTypul. OfHako ITOT METOA HMEET HHM3KHH
ypoBeHb THGKOCTH, H BUPYCONMCATENH MOTYT JIETKO €ro oboiiTH.
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Hanpumep, curaarypa 83EB 0274 EBOE 740A 81EB 0301 0000
6blna HCNoONbL30BaHa Ang eupyca W32 / Beast (Bupyc, obHapyKeHHBIH B
1999 rogy M nmpeaHasHAYEHHBIH ANA 3apaxeHHs JokymeHTa Microsoft
Word). B aToM ciaydae BeAETCA NOWCK AAHHOH CHIHATYPBl BO BCeX
daitnax B cucreme. ONHAKO HEAL3A CKa3aTh € YBEPEHHOCTHIO, HTO
BHpyc Oo0HapyXeH MHONHOCTBIO, AAKE eCNu 3Ta CHUrHatypa Oeina
obHapyxena B daiine. IT0 noTomy, YTO HEBUpYCHBIH daitn Takxe
MOXET COAepXaTh JAaHHYiO CHrHatypy. Ecin Gute, noanexaune
noucky dainoB cayvaifHel, MOTEHUHAIbHAA BEPOATHOCTh 3APAKEHUA
pasua 1/2'"%, OfiHaKo KOMMBIOTEPHEIE NPOTPAMMbI M GHTHI B AAHHBIX
JlaleKH OT CIyd4allHOCTH, ¥ 3TO O3HAYaeT, 4TO BEPOSTHOCTE Bee Gonblue
BospacTeT. JIpyrHMH CloBaMM, Aaxe B CAyyae OOHAapyXCHHMA B
onpeaenentom aiine curHartypel, Tpebyercs HONOAHHTE/LHAsA
NpoBepKAa.

Merog ofHapyKEeHHA HA OCHOBE CHMHATYDH O4eHb 3¢deKTHBeH B
cay4ae, KOrAd BUPYC AeHCTBUTENBHO CYLIECTBYET U ODLIME CHIHATYpbI
pasneneHsl. Kpome TOre, COrnacHoO 3TOMY METORY MOJIE30BATENO M
aAMHHUCTPATOPy  HAaKNafblBAETCH  MHHAMAajbHas  Harpyska o
BO3NaraeTcs Ha HMX TOMBKO 334343 XPaHEHHA CHIHATYp W HX
MOCTOAHHOE OOHOBAEHHE.

OgnHako, pazmep (aiina, B KOTOPOM XPaHATCA CHIHATYPHI, BE/HK,
CKaHHpOBaHUe ¢ McnonbzopandeM ¢aiina ¢ 10 unu 100 TeICA4aMK
CHrHATYpamd 3aHWMaeT mHoro BpemeHd. Kpome Ttoro, aToT MeTon
MOXHO JIErKo OOMaHyTe ¢ TNoMollsio HeGoabio#l MomubHKaLMu
of6HapyKEHHOrO BUPYCa.

Ha cerogHsHui# AeHb METOA PACNO3HABAHHA HA OCHOBE CHI'HATYp
IMAPOKO MCHONB3YETCA B COBPEMEHHBIX AHTHBHPYCAX MM CpeACTRax
32U TRl OT BPEAOHOCHBIX MTPOrPamMM.

Memod obrapyxcenus usmenenuu. Ilockonbky BpefOHOCHAS
NporpaMMa HaxXOAWTCS MO ONPEAENEHHOMY aJipecy, TO MOXHO YKAa3aTh
HA 3apAXEHHOCTh, ECITH FIE-TO B cHCTeMe O0OHapyxeHo n3MeHeHne. To
ecTb, ecnu obHapyxXeH M3MeHeHHBIH Qaiin, oH MoxeT GniTe 3apaxeH
BHPYCOM.

Kak MoxHO OOHApYXKHTh M3MeHenna? J[lna peweHus 3Toii
npoGnemst noaxonat x3uw-pyukuuu. Tlpexnonoxkum, uto e gaiinst B
CHCTEME X3IHMpPOBAHK], @ X3UI-3HAUEHUS XPAHATCA B 6E30MaCHOM MeECTe.
B sTOM ciyyae BpeMs OT BpPEMEHH XOIU-3HAYCHMA 3ITOrO (aitna
MOBTOPHO BHIYHCAAIOTCA H CPABHHBAOTCA C HCXO/HBIM 3HAYCHHEM.

208



Ecne OAHH WK Heckofibko OuToB daiina H3MEeHEeHb!, Xdl-3HaA4YEHH He
COBMNAAYT, 1 (aiin CHUTAETCA 3aPAKEHHBIM BHPYCOM.

OnsUM H3 MPEUMYUIECTE 3TOr0 METO/a ABIAETCA TO, YTO, €CIH
(aiin NOBPEXAEH, €ro MOXHO 0ofHapyXuTs NonHoCTHO. Takke
BO3MOXHO  OOHApyX€HHEe  paHee  HEU3BECTHOH  BPENOHOCHOM
nporpaMMel.

-OfHaK0 ¥ 3TOrQ MeToaa HMeITCA-HeHoCcTaTKH. Mdaiinm B cHcTeMe
OBBIUHO YaCTO MEHAIOTCS, YTO NPUBOMUT K YBEAHYCHHIO YHCNA CIy4aes,
koraa 0OHapYXKUBAETCA, YTO OHH OBLIIH MOBpeXxXNEeHbi OOMAHHLIM MyTEM.
Ecnu BUpYC BCTPOEH B HAacTO HIMEHMOMHICA daiin B cacreme, 3TOT
MeTofl MOXHO fierko oGoliTu. B arom cnyuae obHapy>KeHHe H3MCHEHHS
B sToM (aiine ¢ nomotblo fior (akina 3aHKMAET MHOTO BpEMEHH, YTO
NpHBOAKT K TAKKM NpoGneMan, Kak METOMl Ha OCHOBE CHTHATYD.

Obuapyxcenue wa ocnoge aromanrui. MeTon, OCHOBAaHHBIA Ha
AHOManNAX, HanpasJieH Ha obHapyXeHue HeoOBIYHLIX,
BUPYCOMOAOOHBIX MMM  NOTEHUMANLHO BpENHBIX AEHCTBHA MM
ocobennocTe. 3Ta Haea TaKKe HCnonb3yercs B cueremax IDS.

dyupameHTanbHAas MPo6neMa 3TOr0 METOAA COCTOMT B TOM, YTOGH!
BBLIICHUTB, KAKOE COCTOSHHE fABNAETCA HOPMaNbHBIM, & KaKoe HET, H
OMpERENUTE PA3HHIY MEXIY ITHMH ABYMSA COCTOAHHAMH. Kpome ToOro,
cywiecTByeT npoGneMa H3MeHEeHHS HOPMAABHOrO COCTOAHHA
afanTallMd CHCTEMBl K JTOMY COCTOAHHIO. DTO BBI3bIBAET NOABJCHHE
MHOXECTBA NOMHBIX CHIHANOE, JJOCTOMHCTBOM 3TOr0 METONA ABJAETCA
BOSMOXKHOCT:  OOHAapyXeHHs paHee HEU3BeCTHOW  BPENOHOCHOH
NporpaMmel.

Hedocmamyu  aGHMUSUPYCHBIX  HPOZPAMMHUIX  CPEOCIS.
AHTHBHPYCHOE MpOrpaMMHOE CpeACTBO CYHTAETCs HEOBXOMMMBIM
yCNOBHEM 3alllMTeI KoMneloTepa. B obmeM, aHTHBHpYC CKaHHDYET,
3amyilaeT, MOMEIaeT B KAPAHTHH BpPEHOHOCHBIC NPOrpaMMbl H
BBIMOJNIHAET JAPYTHE ONepauMH JINA KOMIbIOTEpa. AHTHBHPYCHOC
NpOrpaMMHOE CPE/CTBO MOXHO YCTaHOBHTH ¢ CD-Ancka i 4Yepes ceTh
Hutepuer. AHTURHPYCHBIE NPOTPaMMHbIE CPEACTRA OTNHYAIOTCA APYT
OT Apyra MHOXKECTBOM YHHKaAbHbIX (iyHkumit. Hanpumep, 6/0kHpOBKa
pexfiamb! MpU Keronb3oBaHHA HHTepHeTa, GnokHpoBKa NPORHKHOBEHHA
BpeAOHOCHBIX TIporpamM ¢ MuTepHeTa u T.1. Onnako no/k30BaTe/IM HE
cnemyeT MONHOCTBKY MOJIAraThCA Ha BO3MOKHOCTH AHTHBUPYCHBIX
NpOrpaMMHBIX CPEJICTB.

AHTHBHDYCHBlE nporpaMMHble CpeACTBA JUIA  HENPEPLIBHOTO
06HApPYKEHUA BUPYCOB HYXAAOTCA B 00pa3noBbIX taiinax, KoTOpbIE
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COZEPKAT CAMYIO CBEXKYIO H oGHOBEHHYIo MHpopMaumo. OfHako, 10
TéX MOp, MOKA MAPOM3BOAHTENH AHTHBHPYCOB HE CO3LanyT obpasubl
daiinos Ang HOBOTO BUpYCA, CO3AATENN BUPYCOB OyaAyT cO3AaBaTh BCE
fonmbile  HOBBIX BHPYCOB. DTO O3Ha4aeT, YTO AOATOTOBKA BAKIMHB! OT
HOBOFQ BHpYyca TpefyeT MHOIMO BpEMEHH.

Kpome TOro, aHTUBHpPYCHOE NporpamMmHoe obecredeHHE MOMET
oKazaThbcA OecrmosesHpM MpA OOHapyKEeHWH BPEAOHOCHBIX NMpOrpaMm
tuna Rootkit. BpenosocHste nporpammsl THna Rootkit HanpaBieHbl Ha
aTaKy LEHTpa OnepalHoOHHOH CHCTEME KOMMbIOTEPA.

Daxmopet  OYEHKH KAYECMBA aMMUBUPYCHO20 NPOPAMMHOZO
cpedcmea. AHTHBUDYCHOE NPOrpaMMHOE CPEACTBO MOXKHO OUEHHTH 10
cneayrouuM paxkropam:

- Hadexcnocmb u yQobcmea ucnoabioeanuil — AHTHBHPYCHoOe
IPOrpAMMHOE CPeACTBO HE <«(3aBHCaeT» W He Tpebyer pa3nuyHOH
ROArOTOBKH K HCMOJIB30BAHHIO,

- cnocobHOCTD KAYyeCTBEHHOTO obHapyxeHus BCEX
pacpOCTPAHEHHBIX BHPYCOB, CKaHHPOBAaHMA (aiinoB AOKYMEHTOB/
ta6muu (MS Word, Excel}, ynmakoBaHHbIX, apXHBHBIX (aiiioB 1 neyeHs
3apakeHHbIX 0GLEKTOR;

- IOCTYMHOCTH g BeeX monynapHeix nnarpopm (DOS, Windows
NT, Novell NetWare, OS / 2, Alpha, Linux u ap.), Hanuuse pexumoB
CKAHMPOBaHHA MO 3anpocy M ObICTPOro CKaHUPOBAHUS;

- ckopocTs 06paboTKH H Apyrue 0coDEHHOCTH.

Hpogunaxmuueckue  mepu.  CpoeBpeMeHHOe  obHapyxenue
BHPYCOB M  3apaKeHHBIX  $ailoB  MOXeT  NpejAOTBPAaTUTEH
pacnipocTpaHeHue BHPYCHOMH SnMAeMHH Ha ApYrHe KOMIBIOTEPB! 34 CHeT
OofAHOro  ycTpaHeHHs  OOHapy>KEHHHIX  BHPYCOB HZ  KaXQOM
komnbiorepe. He cyuecTByer aOCONIOTHO HAJEKHBIX [POrpamm,
criocobGHEIX OOHAPYXKHTL H YHHUTOXHTB JII000H BHpyc. BaxkHe# cnocob
6opp6El €  KOMIBIOTEPHBIMH  BHpDYCAMH —  CBOEBPEMEHHas
npodunakTuka. YTo6bl 3HaYHTCALHO CHH3HTDL BEPOATHOCTD 3aPaKeHMs
BHPYCOM M ODECHEHHTL HAJEeXHOE XpaHEHHE JAHHBIX Ha JHCKax,
HEOOXO0AMMO NPHHATE CMEAYIOIHE MEPLI TPODHAAKTHKY:

- HCMONb30BAThH TONBKO NHMUEH3HOHHOE nporpaMMHoe
obecneyeHue;

- obecnednTh KOMIIBIOTED COBpPEMERH O aHTHBHPYCHO#
iporpaMmoi U peryspio 06HOBRATS et;

- BBIIOJNHATE AHTHBHPYCHYIC TMPOBEPKY KKROro HAKOMHTEns
nepej YTeHHEM AaHHBIX, 3aMHCaHHBIX C APYTOro KOMALKTEPA;
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- BBIMONHATH CKAHHPOBAHHE NOCHE PACIAKOBKH (afinos H3 apXHBa,

- MOBTOPHAdA MNpOBEpPKa AWCKOB KOMIBIOTEpA HA aHTHBUPYCHOH
Mporpamme;

- HCMONE30BAHHE AaHTHBHPYCHOH nporpaMmel AN KOHTpONA BCCX
HCNonHseMsix ¢ainos, NOIYYEHHBIX U3 KOMIIBIOTEPHBIX ceteil.

Aumugupycrete npo2paMmMHRbIe KOMMAEKCHI. b4 Ka;xaoro
aHTHEMPYCHOIO NPOrpaMMHOro CpeficTBa €CTh CBOH NPCHMYIHECTBA H
HenocTaTkH. KomnnekcHoe  Hcoonp3oBaHHe  BCEro  HECKONBKHX
AHTHBMPYCHBIX MPOrPAMMHBIX CPEACTB MOXET O0ECneuHTh MNONHYIO
sawuty. Ha npakThHke cymecTByer MHOXECTBO AHTHBHPYCHbIX
nporpaMMHBIX CpEACTB, B KayecTBe [IpHMEpa MOXHO TPHMBECTH
cnegyiowe (tabn. 7.3).

Tatauya 7.3
QOcobeHHOCTH PAZJIHYHLIX AHTHBHDYCHEIX TIpOrpamm
3 3 - 3 = ~ = o+ D
TpoaywT| sa €. &8 35 ‘533 Soieta] B g.‘!‘. ¥
&= |EEsltx]|Eq|8E8=| BELE jZ225] T3 » 3
SEIEEE 3| 65|55 22 |55 55| €2 | %
= z= 55| 22|25<| &8 F] H 23
Cro g |&8%% ZE|® 3 s g s | &
noficTna £ g 43 = g % v| & &< 3 ¥8
CronmMocTs | 19.998] 19.99(29.99(29.99( 18.99% | 27.995 | 29.955 | 39.99% { 19.995 | 19.99%
$ s s
CkaHnpoBas
He 0o + + + + + + + + - -
cnpocy
[ocTosnnoe
ckammpopaw| + + + + + + + + + -
He
Onenxa Be6 + + + _ + _ + R - -
Gromwspoeka
BpEHOHOCHO |  + + + + + + + + - -
ro URL
3amwraor [ + + + + + + - - -
(HIIHHra
Onpegencem
e no + + + + + + + + + -
NpH3IHAKY
Cranwnporas
ue + - + + - - - - - -
YAIBHMOCTE
it
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CITMCOK COKPAILEHUH

ABAC - Attribute-based access control
AES — Advanced Encryption Standard

APT - Advanced persistent threats
ASCII — American Standard Code for Information Interchange

HT — HudopmaLHOHHEIE TEXHOJIOTHH
CBC - Cipher Block Chaining
CCTV - Closed-circuit television

CDMA - Code Division Multiple Access
CSEC2017 JTF — Cybersecurity Curricula 2017 Joint Task Force

CVE — Common Vulnerabilities and Exposures
DAC — Discretionary access control

DES — Data Encryption Standard

DLP — Data Leakage Prevention

DoD - Department of Defense

DS - Denial of service

ECB - Electronic codebook mode

FAR — False Acceptance Rate

FRR - False Rejection Rate

FTP - File Transfer Protocol

GNFS — General Number Field Sieve

GSM — Global System for Mobile Communications
HMAC - Hash-based message authentication code
HTTP — Hypertext Transfer Protocol

HTTPS — Hypertext Transfer Protocol Secure

IDS - Instrusion Detection System
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IPS — Intrusion Prevention System

IPSec - IP Security

ISO - [nternational Organization for Standardization
IV - Initialization Vector

KDC - Key Destribution Center

L2TP - Layer 2 Tunneling Protocol

LAN - Local Area Network

MAC — Mandatory access centrol

MAC — Message Authentication Code

MAN — Metropolitan Area Network

MITM - Man in the middle attack

NAT - Network Address Translation

OWASP - Open Web Application Security Project
PAN - Personal Area Network

PIN — Personal Identification Number

PKI — Public key infrastructure

PPP - Point-to-Point Protocol

PPTP - Point-to-Point Tunneling Protocol

RAID — Redundant Array of Independent Disks
RBAC — Role-based access control

RFID - Radio Frequency IDentification

SIM — Security Information Management

SSID — Service Set [dentifier

SSL — Secure Sockets Layer

TCP/IP — Transmission Control Protocol/Intemnet Protocol
USB - Universal Serial Bus

UTM - Unifield Threat Management
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VPN - Virtual Private Network

WAN — Wide Area Network

WEP - Wired Equivalent Privacy

WLAN - Wireless Local Area Network
WMAN - Wireless Metropolitan Area Network
WPA — Wi-Fi Protected Access

WPAN - Wireless Personal Area Network
WWAN - Wireless Wide Area Network
OBA — Onnaiid 6aHK ARKCB!

ATM - Automated teller machine

MAC - Media access control

OC — OnepainoHHas cHCTEMA

M- 3nexkrpoHHas UudpoBas MOANUCH
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TJIOCCAPHHA

ABTOpH32UHA — MpeAcTaBleHUe M0L30BATEMO ONpeAeNeHHbIX NpaB
AOCTYNa Ha OCHOBE IOAOKHTENBHOrO Pe3yabTaTa erc ayTeHTHdHKaLHM

B CHCTEME.

Avtorizatsiya —  tizimda  foydalanuvchiga, uning  ijobiy
autentifikatsiyasiga asosan, ma’lunt foydalanish huquqlarini tagdim -
etish.

Authorization — granting the user certain access rights based on the
positive result of authentication in the system.

AAMHHHCTPATOp 3aMATLI — CyOBEKT AOCTYNa, OTBETCTBEHHBIX 34
3aMTY ABTOMATH3HPOBAHHOH CHCTEMBI OT HECAHKIHOHHPOBAHHOTO
JOCTYNa K HHOpMaLMH.

Himoya ma’muri — avtomatlashtirilgan tizimni axborotdan ruxsatsiz
foydalanishdan himoyalashga javobgar foydalanish subyekti.

Security administrator — the subject of the access responsible for the
protection of the automated system against unauthorized access to the
information.

AQMHHHCTPATOP CHCTEMBI — JIHIO, OTBedalollee 33 3KCIUTyaTauuio
CHUCTEMEL H NOAZIEpXaHHe ee B pafoTocnocoOHOM COCTOSHHHU.

Tizim ma’muri — tizimni ekspluatatsiyasiga va uning ishga layoqatlik
holatini ta’minlashga javobgar shaxs.

System administrator — a person who is responsible for operation of
the system and keeping it in an appropriate working condition.

AxTHE — 1. Undopmauns wiu pecypcsl, noanexailuue sawure. 2. Bee,
4TO MMEET LCHHOCTh AnA opradmsapuu. 3. [J1aBHOE MPHIOXKEHHE,
ofiaa cHCTeMa nNoOANEepXKKH, BBICOKO aBTODHTETHas MporpamMma,
MaTepHaNbHaA 4YacTh, MHCCHA KPUTHUECKOH CHCTEMbl, MEPCOoHAM,
ofopyoBaHKe UMK NOTHYECKH CBAZAHHAA CPYNNa CHCTEM.

Aktiv — 1. Himoyalanuvchi axborot yoki resurslar. 2. Tashkilot uchun
qiymatli barcha narsalar. 3. Bosh ilova, umumiy madadlovchi tizim,
yuqori nufuzli dastur, moddiy qism, kritik tizim missiyasi, xodimlar,
jihozlar yoki mantiqiy bog’langan tizimlari guruhi.

Asset — I. Information or resources that should be protec.ted.. 2.
Anything that has value to the organization. 3. A major application,
general support system, high impact program, physical plant, mission
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critical system, personnel, equipment, or a logically related group of
systems.

AxTHBHAYA yrposa - yrposa NPEIHAMEPERHOTO
HeCaHKLIHOHHPOBAHHOTIO H3MEHEHHA COCTOAHHSA CHCTEMBI.

Faol tahdid - tizim holatini atayin ruxsatsiz o’zgartirish tahdidi.

Active threat — a threat that can make a deliberate unauthorized change

to the system.

AnroputvM  ImWAGPOBAHHR —  ANrOpHTM  Kpuntorpaduyeckui,
peanmayiomuii - QyHxkuuo  wmdpoBaHua. B cayuae  6mo4HBIX
WHGpPCACTEM MOJTYYAETCA € UCMNONB30BAHHEM ANrOPHTMA WH(POBAHHUS
6nouHoro £a30B0r0 B KOHKPETHOM pexiMe LIH(GPOBaHUL.

Shifrlash algoritmi — shifrlash funksiyasini amalga oshiruvchi
kriptografik algoritm. Blokli shifrtizim holida shifrlashning muayyan
rejimida shifrlashning bazaviy blokli algoritmidan foydalanib hosil
qilinadi.

Encryption algorithm — a cryptographic algorithm that implements the
function of encryption. In the case of block cipher system is obtained
using the algorithm of the base block encryption in a particular mode of

encryption.

Aaroput™ KpuntorpaduvecKuif -~ ANFOPHTM, PEANH3YIOIMKA

BbIMHCIIEHHE OAHOMH M3 KpunTorpaduyeckux GyHKuui.
Kriptografik algoritm — kriptografik funksiyalardan birini hisoblashni

amalga oshiruvchi algoritm.
Cryptographic algorithm - the algorithm that implements the

calculation of one cryptographic functions.

Anroput™ pacuingpoBaHMsS — AIFOPUTM  kpHNTOrpadHuecKHii,
obpatHelif K anropuTtMy MH(PPOBAHHA ¥ peanHsyOLUHi (YHKUMIO
pacwiHdposaHHi.

Deshifriash algoritmi — deshifrlash funksiyasini amalga oshiruvchi va
shifrlash algoritmiga teskari algoritm.

Decryption algorithm — the cryptographic algorithm which is inverse to
the encryption algorithm that implements the decryption function.

AJITOPATM XeIIHMPOBAHHA — B kpumrtorpadum -  anropur,
peanuayroluii xew-pyHKUHIO KpHITOrpaduyieckyo. B mMatematTrke U
220



NporpaMMHPOBaHHHE - ANTOPUTM Mpeobpa3oBaHkd CTPOK CHMBOJIOB, KaK
NpaBuio, yMEHbIAOWMA ANUHY CTPOKH M TakOH, HTO 3HAUCHHUE
KakKA0ro CHMBONA BBIXOAHOH CTPOKH 3aBHCHT CIIOXKHBIM obpazoM OT
GOMBILOrO KONUUECTBA BXOMHMIX CHMBOJIOB (B Haeaie - OT BCEX).
OObI}HO, aIFOPHTM XelWHpoBaHus npeobpasyeT CTPOKH MPOU3BOMLHOR
OAHHEl B CTPOKH PHKCHPOBAHHOH AMHHEI.

Xeshlash algoritmi — kriptografiyada kriptografik xesh-funksiyani
amalga oshiruvchi algoritm. Matematika va dasturlashda — odatda, satr
vzunligini kamaytiruvchi simvollar satrini o’zgartiruvchi algoritm.
Chigish yo’li satrining har bir simvolining qiymati kirish yo’li
simvollarining katta soniga (idealda — barchasiga) murakkab tarzda
bog’lig. Odatda xeshlash algoritmi ixtiyoriy uzunlikdagi satrni
belgilangan uzunlikdagi satrga o’zgartiradi.

Hashing algorithm — in cryptography. an algorithm that implements the
cryptographic  hash  function. In mathematics and computer
programming - algorithm for converting strings of characters, generally
reducing the length of the string and such that the value of each symbol
of the output string depends in a complex way from a large number of
input characters (ideally all). Usually, hashing algorithm converts strings
of arbitrary length to strings of fixed length.

AnropT™ nuppOBOH MNOANMHCH — ACHMMETPRUHBIH anrOPUTM,
MCTMONB3YeMBbIH AN LHpoBOi MOANUCKH AAHHBIX.

Raqamli imzo algoritmi — ma’lumotlarni ragamli imzolash uchun
foydalaniluvchi asimetrik algoritm.

Digital signature algorithm — asymmetric algorithm used for digitally
signing data.

AnropnTM mudpposanun RSA —  anroputM WK PppoBaHU,
npennioxeHuuii B 1978 r. P. Paitsecrom, A. llamupoM H I
ALIeMaHOM, M MpeAHasHAuCHHBIK A MOCTPOEHHS WHGPCHCTEM
ACHMMETPHMHBIX.

RSA shifrlash algoritmi — 1978 yili R. Rayvest, A Shamir va
L.Adleman tomonidan taklif etilgan va asimetrik shifr tizimlarini
qurishga mo’ljallangan shifrlash algoritmi. _
RSA encryption algorithm — the encryption algorithm_ proposed in
1978 by R. Rivest, A. Shamir and L. Adleman and is designed to build

asymmetric ciphers.
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AHaMH3 — H3yYeHHEe 3HAa4UMOCTH MONMYyUEHHLIX [aHHBIX M
[I0Ka3aTeIbCTBEHHON [IEHHOCTH K CyHalo.

Tahlil — olingan ma’lumotlarning muhimligi va vaziyat uchun
isbotlanganlik qiymatini o’rganish.

Analysis — the examination of acquired data for its significance and
probative value to the case.

AxanuzaTopsl ceTeBble (CHHgep) — NpOrpaMMEL, OCYLIECTBIAOLINE
«MpOCyUHBAHNEY TPadHKa CETEBOrO M aBTOMATHYCCKOE BHAC/IEHHE U3
TpadMxa CETEBOTrO HMEH NONB30BATENEH, NAponeH, HOMEPOB KPEAMTHBIX
KapT, Apyroil nofo6HoH HHOpPMALIHHA.

Tarmoq tahlillagichlari (sniffer) — tarmoq trafigini “tinglash™ni va
tarmoq trafigidan avtomatik tarzda foydalanuvchilar ismini, parollarni,
kredit kartalar nomerini, shu kabi boshga axborotni ajratib olishni
amalga oshiruvchi dasturiar.

Network analyzers {sniffer) — programs that listen on network traffic
and automatic allocation of network traffic usernames, passwords, credit
card numbers, and other such information.

AHTHBHPYC — TPOrpaMma, obHapyxHBaroLlias Wik 0GHapykKBaolas 1
ynanmolas BUPYCH. ECH BHDYC YNANHTb HE YAA€TCH, TO 3apakeHHas
nporpamma yHuutoxaercs. Ewme — nporpaMma, npeaHasHadeHnas Afia
3alIMTEl OT BHPYCOB, OOHApYXECHHA 3aPAKEHHBIX MPOTPaMMHBIX
Moayne#f B CHCTEMHEBIX ofnacreif, a TaKKe BOCCTAHOBIEHHS MCXONHOTO
COCTOSHNA 3apaXKeHHBIX OOBEKTOB.

Antivirus — viruslarni aniglovchi yoki aniglovchi va yo’q qiluvchi
dastur. Agar virus yo’q qilinmasa, zaharlangan dastur yo’q qilinadi.
Yana — viruslardan himoyalashga, zaxarlangan dasturiy modullar va
tizimli makonlarmi aniqlashga, hamda zaxarlangan obyektlarning
dastlabki holatini tiklashga mo’ljallangan dastur.

Antivirus — the program that detect or detect and remove viruses. If
virus remove not possible, then the infected program is destroyed.
Another program, designed to protect against viruses, detecting infected
software modules and system areas as well as restore the original state of
infected object.
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AnnapaTHoe CpPeACTBO 3AIHTHM HHPODMALIHK -— ClelHanbHOE
3aUMTHOE YCTPOHCTBO MAM NpUCHOCOBACHHE, BXOAALICE B KOMILIEKT
TEXHUYECKOTO CPEACTBA 06paboTku HHpOpMaLHH.

Axborotni himoyalashning apparat vositasi — axborotni ishlovchi
texnik vositasi komplekti tarkibiga kiruvchi maxsus himoyalovchi
qurilma yoki moslama.

Hardware data protection — a special protective device or fixture
included in the kit technical tools of information processing.

Annuersl BpPEeAOHOCHbIE — HeGonbluMe DPUACKEHHS, KOTOpbIE
aBTOMATHYECKH 3arpyXalOTCH M BbINGNHAIOTCH, U KOTOPBIE PEalH3yIOT
HECAHKUHOHHUPOBAHHbIE GyHKUUH HHPOPMALIHOHHON CHCTEMBIL.

Zararli appletlar — axborot tizimida ruxsat etilmagan funksiyalarni
amalga oshiruvchi, avtomatik yuklanuvchi va bajariluvchi kichik
ilovalar.

Malicious applets - small application that are automatically
downloaded and executed and that perform an unauthorized function on
an information system.

Apxutextypa IT GelomacwocTH —  onMcaHHe  MPHHLHNOB
GesonacHOCTH H ofwero noaxofia AN COOMIONEHHA NPHHLMNOB,
yNpaBIAIOLIUHX CHCTEMOH NpoexTHpoBaHKA Ge300acHOCTH.

AT xavfsizik arxitekturasi — xavfsizlikni loyihalash tizimini
boshqaruvchi prinsiplariga rioya qilish uchun xavfsizlik prinsiplarining
va umumiy yondashishning tavsifi.

IT security architecture — a description of security principles and an
overall approach for complying with the principles that drive the system
design.

ApxHTeKTYpa HHpOpManmonHoi GeloNACHOCTH — BCTPOCHHAR,
HEOTBEMJIEMAA HaCTh APXHMTEKTYPbl MPEANPUATHS, ONHCHIBAIOLIAA
CTPYKTYPY W  MOBEAEHHE (poueccos 0e30MacHOCTH, CHCTEM
HH¢OpMaLNOHKOI §e30MacHOCTH, MEPCOHANBHBIX H OpraHH3aUHOHHBIX
moApasaeiieHui, ¢ ykasaHMeM uX BhIpaBHUBAHHE C LENBIO H
CTpaTernueCKUMH MIaHAMU NPEANPUATHA.

Axborot xavisizligining arxitekturasi — tashkilot xavfsizlik jarayonlari
strukturasi va ishlash rejimini, axborot xavfsizligi tizimlarini, sha-xsiy'va
tashkiliy bo’linmalarini, ularni tashkilot missiyasi va strategik rejalariga
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tenglashtirishni ko’rsatish bilan tavsiflovchi tashkilot arxitekturasining
o’ratilgan, ajratib bo’lmas gismi.

Information security architecture — an embedded, integral part of the
enterprise architecture that describes the structure and behavior for an
enterprise’s security processes, information security systems, personnel
and organizational sub-units, showing their alignment with the
enterprise’s mission and strategic plans. -
ATaka «NpOTHBHHK B CepeJHHe» — araka Ha NpoOToKoN
KpHnTOrpauvecKHii, B kKoTopoil npoTtueHuxk C BHINONHIET 3TOT
MPOTOKOJ KaK € YYacTHHKOM A, TaK H ¢ yuacTHuxkoM B. [poThBHuk C
BHIIOJTHAET CEaHC ¢ YYACTHHKOM A OT MMeHH B, a ¢ yyactHHKoM B or
uMeHr A. B npouecce BBIMONTHEHHSA MPOTHBHHUK MEPECHINAET cooblenms
0T A x B u o6paTHO, BO3MOXHO, IOAMEHAA UX. B yacTHOCTH, B Cny4yae
ApoToKona ayTeHTHdukauuu aboHeHTa ycnewHoe OCYLUECTBIIEHHe
aTak¥  «NpPOTHBHMK B CEPElMHE»  no3BONAeT  MPOTUBHHKY
ayTeHTHuUHpoBaTh cebs A1 B noa umenem A. Jind OCyILECTBASHHA
aTakk «IOPOTHBHMK B CEPEAHHE» Heobxomumo obecneunsats
CHHXPOHH3ALMIC ABYX CEaHCOB NMPOTOKONA,

«Dushman o’rtada» xujumi — kriptografik protokolga hujum bo’lib,
bunda dushman C ushbu protokolni ishtirokchi A va ishtirokchi B bilan
bajaradi. Dushman C ishtirokchi A bilan seansni ishtirokchi B nomidan,
ishtirokchi B bilan esa ishtirokchi A nomidan bajaradi. Bajarish
jarayonida dushman ishtirokchi A dan ishtirokchi V ga va aksincha
xabarni, ehtimol, o’zgartirib uzatadi. Xususan, abonentni
autentifikatsiyalash protokoli holida «dushman o’rtada» hujumining
muvafaaqiyatli amalga oshirilishi dushmanga ishtirokchi B uchun o’zini
ishtirokchi A nomidan autentifikatsiyalashga imkon beradi. «Dushman
o’rtaday hujumini amalga oshirish uchun protokolning ikkita seansining
sinxronlanishini ta’minlash lozim.

Attack “the opponent in the middle” - attack on a cryptographic
protocol in which the enemy with this protocol performs as a party A
and party B with C. Enemy performs session with party A on behalf of
B, and a participant on behalf of A. During runtime opponent forwards
messages from A to B and back, possibiy replacing them attacks. In
particular, in the case of an authentication protocol is connected to the
success of the attack “the opponent in the middle” allows authenticate
itself to the enemy in the name of A. To carry out the attack “the
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opponent in the middle” is necessary to ensure the synchronization of
the two sessions of the protocol.

ATaka ma oTKa3 B ODCJIYKHMBAHHM — aTaka C LENbIO BBI3BATh OTKa3
CHCTEMbI, TO €CTh CO3JaTh TAKHE YCNOBHA, MPH KOTOPBIX NErHTHMHBbIC
noAp3oBaTend He CMOLYT HOAYYUTE HOOCTYN K (PEAOCTaBIAEMBIM
CHCTeMoit pecypcaMm, Jinbo 3TOT RocTyn Gyner 3HaHUTENBHO 3aTPYAHEH.
Xizmat qilishdan voz kechishga undaydigan hujum — tizim
buzilishiga sabab bo’luvchi hujum, ya’ni shunday sharoitlar tug’diradiki,
qonuniy foydalanuvchi tizim taqdim etgan resurslardan foydalana
olmaydi yoki foydalanish anchagina qiyinlashadi.

Denial-of-service attack — attack intended to cause a system failure,
that is, to create conditions under which legitimate users will not be able
to access the system-provided resources, or this access much more

difficult.

ATaKa mDacCHMBHAA — araka Ha KpPHNTOCHCTEMY HNIH IPOTOKOA
kpunTorpadu4eckuii, NpH KOTOPOH NPOTHBHHK W/MAH HapymUTENDb
HabMoaeT ¥ UCHOJB3yeT MepefaBaeMble COOOLIEHHA WHpoBaHHbE,
HO He BJHAECT HAa AeHCTBHA MONB30BaTENEH 3AKOHHBIX.

Passiv hujum — kriptotizmga yoki kriptografik protokolga hujum bo’lib,
bunda dushman va/yoki buzg’unchi uzatiluvchi shifrlangan axborotni
kuzatadi va ishlatadi, ammo qonuniy foydalanuvchilar harakatiga ta’sir
etmaydi,

Passive attack — attack on a cryptosystem or a cryptographic protocol in
which enemy and/or the offender observes and uses the transmitted
messages are encrypted, but does not affect the user's actions legitimate.

ATaka co cIoBapeM napoJieii — ataka Ha KPpMATOCHCTEMY, OCHOBAHHASA
Ha nepeGope 3HaUeHUH maposA.

Parollar lug’atiga asoslangan hujum — parol qiymatlarini saralashga
asoslangan kriptotizimga hujum.

Attack with a dictionary of passwords — the attack on the
cryptosystem based on iterating the value of a password.

AyTeHTHOHKATOp — cpeAacTBo ayTeHTHQHKaUuH, NPEIACTABIIONES
OTAMMHUTENbHBIR NPU3HAK nosb3osarels. CpeacTeaMH ayTeHTHOHKALMH
NONb30BATENS MOTYT GbiTh AONOJHHTENBHBIC  KONOBBIE  CIIOBA,
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GHOMeTpHUeCKHe [aHHbBle H JPYrue OTAMYMTENBHBIC MPH3HAKH
MOJNb30BATENA.

Autentifikator — foydalanuvchining farqli alomatini ifodalovchi
autentifikatsiya vositasi. Qo’shimcha kod so’zlari, biometrik
ma’lumotlar va foydalanuvchining boshga farqli alomatlari
autentifikatsiya vositalari bo’lishi mumkin.

Authenticator — means of authentication that represents the distinctive
attribute of the user. Means of user authentication can be additional code
word, biometric data and other identifying features of the user.

AyTenTHHKAaUuA — TPOBEPKA HMACHTU(HKAUMH M10N630BATENS,
ycTpoficTBa MMM JPYroro KOMIOHEHTa B CHCTEME, o0pIYHO ANA
NPUHATHA PEIEHHS O PaspelleRHd JOCTYMa K PecypcaM CHCTEMBL,
NpoBepKa LENOCTHOCTH XPAHAUIMXCA MM MepefaloHXC AaHHbIX AN
0GHapyXeHUsl MX HECAHKUHOHHPOBAHHON MOANDUKALHH.
Autentifikatsiya — odatda tizim resurslaridan foydalanishga ruxsat etish
xususida qaror qabul uchun foydalanuvchining, qurilmaning yoki
tizimning boshga tashkil etuvchisining identifikasiyasini tekshirish;
saqlanuvchi va uzatuvchi ma’lumotlarning ruxsatsiz
modifikatsiyalanganligini aniqlash uchun tekshirish.

Authentication — checking the identification of user, device, or other
component in the system, typically for decision-making about access to
system resources; check the integrity of stored or transmitted data to
detect unauthorized modification.

AyrenTapnkanans OGuoMerpudeckan — cnocof ayreHTHdUKAUUH
aoHenra  (MONMB30OBATEAA), OCHOBAHHBIH HAa  MpoBepke  €ro
OMOMETPUYECKMX XApaKTepUCTHK (OTMEYATKOB MOaftblleB, FEOMETPHH
PYKHM, J§dlla, rofioca, pHUCYHKa cerdatkd rnasa d T.m). K
NpeMMyIeCTBAM  HaHHOTO METOA@ OTHOCHTCH  HEOTAENHMOCTh
GHOMETPHHECKHX XAPAKTEPHCTHK OT MONIE30BATENA: HX HENb3A 3a0bITh,
NOTEPATL WITH MEpeAaTs APYroMY NOMb30BaTENIO.

Biometrik autentifikatsiya — abonentni (foydalanuvchini) uning
biometrik xarakteristikasi (barmoq izlari, panja geometriyasi, yuzi,
ovozi, ko’z pardasining to’ri va h.) asosidagi autentifikatsiyalash usuli.
Ushbu  usulning  afzalligi —  biometrik  xarakteristikalamni
foydalanuvchidan ajratib bo’lmasligi. Ulami esdan chiqarishning,
yo’qotishning yoki boshqa foydalanuvchiga berishning iloji yo'q.
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Biometric authentication — the method of authentication of a
subscriber (user), based on a verification of biometric characteristics
(fingerprints, hand geometry, face, voice, eye retina image, etc.). The
advantages of this method is the inseparability of biometric
characteristics from user: they cannot be forgotten, lost or transferred to
another user.

AyrenTHhrKauHA AByxdaxTopHan - ayTeHTHUKALUKS
Mob30BaTeNedl Ha OCHOBE ABYX Pa3HOPOAHBIX (axKTopOB, Kak NpaBHio,
HA OCHOBE TOro, 4TO 3HAET MONB30BaTElb, M TOrO, 4EM OH BIANECT
(Hanpumep, Ha OCHOBE MapoNs ¥ PHINUECKOTO HAeHTHOHUKATOPA).

Ikki faktorli autentifikatsiya — foydalanuvchilami ikkita turli faktorlar
asosida autentifikatsiyalash, odatda, foydalanuvchi biladigan narsa va
egalik giladigan narsa (masalan, paro! va fizik identifikatori) asosida.
Two-factor authentication — user authentication on the basis of two
unrelated factors, as a rule, on the basis of what he knows and what he

knows (e.g., password-based and physical ID).

AyTeRTHOHKALMA HA OCHOBE MmApofeii oMHOPA3OBERIX — TEXHOAOTHSA
ayTeHTHOHKAUUY ¢ NOMOWIBIO MaponeH OAHOPA3O0BbIX, AMA MORYHEHHA
KOTOPBIX MOCYT MCIONH30BATHCA: AIFOPHTM reHEpalHH Ha OCHOBE
OfHOCTOPOHHEH (YHKIWHMH, CHELMANbHBIE YCTPOHCTBA — TOKEHB!, JMGO
TexHonorus QOB (out of band), octopaHHag Ha mnepefadye naponsa
ONHOPa30BOro ¢  HCNONL3OBAHMEM  AOHORHUTENBHOMC  KaHana,
OT/HYHOrO OT TOro, NO KOTOPOMY MOMB30BaTeNb OCYUIECTBAACT AOCTYN
K IPUKNAgHOH cucTeMme.
Bir martali parollar aosidagi autentifikatsiya — bir martali paroflar
yordamida autentifikatsiyalash texnologiyasi. Bir martali parollarni
olishda quydagilar ishlatilishi mumkin: bir tomonlama funksiya asosida
generatsiyalash algoritmi, maxsus qurilmalar-tokenlar, yoki bir martali
parolni, foydalanuvchi tatbigiy tizimdan foydalanishda ishlatiladigan
kanaldan farqli, kanal orqali uzatishga asoslangan QOB (out of band)
texnologiyasi.
Oune time password based authentication — technology authentication
using one time passwords, which can be used: the generation algorithm
based on one-way functions, special device — taken, or technology OOB
(out of band) based on the transmission password disposable using
additional channels, other than where the user accesses the application
system,
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AyrenTuduraunn coobmenui — noGasneHue K O6M0KYy AaHHBIX
KOHTPOJIBHOrO 10J8 AAA OfHapyeHHA MOObIX H3MEHEHHH B JAHHBIX.
TMpu BHMUCNEHHH 3HAYeHHH 23TOro MOAA HCAOMAB3YETCA KoY,
H3BECTHBIH TONBKO MPHEMHUKY AAHHBIX.

Xabarlar autentifikatsiyasi — ma’lumotiarda har qanday o’zgarishlarni
aniqlash magsadida ma’lumotlar blokiga nazorat hoshiyasini qo’shish.
Ushbu hoshiya giymatini hisoblashda fagat ma’lumotiar priyemnigiga
ma’lum kalitlar ishlatiladi.

Message authentication — adding control data to the data field to detect
any changes in the data. The values of this field using a key known only
to receiver data.

Baza paHHbIX - COBOKYNHOCTb JaHHBIX, OpPraHH30BaHHBIX MO
OApEeAeNeHHbIM MpaBHiaM, MPeAYCMAaTPUBAIOUIUM OOLIHE MAPHHUHILI
OMHCAHUA, XPAHEHHS W MaHHMYJIHPOBAaHHA AAHHBIMH, HE3aBHCHMO OT
NpUKNAAHBIX TMporpamM. SIBseTrcs HHPOPMAUHOHHON  MOACNBIO
npeametHoll 064acTH. Basa AaHHBIX, Kak NpaBHIO, MpeACTaBAAETCA
TpeMs YpOBHAMH abCTpakuuH: BHEUWHHM, KOHLENTYANBHBIM H
BHY TPEHHHM.

Ma’lumotlar bazasi — tatbiqiy dasturlarga bog’liq bo’lmagan holda
ma’lumotlarni tavsiflashning, saqlashning va manipulyatsiyalashning
umumiy prinsiplarini ko’zda tutuvchi, ma’lum goidalar bo’yicha tashkil
etilgan ma’lumotlar majmui. Predmet sohasining informatsion modeli
hisoblanadi. Ma’lumotlar bazasi odatda abstraksiyaning tashqi,
konseptual va ichki satxlari orqali ifodalanadi.

Database — a collection of data organized according to certain rules,
providing general principles for describing, storing and manipulating
data independent of the application programs. An information domain
model. The database, usually presented in three levels of abstraction:
external, conceptual and internal.

Be3onacnocTh — CBOWCTBO CHCTEMbl MPOTHBOCTONTH BHELIHHM WM
BHYTPEHHHM ACCTaCHIH3UPYIOWHM bakropam, CNEACTBHEM
BO31EHCTBUA KOTOPBIX MOTYT ObITh HeXenaTenbHble €€ COCTOAHHA WIH
nosefenue. Eule — cOCTOAHHE, B KOTOPOM (afine] AaHHBIX H NPOrpaMMbl
He MOrytr ObITb HCHOAB30BAHBI, MPOCMOTPEHBI H MOAHGHUHUPOBAHLI
HeaBTOPHIOBaHHLIME  JIMUAMK  (BKJIIOWAs  MepCcoHANn  CHCTEMBI),
KOMANBIOTEPaMH UAH MPOTPaMMaMH.
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Xavfsizlik — ta’siri natijasida nomaqbul holatlarga olib keluvchi atayin
yoki tasodifiy, ichki va tashqi beqarorlovchi faktorlarga qarshi tizimning
tura olish xususiyati. Yana - ma’lumotlar fayllarining va dasturlarning
avtorizatsiyalanmagan shaxslar (jumladan tizim xodimi), kompyuterlar
yoki dasturlar tomonidan ishlatilishi, ko’rib chiqilishi va
modifikatsiyalanishi mumkin bo’lmagan holat.

Security — the property of a system to withstand extemal or internal
destabilizing factors, the effect of which may be unwanted state or
behaviour. Still - a state in which the data files and programs may not be
used, viewed and modified by unauthorized persons (including the
system staff), computers or software.

Bezonacuocts undopManuu — cocrosHie HHdopMalnH, IPpH KOTOPOM
HCKIIIOYADTCS ciry4afiHele WK NpeaHaMEPEeHHbIC
HECAHKUHOHHPOBAHHBIE  BOIJACHCTBHA Ha  HHQOPMAHMIO  HAM
HECAaHKUHOHHPOBAHHOE ee MOMyueHNE; ele — COCTOAHWE YpPOBHA
3AKIEHHOCTH HHGopMauKu npu  ce  00paboTke TEeXHMMECKHMH
CPeACTBaMH, olecneyMBaiollee COXPaHEHME TaKuX €€ KAYECTBEHHBIX
XapaKTepUCTHK (CBOICTB) KaK CEKPETHOCTb (KOHPHACHUHANBHOCTS),
UENOCTHOCTE W AOCTYNHOCTS.

Axborot xavfsizligi — axborot holati bo’lib, unga binoan axborotga
tasodifiy yoki atayin ruxsatsiz ta’sir etishga yoki ruxsatsiz uning
olinishiga yo’l gqo’yilmaydi; yana - axborotni texnik vositalar yordamida
ishlanishida uning maxfiylik (konfidensiallik), yaxlitlik va
foydalanuvchanlik kabi xarakteristikalarini (xususiyatlarini} saqlanishini
ta’minlovchi axborotning himoyalanish darajasi holati.

Information security — status information, which excludes accidental or
deliberate tampering or unauthorized information receive it, also - the
state of security level information when processing technical means to
ensure the preservation of its quality characteristics (properties) such as
secrecy {confidentiality), integrity, and availability.

BeslonacHocTe unpopmanmmonnan ofulecTBa ~ TO Ke, UTO W
«5€e30MacHOCTb, HHPOPMALUUOHHAA JIUYHOCTH» MPUMEHHTENBHO K
OpraHH30BaHHOMY KOJUIEKTHBY AIOfcH M K 06mecTBy B LENOM.
Jamiyat axborot xavfsizligi — “shaxs axborot xavfsizligi” kabi,
uyushgan odamlar kollektiviga va umuman, jamiyatga qo’llaniladi.
Society information security — what “safety information personality”
when applied to organized team of people and to society as a whole.
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Besonacnocts HRPOPMANHOHHOH CeTH — MEpbl, NPEAOXpaHsAioLHe
HHPOPMANHOHHYIO CETb OT  HECAHKUMOHHPOBAHHOIO  JOCTYHA,
CIy4ai{HOr0 HMIH TNpeJHaMepeHHOro BMEILATeNbCTBA B HOPMaibHbiE
JAEHCTBNA HIH NONBITOK paspyllcHUs e€ KOMINOHEHTOB.

Axborot tarmog’i xavfsizligi - axborot tarmog’ini ruxsatsiz
-foydalanishdan, me’yoriy harakatlariga tasodifty yoki atayin
aralashishdan yoki komponentlarini buzishga urinishdan sagiash
choralari.

Network security — measures that protect the information network from
unauthorized access, accidental or deliberate interference in normal
activities or attempts the destruction of its components.

Bpanamay?p — MeTod 3aliUTBl CETH OT Yrpo3 Ge3omacHoCTH,
HCXOAAIIMX OT APYFHX CHCTEM H cerell, ¢ NOMOILLIO LEHTPATH3AUHH
HOCTYma K CETH M KOHTPOJA 3a HUM AanfaparTHOo-NpofpaMMHBIMH
CpeCTBaMH; ellfe — SBIACTCS 3AUMTHLIM $apbepoM, COCTOAIRHM #3
HECKONLKMX KOMMOHEHTOB {HanpuMep, MapuIpyTH3aTopa KAH LW03a,
Ha KOTOpOM pafoTaeT nporpaMmHoe obecneyenne 6paHamayapa).
Tarmoqlararo ekran — apparat-dasturiy vositalar yordamida tarmoqdan
foydalanishni markazlashtirish va uni nazoratlash yo'li bilan tarmogni
boshqga tizimlardan va tarmoqlardan keladigan xavfsizlikka tahdidlardan
himoyalash usuli; yana - bir necha komponentlardan (masalan,
tarmogqlararo ekran dasturiy ta’minoti ishlaydigan marshrutizator yoki
shlyuzdan) tashkil topgan ximoya to’sig’i hisoblanadi.

Firewall — a method of protecting a network against security threats
from other systems and networks, through centralizing network access
and control hardware and software; - is a protective barrier consisting of
several components (e.g., router or gateway running firewall software).

Kutep nadpacTpyxrypa — BKIIOYAeT 3NEKTPOHHYIO HHGOPMAUHIO H
KOMMYHHKKAUHOHHEIE CHCTEMB, M chyx6el # HHpOpMaUHID,
COAEPHKABIIYIOCH B 3TMX CHCTEMax M cITyx6ax.
Kiber infrastruktura - elektron axborot, kommunikatsiya tizimlari,
xizmatlar va bu tizimlar va xizmatlarda mavjud axborotni o’z ichiga
oladi.
Cyber infrastructure - includes electronic information and
communications systems and services and the information contained in
these systems and services.
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Kubep muungent — REHCTBHA, HCMIONL3YIOLIKE KOMMBIOTEPHBIE CETH,
npuBoasmMe K (axTduyeckoMmy HIH noTeHupansHomy yumeply B
HHpopMaUHOHHOK CHCTEME w/Kau cofepxatueiics B Hel uHdopManHH.

Kiber insident — axborot tizimi va/yoki undagi axborotga anig yoki
potensial zarar yetkazilishiga sabab bo’luvchi, kompyuter tarmoqlaridan

foydalanuvchi harakatlar. .
Cyber incident — actions taken using computer networks that result in
an actual or potentially adverse effect on an information system and/or

the information residing therein.

BO, NpeiHa3HaveHHas
CTpaHCTBa B UENAX,
KOHTPOAS

Kubep-ataka — aTaka, uepe3 kHGepnpoCTpaHCT
NS MCHONb3CBAHHA TpeanpHaTHeM kubepnpo
OTKmoueHdA, YHHYTOXCHHA MAK  23NOHAMEPCHHOTO
BLIYHCAUTEALHOI Cpenbl/HHPPAcTPYKTYPbL.
Kiber-hujum — hisoblash muhiti/ infrastrukturasini,
yoki g'arazli nazoratlash yoki ma’lumot yaxlitligini buzish yoki
nazoratlanuvchi  axborotni  o’g’irlash magsadida  kiberfazodan
foydatanuvchi tashkilotga atalgan kiberfazo orqali amalga oshiriluvchi
hujum.

Cyber-attack — an attack, via cyberspace, targeting an enterprise’s use
of cyberspace for the purpose of disabling, destroying, or maliciously
controlling a computing environment/infrastructure.

o’chirish, buzish

KuGepGesonacHocts — BOIMOXHOCTE oXpaHATh HMM  3AUHTHTH
HCnonp3opakne KHOEPNPOCTpaHCTBA KMGEPATaKaMH.
Kiberxavfsizlik — kiberfazoning kiberhujumlardan foydalanishidan

qo’riglash yoki himoyalash imkoniyati.
Cybersecurity — the ability to protect or defend the use
from cyber-attacks.

of cyberspace

KuGepnpectynuocts - JelcTBus OTAENBHBIX JHU M TpYnm,
HalpapieHHble HA B3JIOM CUCTEM KOMIBIOTEPHOA 1a1HThl, HA XHIICHAE
WK paspymeHye HHPOPMALHK B KOPBICTHBIX Wi XYTHFAHCKHX [ENAX.
Kiberjinoyatchilik —  garazli yoki xuliganlik magsadlarida
himoyalashning kompyuter tizimlarini buzib ochishe2, axborotni
o’g’irlashga yoki buzishga yo’naltirilgan alohida shaxslaming yoki
guruhlarning harakatlar.
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groups aimed at cracking

Cyber cryme — the actions of individuals or
formation for selfish

computer security systems, theft or destruction of in
or destructive purposes.

Ku6epnpocrpancTeo — rnobankHbiit fOMEH B uHpopMaHOHHOH Cpene,
COCTOAHIMH H3 B3aUMO3aBHCHMOM ceTH HHPPacTPYKTYP
HudopMaLHOHHBIX CHCTEM BKITIOYaA HHTepHET, TeTH
TENEKOMMYHUKAUHH, KOMMBIOTEPHBIE  CHCTEMBL, U BCTPOCHHBIC
[POLECCOPHI H KOHTPONEPHI.

Kiberfazo — Internet, telekommunikatsiya tarmoqlari, kompyuter
tizimlari va o’matilgan prosessorlar va kontrollerlarni 0’z ichiga olgan,
o’zaro bog’langan axborot tizimlari infrastrukturalar tarmog’idan tashkil
topgan axborot muhitidagi global domen.

Cyberspace — a global domain within the information envirohment
consisting of the interdependent network of information systems
infrastructures including the Internet, telecommunications networks,
computer systems, and embedded processors and controllers.

KuGepreppopusM - xeficTus IO Ae30praHu3alliMd KOMILIOTEPHLIX
CHCTEM, CO3NAIOIUME OMACHOCTh THOENH MIOACH, 3HAMHUTEILHOTO
UMyliecTBeHHOrO ymep6a 60 HHBIX  OOIIECTBEHHO ONACHEIX
HOCAEACTBHEA.

Kiberterrorizm — insonlar halokati, aytarlicha moddiy zarar xavfini
yoki boshqa jamiyatga xavfli oqibatlarni tug’diruvchi kompyuter
tizimlarini izdan chigarish bo’yicha harakatlar.

Cyber terrorism — action disruption of computer systems, creating a
danger of loss of life, significant property damage or other socially
dangerous consequences.

Tpasrjerus — APaBa (O/Nb30BATEN WIM NPOrpaMMs!, COCTOALIWE B
AOCTYIHOCTH ONMpENecNeHHbIX OOBEKTOB U NEHCTBHHA B BbIMMCIHTENBHOHA
CHCTEME.

Imtiyozlar — hisoblash tizimida ma’lum obyektlardan foydalanish va
ularda ishlashdan iborat foydalanuvchilaming yoki dasturning huquqlari.
Privilege — rights of the user or a program, consisting in the availability
of certain objects and actions in a computing system.

Mpunoxkense —  mnporpammHoe  ofecneyeHne  (mporpamma)
#HOPMALMOHHON CHCTEMB!, BHIMOMHSIOLIAS ONpEle/eHHY0 GYHKIHIO
232



HEMOCPEACTBEHHO [nA nonbiosaTens 0e3 jgocTynma K CHCTEME
YNpaB/eHHA, MOHUTOPHHIE WIH ANMHHUCTPATHBHBIM IPHBHJIETASM.
llova - bevosita foydalanuvchi uchun boshqarish, monitoringlash
tizimlaridan yoki ma’muriy imtiyozlardan foydalanmay aniq funksiyani
bajaruvchi axborot tizimining dasturiy ta’minoti (dasturi).

Application — a software (program) hosted by an information system. In
addition, software program that performs a specific function directly for
a user and can be executed without access to system control, monitoring,

or administrative privileges.

lporpamMa  aHTHBHMpycHas  —  MporpaMMa  KOMINBIOTEpHAd,
npeqHasHayeHHas Ons  3alMTBl  OT  BHPYCOB  KOMMBIOTEPHEIX.
OcyuecTaaser o6HapyXeHHe, BOCCTAHOBICHHC. froxupoBaHUe H/HIH
ynaneHde 3apakeHHBIX TNPOTPaMMHBIX  MOIyfieH W CHCTEMHBIX

obnacTteh.
Virusga qarshi dastur — kompyuter viruslaridan himoyalashga

mo’ljallangan kompyuter dasturi. Zaharlangan dasturiy modullamni va
tizim sohalarini aniglashni, tiklashni, blokirovka qilishni vafyoki yo’'q
qilishni amalga oshiradi.

Antivirus program — a computer program designed to protect the
viruses from the computer. Detection, recovery, blocking and/or deleting
infected software modules and system areas.

BupTyaibHas dacTHAd ceTk — BUPTYA/bHas CETh, MOCTpPOEHHAsA Ha
OCHOBE  CYHIECTBYIOI(HUX  (PHIAUECKHUX cerefi, obecneydBaroulas
Ge3onacHblit TYHHENh KOMMYHHKAUMH ANA Mepeaayd AaHHBIX HIH

Apyroit HHGOpMaLKH, NepefaBaeMOi MEXAY CETIMH.
Virtual shaxsiy tarmoq - tarmoglar orasida atmashinituvchi

ma’lumotlar yoki boshqa axborotni uzatish uchun xavfsiz
kommunikatsiya tunnelini ta’minlovchi, mavjud fizik tarmoqlar asosida
qurilgan virtual tarmoq.

Virtual private network — a virtual network, built on top of existing
physical networks that provides a secure communications tunnel for data
and other information transmitted between networks.

KoHTpO/Ib A0CTYNa HA OcHOBE pojeli — MOACHs I YIPAaBIEHUA
NOCTYNOM K pecypcam, KOTA2 paspeilieHHBIC NeHCTBHA Ha pecypehl
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UREeHTHHUIHAPOBAHEl ¢ PONAMH, & HE ¢ NHUHBIMH HICHTHOHKATOPaMH
cyOneKTa.

Rollarga asoslangan ruxsatmi nazoratlash -~  resurslardan
foydalanishni boshqarish modeli bo’lib, resurslarda ruxsat berilgan
harakatlar shaxsiy subyekt identifikatorining o’miga rollar bilan
identifikatsiyalanadi.

Role-based access control — a model for controlling access to resources
where permitted actions on resources are identified with roles rather than
with individual subject identities.

KongujenunansHocts — 1. HexoTophiid knacc RaHHBIX, NONY4eHHE
60 HUCIONB30BAHHE KOTOPBIX HEABTOPH30BaHHBIMM A 3TOrC IMLA He
MOXET cTaTe ApHYWHOW cepbesHoro ywepfa mni opraHusanuu. 2.
CpoiicTBo HHGOpMaLWK, COCTOAMIES B TOM, YTO OHA HE MOXET BEITh
ofiHapyseHa M CAENaHa A0CTYNHOR §e3 paspeltieHAA OTACABHBIM JIHLAM,
MOXYHAM MK TTPOLIECCAM.

Konfidensiallik — 1. Avtorizatsiyalanmagan shaxs tomonidan olinishi
yoki foydalanishi tashkilot uchun jiddiy zarar sababi bo’la olmaydigan
ma’lumotlarning qandaydir sinfi. 2. Alohida shaxslar, modullar,
jarayonlar ruxsatisiz aniglanishi, va foydalanishi mumkin bo’lmagan
axborot xususiyati.

Confidentiality — 1. Some class data, obtaining or the use of which by
unauthorized persons could not cause serious damage to the
organization. 2. The quality of information, consisting in that it cannot
be detected and made available without the permission of individuals,
modules or processes.

MenemkMeHT pacKa ~— NOJHBIH Npouece UACHTH(HKAIKH, KOHTPOIS,
YCTpaHeHuss HAM YMCHBIUEHMA MOCNEACTBHA omacHelX coOBITH,
KOTOpbIE MOCYT OKa3aTh BJAMSHHE Ha pecypchl HH(OPMAIHOHHO-
TENeKOMMY HHKAUHOHHBIX TEXHOIOTHH.

Risk menejmenti — axborot-telekommunikatsiya texnologiya
resurslariga ta’sir etishi mumkin bo’lgan xavfli xodisalar ogibatlarini
identifikatsiyalashning, nazoratlashning, bartaraf etishning yoki
kamaytirishning to’liq jarayoni.

Risk management — the complete process of identification, control,
eliminate or mitigate the consequences of hazardous events that may
affect resources of information and telecommunication technologies.
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IlesiocTHOCTL — cBoOicTBO uH(popMauwu, 3aknloualouieecs B €€
CYLIECTBOBAHHH B HEHUCKAKEHHOM BHAE {HEH3MEHHOM O OTHOLUEHHIO K
HEKOTOpPOMY (H3HYECKOMY €€ COCTOAHHIO).

Yaxlitlik — axborotning buzilmagan ko’rinishda (axborotning qandaydir
fizik holatiga nisbatan o’zgarmagan shaklda) mavjud bo’lishida
ifodalangan xususiyati.

Integrity — the property of information, namely, its existence in an
undistorted view (unchanged with respect to some physical condition).
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